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Tropic Trooper Expands Attack Surface to Home
Routers, Shifts Focus to Japanese Targets

THREAT ACTOR | | CVSS 7.5

SCC Item ID SCC-TAC-2026-0009

Type Threat Actor

Severity HIGH

CVSS Base Score 7.5

Affected Products Home routers (specific vendors and models not publicly identified in available reporting);

Japanese government and private sector organizations
Published 2026-04-23T21:00:00

Discovery Source Rss

I Executive Summary

Tropic Trooper, a Chinese state-sponsored threat group, has expanded its targeting to Japanese
government and private sector organizations while adding home routers to its attack infrastructure. The
group exploits authentication weaknesses in router firmware to establish persistent footholds and proxy
nodes inside remote workforce environments. Organizations with employees working from home face
elevated risk of network intrusion through endpoints outside corporate security controls.

I Technical Analysis

Tropic Trooper (MITRE tracked as Earth Centaur; also known as KeyBoy and PiratePanda) has shifted targeting
toward Japanese organizations while incorporating home routers into its attack chain. The group's historically
documented TTPs include exploitation of public-facing applications (T1190), use of valid accounts (T1078),
external remote services (T1133), and web shells (T1505.003). The current campaign leverages authentication
weaknesses consistent with CWE-287 (improper authentication), CWE-306 (missing authentication for critical
function), and CWE-912 (hidden or hard-coded credentials in firmware). Compromised routers are assessed to
function as persistent entry points and proxy infrastructure (T1090.003, T1583.003, T1583.008).
Command-and-control communication uses standard application layer protocols (T1071) over non-standard
ports (T1571), with lateral movement via RDP (T1021.001). No specific CVE has been confirmed in available
source material for this campaign. Specific router vendors and models affected are not confirmed in available
reporting. Attribution to Chinese state sponsorship is assessed with high confidence based on MITRE ATT&CK
group profiling for GO081.
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I Action Checklist

1. Step 1: Containment, Identify all remote workers connecting to corporate resources through home
routers. Require VPN with MFA for all remote access immediately. Until affected router models are
confirmed, apply heightened scrutiny to all unmanaged home routers and treat their security posture as
outside direct corporate control. Segment remote access entry points from internal production networks.

2. Step 2: Detection, Review VPN and remote access logs for anomalous authentication patterns,
unexpected geographic source IPs, and non-standard port usage. Hunt for T1090.003 indicators: traffic
routing through residential IP ranges to internal assets. Query SIEM for T1505.003 indicators (web shell
activity) on internet-facing systems. Cross-reference source IPs against known Tropic Trooper
infrastructure if your threat intel platform carries that feed.

3. Step 3: Eradication, Enforce firmware updates on any routers that are corporate-managed or used in
managed remote access programs. For unmanaged home devices, push guidance to employees to
update router firmware and change default credentials immediately. Disable remote management
interfaces on home routers where not required. Specific vendor advisories cannot be cited until affected
models are confirmed.

4. Step 4: Recovery, Validate that remote access sessions post-remediation originate from expected user
locations and devices. Monitor for reappearance of anomalous proxy behavior (T1090.003) in network
telemetry. Confirm no web shells (T1505.003) persist on internet-facing systems. Revalidate all valid
account activity (T1078) for remote workforce users.

5. Step 5: Post-Incident, This campaign exposes a gap in visibility and control over remote workforce
endpoint infrastructure. Evaluate whether your remote access policy addresses minimum router security
requirements for home workers. Consider deploying endpoint detection on remote worker devices as a
compensating control for unmanaged network equipment. Map gaps to NIST CSF PR.AC-3 (remote
access management) and DE.CM-1 (network monitoring).

I IR/ Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to senior leadership, legal counsel, and external IR retainer if VPN log analysis
confirms any Tropic Trooper-attributed source IP successfully authenticated to internal
systems, if web shell artifacts are found on internet-facing infrastructure indicating active
persistence, or if the organization operates within Japanese government contracting, critical
infrastructure, or defense industrial base sectors that trigger CISA reporting obligations or
sector-specific regulatory notification requirements.

Recovery Notes Post-containment recovery for this campaign requires a minimum 30-day enhanced
monitoring period given Tropic Trooper's documented long-dwell-time operations and their
use of residential proxy infrastructure that can be re-established through a different
compromised home router if the underlying remote access policy gaps are not closed.
Validate recovery by confirming zero recurrence of residential-ASN proxy patterns
(T1090.003) in daily NetFlow or Zeek conn.log reviews and zero new web shell detections
(T1505.003) on weekly automated scans. Remote workforce accounts that were active during
the suspected compromise window should have passwords rotated and sessions fully
terminated before being permitted to reconnect, even if no direct compromise of those
accounts is confirmed.
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Forensic Artifacts VPN authentication logs (last 90 days): source IP, ASN classification, session duration, bytes
infout, device certificate or user-agent — key for identifying Tropic Trooper proxy-routed
sessions (T1090.003) where a residential IP exhibits non-human traffic volume or timing
inconsistent with the user's documented work hours and time zone | Home router
configuration export and system log (if accessible): administrator account list, port forwarding
rules, static route table, DNS server settings, and WAN-side remote management status —
Tropic Trooper establishes persistent router footholds by adding unauthorized admin
accounts and modifying routing to proxy corporate-bound traffic through the compromised
device | Web server access logs (IS W3C logs at
'%SystemDrive%\inetpub\logs\LogFiles\W3SVC*\*.log' or Apache
'lvar/log/apache2/access.log'): filter for POST requests to non-standard file paths, requests to
.php/.aspx files in writable upload directories, and HTTP 200 responses to requests with
anomalous User-Agent strings — specific artifact of T1505.003 web shell deployment
consistent with Tropic Trooper's documented intrusion methodology against internet-facing
systems | DNS resolver query logs: outbound DNS queries from VPN-connected remote
worker endpoints to domains with low Alexa rank, high entropy names, or newly registered
domains — Tropic Trooper malware families (YAHOYAH, XBOW) communicate via
DNS-based C2 channels and would appear as periodic beaconing queries from endpoint IPs
assigned via the VPN tunnel | Windows Security Event Log (remote access servers): Event ID
4624 (Logon Type 10 — Remotelnteractive) and Event ID 4648 (Logon using explicit
credentials) filtered to the compromise window — T1078 (Valid Accounts) abuse by Tropic
Trooper using credentials harvested via router-based traffic interception would appear as
legitimate account logons from anomalous source IPs or at anomalous times, requiring
correlation against the employee's expected working hours and registered home IP address

Per-Action IR Details

Step 1: Containment — Identify all remote workers connecting to corporate resources through home routers.
Require VPN with MFA for all remote access immediately. Until affected router models are confirmed, treat all
unmanaged home routers as untrusted. Segment remote access entry points from internal production
networks.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: isolate affected network segments and enforce access
controls to prevent lateral movement from compromised residential infrastructure acting as Tropic Trooper proxy nodes

Controls: NIST IR-4 (Incident Handling), NIST AC-17 (Remote Access), NIST SC-7 (Boundary Protection), CIS 6.3
(Require MFA for Externally-Exposed Applications), CIS 6.4 (Require MFA for Remote Network Access)

Compensating: For teams without NAC or enterprise VPN enforcement: immediately push a GPO or Intune
conditional access policy requiring MFA via Microsoft Authenticator or Duo Free before any VPN session is
established. Use pfSense or OpenVPN Access Server (free tier) with RADIUS-backed MFA to gate all remote
sessions. Run this PowerShell one-liner to enumerate active remote sessions and their source IPs:
'Get-VpnConnection | ForEach-Object { netstat -ano | findstr :443 } then cross-reference against known employee
residential IP ranges. Manually block any source IP not matching the employee's registered ISP ASN at the perimeter
firewall.

Evidence: Capture BEFORE enforcing new VPN/MFA policy: export full VPN authentication logs (including source IP,
session duration, bytes transferred, and device certificate if present) for the past 30 days; preserve NetFlow or firewall
connection logs showing all inbound remote access connections; snapshot current active VPN sessions including
source IPs and assigned tunnel IPs; document all remote worker device MACs and their associated public IPs from
DHCP lease logs or VPN client records. This baseline establishes normal residential IP patterns against which Tropic
Trooper proxy-routed sessions (originating from residential IPs but exhibiting anomalous routing behavior) can be
identified post-containment.
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Step 2: Detection — Review VPN and remote access logs for anomalous authentication patterns, unexpected
geographic source IPs, and non-standard port usage. Hunt for T1090.003 indicators: traffic routing through
residential IP ranges to internal assets. Query SIEM for T1505.003 indicators (web shell activity) on
internet-facing systems. Cross-reference source IPs against known Tropic Trooper infrastructure if your
threat intel platform carries that feed.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: correlate VPN authentication anomalies, proxy routing
artifacts (T1090.003), and web shell indicators (T1505.003) consistent with Tropic Trooper's documented TTPs against
Japanese government and private sector targets

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2
(Event Logging), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Without a SIEM, run these targeted queries manually: (1) T1090.003 proxy detection — use 'awk' or
PowerShell to parse VPN/firewall logs for sessions where the source IP ASN is residential (query ipinfo.io/AS{number}
for ASN classification) but the traffic volume or session pattern exceeds normal user behavior; (2) T1505.003 web shell
detection — run the open-source NeoPI script or ClamAV with the RFXN web shell signatures against your web server
document root (e.g., ‘clamscan -r /var/www/html --log=/tmp/webshell_scan.log’); deploy the Sigma rule
‘web_shell_detection.yml' from the SigmaHQ repository via Chainsaw against IS or Apache access logs; (3) Tropic
Trooper IOC matching — import the group's known C2 IPs and domains from MITRE ATT&CK Group G0081 into
pfSense pfBlockerNG or a Pi-hole instance as blocklists and review hit counts in DNS query logs.

Evidence: Capture BEFORE active hunting: preserve web server access logs (lIS:
'%SystemDrive%)\inetpub\logs\LogFiles\W3SVC*\*.log'; Apache/Nginx: ‘/var/log/apache2/access.log' or
'lvar/log/nginx/access.log') including any logs rotated in the past 90 days given Tropic Trooper's known dwell-time
patterns; export DNS resolver logs to identify outbound C2 beacon patterns or domain generation algorithm (DGA)
traffic consistent with Tropic Trooper's known malware families (e.g., YAHOYAH, XBOW); capture router syslog output
if available (check if any managed routers forward to a syslog server) for authentication events and configuration
changes; preserve Windows Security Event Log Event ID 4624 (successful logon) and 4625 (failed logon) for all
remote access accounts filtered on Logon Type 3 and 10.

Step 3: Eradication — Enforce firmware updates on any routers that are corporate-managed or used in
managed remote access programs. For unmanaged home devices, push guidance to employees to update
router firmware and change default credentials immediately. Disable remote management interfaces on home
routers where not required. Specific vendor advisories cannot be cited until affected models are confirmed.

NIST Phase: Eradication

Reference: NIST 800-61r3 8§3.4 — Eradication: remove Tropic Trooper's established persistent foothold in home
router firmware by eliminating the authentication weaknesses exploited for proxy node establishment, acknowledging
that unmanaged residential devices require an employee-driven remediation pathway

Controls: NIST SI-2 (Flaw Remediation), NIST CM-6 (Configuration Settings), NIST 1A-5 (Authenticator Management),
CIS 4.7 (Manage Default Accounts on Enterprise Assets and Software), CIS 7.3 (Perform Automated Operating
System Patch Management), CIS 7.4 (Perform Automated Application Patch Management)

Compensating: For a 2-person team managing unmanaged home endpoints: draft and distribute a one-page router
hardening checklist to all remote workers covering: (1) firmware update steps for the three most common consumer
router brands (ASUS, TP-Link, Netgear) since Tropic Trooper has historically targeted SOHO equipment; (2) disabling
WAN-side remote management (typically found under Administration > Remote Management or equivalent); (3)
changing default admin credentials — provide a password manager recommendation (Bitwarden free tier); (4)
disabling UPnP and WPS which are common authentication bypass vectors. Verify compliance by requiring employees
to submit a screenshot of their router firmware version page before rejoining the VPN. For corporate-managed routers,
use Ansible with the community.routeros or cisco.ios modules to push firmware and configuration baselines at scale.

Evidence: Capture BEFORE initiating firmware updates or credential resets: if router admin interface is accessible,
export the current router configuration file (typically available under Administration > Backup) to preserve evidence of
any attacker-modified settings such as DNS hijacking entries, static routes added to redirect traffic, or unauthorized
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admin accounts added by Tropic Trooper; photograph or screenshot current firmware version, active admin accounts,
port forwarding rules, and remote management settings; check router system logs if retained (varies by model) for
authentication events showing Tropic Trooper's access timestamps; document all port forwarding rules currently active
as attackers may have opened inbound ports to facilitate persistent access or pivot into the corporate network.

Step 4: Recovery — Validate that remote access sessions post-remediation originate from expected user
locations and devices. Monitor for reappearance of anomalous proxy behavior (T1090.003) in network
telemetry. Confirm no web shells (T1505.003) persist on internet-facing systems. Revalidate all valid account
activity (T1078) for remote workforce users.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: restore trusted remote access by verifying elimination of Tropic Trooper
proxy infrastructure (T1090.003), confirming absence of persistent web shells (T1505.003), and revalidating all remote
workforce accounts for unauthorized access consistent with T1078 (Valid Accounts) abuse

Controls: NIST IR-4 (Incident Handling), NIST SI-7 (Software, Firmware, and Information Integrity), NIST AC-2
(Account Management), NIST AU-6 (Audit Record Review, Analysis, and Reporting), CIS 5.1 (Establish and Maintain
an Inventory of Accounts), CIS 5.3 (Disable Dormant Accounts)

Compensating: For T1090.003 re-emergence monitoring without enterprise NDR: configure Zeek (Bro) on a network
tap or SPAN port at the VPN concentrator egress to log conn.log entries; write a daily cron job that runs ‘awk' against
Zeek conn.log to flag sessions where the originating IP resolves to a residential ASN but exhibits traffic patterns
inconsistent with normal user behavior (e.g., sustained low-and-slow connections, odd hours for the user's time zone,
or destinations matching internal server segments rather than typical SaaS endpoints). For T1505.003 persistence
validation: re-run ClamAV with RFXN signatures and also execute the open-source webshell finder
'php-malware-finder' against all web-accessible directories. For T1078 account revalidation: run 'net user /domain' and
compare against your HR roster; disable any account not confirmed active within the past 30 days per CIS 5.3.
Evidence: Capture BEFORE declaring recovery complete: re-export VPN authentication logs for the 72-hour
post-remediation window and diff against the pre-remediation baseline to confirm no previously observed anomalous
source IPs have reappeared; run a second web shell scan and preserve the output as a clean-bill-of-health artifact for
the incident record; export Active Directory last logon timestamps for all remote workforce accounts (PowerShell:
'Get-ADUser -Filter * -Properties LastLogonDate | Where-Object { $_.LastLogonDate -gt (Get-Date).AddDays(-30) } |
Select Name, LastLogonDate") to identify any accounts active during the suspected compromise window that require
password resets; retain NetFlow data from the recovery monitoring period for a minimum of 90 days per NIST AU-11
(Audit Record Retention) to support any subsequent forensic review.

Step 5: Post-Incident — This campaign exposes a gap in visibility and control over remote workforce endpoint
infrastructure. Evaluate whether your remote access policy addresses minimum router security requirements
for home workers. Consider deploying endpoint detection on remote worker devices as a compensating
control for unmanaged network equipment. Map gaps to NIST CSF PR.AC-3 (remote access management) and
DE.CM-1 (network monitoring).

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: conduct lessons-learned review specifically addressing the
visibility gap created by Tropic Trooper's exploitation of unmanaged residential router infrastructure, update remote
access policy to address SOHO device security baselines, and share I0Cs with sector peers and CISA consistent with
the RS.MA-01 guidance on third-party coordination

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST RA-3 (Risk Assessment), NIST
Sl-4 (System Monitoring), NIST AC-17 (Remote Access), CIS 7.1 (Establish and Maintain a Vulnerability Management
Process), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: For a 2-person team without a formal GRC platform: use the CISA Cybersecurity Performance Goals
(CPGs) self-assessment spreadsheet (free, available at cisa.gov/cpg) as a lightweight gap analysis tool — map your
remote access policy gaps directly to CPG 2.B (MFA for remote access) and CPG 2.F (network segmentation);
document the Tropic Trooper campaign TTPs (T1090.003, T1505.003, T1078) as a threat scenario in your risk register
with the Japanese government and private sector targeting context noted as threat actor motivation evidence; deploy
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Wazuh (free, open-source SIEM/EDR agent) on all remote worker endpoints as a compensating control for the
unmanaged router visibility gap — Wazuh agents can detect web shell file creation events and anomalous outbound
connection attempts at the host level even when the network perimeter is uncontrolled.

Evidence: Compile final incident record artifacts including: the full timeline reconstructed from VPN logs, DNS logs,
and web server access logs correlating to the Tropic Trooper campaign window; documented list of all employee home
routers confirmed updated and hardened as evidence of eradication completeness; a gap analysis document mapping
the visibility deficiencies exposed by this campaign to specific policy and control gaps; any Tropic Trooper IOCs (IPs,
domains, file hashes) observed in your environment for submission to CISA via their online reporting portal and sharing
with your ISAC if applicable; lessons-learned report per NIST 800-61r3 84 requirements addressing the specific
guestion of whether your remote access acceptable use policy now mandates minimum firmware currency and
credential hygiene for employee-owned SOHO devices.

I Detection Guidance

Hunt for the following behavioral indicators mapped to confirmed Tropic Trooper TTPs: (1) T1090.003, outbound
connections from internal hosts relaying through residential IP ranges or known proxy networks; flag repeated
connections through the same residential IP to multiple internal destinations. (2) T1505.003, unexpected script
files or web-accessible files created in web server directories on internet-facing systems; review
IIS/Apache/nginx access logs for POST requests to unusual paths. (3) T1571, application layer protocol traffic
on non-standard ports; alert on HTTP/HTTPS sessions on ports outside 80/443/8080/8443 originating from
remote access segments. (4) T1078, authentication events using valid credentials at unusual hours or from
source IPs inconsistent with user baseline; correlate against remote access logs. (5) T1133, review external
remote service (VPN, RDP gateway) authentication logs for successful logins followed immediately by internal
reconnaissance patterns. No confirmed IOCs (hashes, IPs, domains) are available in current source material for
this campaign. 10C feeds from vendors tracking Earth Centaur should be checked directly.

I Framework Mappings

MITRE-ATTACK
e T1190 — Exploit Public-Facing Application
e T1021.001 — Remote Desktop Protocol
e T1583.003 — Virtual Private Server
e T1078 — Valid Accounts
e T1071 — Application Layer Protocol
e T1571 — Non-Standard Port
e T1505.003 — Web Shell
e T1090.003 — Multi-hop Proxy
e T1583.008 — Malvertising

e T1133 — External Remote Services
NIST-800-53R5

e CA-8 — Penetration Testing
* RA-5— Vulnerability Monitoring and Scanning
e SC-7 — Boundary Protection
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e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity
* AC-2 — Account Management

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management

e CA-7 — Continuous Monitoring

e Sl|-4 — System Monitoring

¢ CM-2 — Baseline Configuration

¢ CM-7 — Least Functionality

e SI-3 — Malicious Code Protection

e AC-17 — Remote Access

¢ AC-20 — Use of External Systems

* |A-8 — Identification and Authentication (Non-Organizational Users)
OWASP-TOP10-2021

e A07:2021 — Identification and Authentication Failures
CIS-Vv8

* 6.3 — Require MFA for Externally-Exposed Applications
¢ 6.4 — Require MFA for Remote Network Access

¢ 6.5 — Require MFA for Administrative Access
SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

e (CC9.2 — Manages risks associated with vendors and business partners
HIPAA-SECURITY

e 164.312(d) — Person or Entity Authentication
1ISO-27001-2022

¢ A.5.34 — Privacy and protection of personal information

¢ A.5.21 — Managing information security in the ICT supply chain

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1190 Exploit Public-Facing Application Initial-Access

T1021. 001 Remote Desktop Protocol Lateral-Movement
T1583. 003 Virtual Private Server Resource-Development
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Technique ID Techniqgue Name Tactic
T1078 Valid Accounts Defense-Evasion
T1071 Application Layer Protocol Command-And-Control
T1571 Non-Standard Port Command-And-Control
T1505. 003 Web Shell Persistence
T1090. 003 Multi-hop Proxy Command-And-Control
T1583. 008 Malvertising Resource-Development
T1133 External Remote Services Persistence
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
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