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I Executive Summary

Wiz researchers used an Al-assisted reverse engineering tool to discover a high-severity vulnerability in
GitHub, demonstrating that Al tooling can now make vulnerability research that was previously too costly
or time-consuming for most teams financially and operationally viable. No exploitation has been
confirmed, and full technical details remain undisclosed pending responsible disclosure. The strategic
signal is significant: the same methodology available to well-resourced security researchers may become
increasingly accessible to threat actors, suggesting the window between vulnerability existence and
weaponization could compress across the industry.

I Technical Analysis

The Wiz discovery centers on a high-severity flaw in an undisclosed GitHub component, with a reported CVSS
base score of 7.5. Wiz has not published a CVE, affected component name, technical indicators, or
proof-of-concept, which is consistent with responsible disclosure practices while GitHub works toward
remediation. The CWE mappings reported by Wiz researchers - CWE-284 (Improper Access Control), CWE-269
(Improper Privilege Management), and CWE-200 (Exposure of Sensitive Information to an Unauthorized Actor) -
suggest a flaw in access boundary enforcement, potentially allowing an attacker to escalate privileges or access
data outside their authorized scope. These mappings have not been independently confirmed against a public
advisory and should be treated as directional, not authoritative.

The MITRE ATT&CK techniques associated with this story, T1190 (Exploit Public-Facing Application), T1078
(Valid Accounts), T1552.004 (Private Keys - specifically, private keys and secrets stored within GitHub
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repositories or Actions workflows), T1195.001 (Compromise Software Dependencies and Development Tools),
and T1059 (Command and Scripting Interpreter), collectively suggest a threat model where an attacker exploits
a GitHub access control weakness to harvest credentials, private keys, or repository secrets stored in GitHub,
potentially as a stepping stone into downstream software supply chains.

The methodological story matters more than the specific flaw. Wiz researchers explicitly framed the discovery as
work that manual methods would have made prohibitively expensive. Al-assisted reverse engineering
compresses the skill and resource ceiling for vulnerability discovery. Security teams have long operated on an
assumption that complex binary analysis requires deep specialist expertise and significant time investment,
which creates a natural, if imperfect, barrier to exploitation. That assumption is eroding. The same tooling Wiz
used is not proprietary to defenders. Threat actors with moderate technical capability and access to Al-assisted
tooling may be able to pursue vulnerability research workflows that previously required nation-state or
well-funded criminal resources. This represents a potential structural shift in attacker capability, the direct
implication of Wiz's own framing of the discovery.

I Action Checklist

1. Step 1: Assess exposure, audit your organization's GitHub footprint, including GitHub.com (SaaS),
GitHub Enterprise Server deployments, GitHub Actions workflows, and any third-party integrations that
authenticate to GitHub via OAuth apps or GitHub Apps

2. Step 2: Review controls, audit secrets stored in GitHub repositories (Actions secrets, Dependabot
secrets, environment secrets); rotate any credentials or private keys that may have been exposed to
GitHub's platform; review repository visibility and permission assignments across your organization

3. Step 3: Update threat model, incorporate Al-accelerated vulnerability discovery as a threat landscape
shift; update your assumption about the time between vulnerability introduction and weaponized
exploitation for complex flaws in developer tooling and SaaS platforms

4. Step 4: Communicate findings, brief engineering leadership and application security teams on the
GitHub exposure question; brief executive leadership on the broader methodology shift, Al tooling lowering
the barrier for vulnerability research affects your entire software supply chain risk posture, not just this
incident

5. Step 5: Monitor developments, track Wiz's security research blog and the GitHub Advisory Database for
a public disclosure once remediation is complete; set a 30-day review checkpoint if no public advisory has
appeared

I IR/ Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to CISO and legal/compliance if GitHub audit logs reveal unauthorized
access to repositories containing Pll, PHI, payment card data, or regulated source code
during the exposure window, or if a GitHub App installation or OAuth grant cannot be
attributed to an authorized user — either condition may trigger breach notification obligations
under applicable data protection regulations (GDPR, HIPAA, state breach notification laws).
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Recovery Notes Recovery for this threat is contingent on public disclosure of the full technical details by Wiz
and GitHub — until the vulnerability mechanism is known, the containment posture from Step
2 (rotated credentials, tightened permissions, revoked unnecessary OAuth and GitHub App
grants) remains the operative control. Once the GitHub Security Advisory is published,
re-assess whether any GitHub Enterprise Server instances require a platform patch per the
vendor advisory, and verify the patch is applied within your organization's defined SLA for
high-severity findings (NIST SI-2 (Flaw Remediation) recommends organization-defined
timeframes; CIS 7.3 and 7.4 recommend monthly or more frequent patching as baseline).
Maintain the enhanced GitHub audit log monitoring posture established in Step 5 for a
minimum of 90 days post-public-disclosure to detect any exploitation attempts that may have
occurred during the undisclosed window.

Forensic Artifacts GitHub Organization Audit Log (REST: /orgs/{org}/audit-log?include=all) — covering 90 days
pre-discovery — for events including oauth_application.create, integration_installation.create,
secret.access, repo.transfer, and protected_branch.destroy that would indicate unauthorized
platform-layer access consistent with exploitation of a high-severity GitHub flaw | GitHub
Actions workflow run logs (/repos/{owner}/{repo}/actions/runs/{run_id}/logs) for all workflows
that consumed Actions secrets, Dependabot secrets, or environment secrets during the
exposure window — exploit of a GitHub platform flaw could manifest as unexpected secret
exfiltration within a workflow execution context | GitHub Enterprise Server application logs at
/data/user/common/github-logs/ (specifically audit.log and exceptions.log) if GHES is in scope
— platform-layer vulnerabilities in GitHub Enterprise Server would produce anomalous entries
in these logs distinct from normal operational noise | OAuth application authorization records
— specifically any GitHub OAuth app granted repo or admin:org scope during the exposure
window, retrievable via the GitHub audit log filtered for action:oauth_application — Al-assisted
exploitation of a platform flaw could be used to silently install a malicious OAuth app for
persistent access | Third-party CI/CD integration webhook delivery logs — if the undisclosed
flaw involves GitHub's webhook or API gateway layer, anomalous webhook deliveries to
unexpected endpoints would appear in /repos/{owner}/{repo}/hooks/{hook_id}/deliveries and
represent evidence of supply-chain-level abuse

Per-Action IR Details

Step 1: Assess exposure — audit your organization's GitHub footprint, including GitHub.com (SaaS), GitHub
Enterprise Server deployments, GitHub Actions workflows, and any third-party integrations that authenticate
to GitHub via OAuth apps or GitHub Apps

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection & Analysis: scoping the affected asset inventory is the first analytical act
when a high-severity flaw is disclosed for a platform embedded across the SDLC

Controls: NIST IR-4 (Incident Handling), NIST IR-5 (Incident Monitoring), NIST SI-5 (Security Alerts, Advisories, and
Directives), CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 2.1 (Establish and Maintain a
Software Inventory)

Compensating: Run the GitHub REST API with a scoped personal access token or GitHub App installation token: “gh
api /orgs/{org}/installations --paginate” to enumerate all GitHub App integrations; "gh api
/orgs/{org}/oauth_authorizations™ (Enterprise) for OAuth grants. Export GitHub Actions workflow files recursively via ‘gh
api /repos/{owner}/{repo}/actions/workflows --paginate" across all repos. For GitHub Enterprise Server, query the
Management Console API or use the “ghe-org-admin-promote” audit log export. A 2-person team can script this in
bash using the “gh’ CLI and “jq" in under 2 hours.

Evidence: Before scoping, preserve a point-in-time snapshot of: (1) GitHub organization audit log export (Settings >
Audit Log > Export, or REST: “/orgs/{org}/audit-log?include=all&per_page=100") covering the prior 90 days — this
establishes a pre-discovery baseline of OAuth app grants, GitHub App installations, and Actions workflow runs; (2) for
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GitHub Enterprise Server, the “/data/user/common/github-logs/" directory containing “audit.log™ and “exceptions.log’;
(3) a list of all Actions workflow runs with their runner environments and triggered actors from
“/repos/{owner}/{repo}/actions/runs’.

Step 2: Review controls — audit secrets stored in GitHub repositories (Actions secrets, Dependabot secrets,
environment secrets); rotate any credentials or private keys that may have been exposed to GitHub's
platform; review repository visibility and permission assignments across your organization

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment: credential rotation and permission tightening are the primary
containment levers when a platform-layer flaw in GitHub may have exposed secrets material to the broader software
supply chain

Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management) — scoping permission assignments,
NIST IA-5 (Authenticator Management) — credential rotation, NIST SI-7 (Software, Firmware, and Information
Integrity), CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 5.4 (Restrict Administrator Privileges to
Dedicated Administrator Accounts), CIS 6.2 (Establish an Access Revoking Process)

Compensating: Use "gh secret list --repo {owner}/{repo}" to enumerate Actions secrets per repo; iterate across all
repos with a bash loop using “gh api /orgs/{org}/repos --paginate | jq -r ".[].full_name". For Dependabot secrets: "gh api
/repos/{owner}/{repo}/dependabot/secrets’. Rotate exposed secrets using ‘gh secret set SECRET_NAME" with a new
value piped from stdin to avoid shell history exposure. Audit repo visibility with “gh api /orgs/{org}/repos --paginate | jq
-r “[1] [.full_name, .visibility] | @csv' > repo_visibility_audit.csv'. Revoke over-permissioned GitHub App installations
via Settings > Developer Settings > GitHub Apps > Permissions.

Evidence: Before rotating credentials, document and preserve: (1) the current secrets inventory per repository (names
only — do not log secret values); (2) GitHub audit log entries for “secret.access” and “secret.destroy’ events in the prior
90 days (‘/orgs/{org}/audit-log?phrase=action:secret’); (3) any GitHub Actions workflow run logs that may reference
secret usage via ‘/repos/{owner}/{repo}/actions/runs/{run_id}/logs’ — download and archive before GitHub's default
90-day log retention expires; (4) a snapshot of current GitHub App installation permissions and OAuth token scopes for
all third-party integrations.

Step 3: Update threat model — incorporate Al-accelerated vulnerability discovery as a threat landscape shift;
update your assumption about the time between vulnerability introduction and weaponized exploitation for
complex flaws in developer tooling and SaaS platforms

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: the strategic lesson from Wiz's Al-assisted reverse
engineering methodology directly informs lessons-learned outputs and requires updating organizational assumptions
about exploitation timelines for developer platform vulnerabilities

Controls: NIST IR-4 (Incident Handling) — incorporating new threat intelligence into the IR capability, NIST RA-3 (Risk
Assessment) — threat model update as a risk assessment function, NIST SI-5 (Security Alerts, Advisories, and
Directives), NIST CA-2 (Control Assessments) — reassessing controls in light of new threat landscape data, CIS 7.1
(Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation
Process)

Compensating: Document the threat model update as a structured assumption change log — a markdown file in your
IR runbook repository works for a 2-person team. Specifically record: (a) previous assumed exploitation window for
complex SaaS platform flaws (e.g., 30-90 days post-disclosure), (b) revised assumption based on Al-assisted research
(days to weeks for well-resourced actors), (c) rationale citing the Wiz GitHub research. Subscribe to Wiz's research
RSS feed ("https://www.wiz.io/blog/feed.xml” — recommend human validation of this URL) and the GitHub Advisory
Database atom feed at "https://github.com/advisories.atom’ for real-time disclosure tracking.

Evidence: Before updating the threat model, retrieve and archive: (1) the current version of your organization's threat
model document with a timestamp to establish a pre-update baseline; (2) the Wiz blog post and Dark Reading
coverage as PDF snapshots for your IR evidence chain (since full technical details remain undisclosed, these
represent the available public record); (3) your organization's current MTTR (mean time to remediate) data for
high-severity findings in GitHub and developer tooling — this is the quantitative baseline against which the new threat
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timeline assumption should be calibrated.

Step 4: Communicate findings — brief engineering leadership and application security teams on the GitHub
exposure question; brief executive leadership on the broader methodology shift — Al tooling lowering the
barrier for vulnerability research affects your entire software supply chain risk posture, not just this incident

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity and §3.2 — Detection & Analysis (stakeholder notification): the
dual-audience communication requirement — technical (AppSec, engineering) and executive (supply chain risk
posture) — maps directly to NIST 800-61r3's post-incident lessons-learned and internal reporting guidance

Controls: NIST IR-6 (Incident Reporting), NIST IR-4 (Incident Handling) — communication as a component of incident
handling capability, NIST IR-8 (Incident Response Plan) — ensuring the plan includes communication templates for
supply chain events, NIST SA-12 (Supply Chain Protection) — executive briefing on software supply chain risk
posture, CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: For a 2-person team, use two separate communication artifacts: (1) a technical brief (1-page
markdown or wiki page) for AppSec and engineering that lists the specific GitHub components in scope, the secrets
inventory findings from Step 2, and the Actions workflow risk surface; (2) an executive summary (half-page) framing the
Wiz Al methodology shift in terms of software supply chain risk — specifically that GitHub Actions workflows, OAuth
integrations, and developer credential exposure are now higher-probability attack vectors for supply chain compromise.
Reference the SolarWinds and CircleCl supply chain incidents as precedent context for the executive audience.

Evidence: Before communicating, ensure the following are documented and retrievable to support briefing claims: (1)
the completed GitHub footprint inventory from Step 1 (total repos, Actions workflows, OAuth apps, GitHub App
installations); (2) the secrets rotation log from Step 2 (number of secrets rotated, credential types affected); (3) the
current repository visibility and permission audit results — these three artifacts provide the factual basis for the
exposure question in the technical brief and prevent the executive summary from relying on unquantified assertions.

Step 5: Monitor developments — track Wiz's research blog and the GitHub Advisory Database for a public
disclosure once remediation is complete; follow Dark Reading's original coverage thread for updates; set a
30-day review checkpoint if no public advisory has appeared

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection & Analysis: continuous monitoring for a pending public disclosure of an
undisclosed high-severity GitHub flaw requires an active watch posture — this is ongoing detection work, not a closed
post-incident activity, until full technical details are released

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives), NIST IR-5 (Incident Monitoring), NIST AU-6 (Audit
Record Review, Analysis, and Reporting), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS
7.2 (Establish and Maintain a Remediation Process), CIS 8.2 (Collect Audit Logs)

Compensating: Create a structured watch ticket in your issue tracker (GitHub Issues, Jira, or even a cron-driven bash
script) with: (a) a 30-day hard deadline alert; (b) daily check of the GitHub Advisory Database at
“https://github.com/advisories?query=type%3Areviewed" filtered for GitHub-platform advisories — recommend human
validation of this URL; (c) a Google Alert or RSS monitor for ‘Wiz GitHub vulnerability' and 'GitHub high severity
disclosure'. For the 30-day checkpoint, re-execute the footprint audit from Step 1 to detect any new GitHub App
installations or OAuth grants that appeared post-advisory. If no public advisory appears within 30 days, re-brief
stakeholders and reassess whether additional containment from Step 2 is warranted.

Evidence: Before the 30-day checkpoint, preserve a second point-in-time GitHub organization audit log export
covering the period from initial triage to checkpoint — specifically filter for “oauth_application.create’,
“integration_installation.create”, “repo.create’, and “protected_branch.update” events to detect any changes to your
GitHub security posture since initial remediation. Compare against the baseline snapshot taken in Step 1 to identify
drift. If a public CVE or GitHub Security Advisory is published before the 30-day mark, immediately re-execute Steps 1
and 2 with the newly disclosed technical indicators.

I Detection Guidance
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Because no specific CVE, affected component, or technical indicators have been publicly disclosed, detection at
the vulnerability level is not currently actionable. Focus detection effort on behavioral patterns consistent with
the associated MITRE techniques.

For T1190 and T1078 (exploitation and valid account abuse): Review GitHub audit logs for anomalous
authentication events, particularly OAuth app authorizations from unfamiliar sources, unexpected API access
patterns, or access from geographic locations inconsistent with your team's baseline. GitHub's audit log API
provides organization-level visibility into authentication and authorization events.

For T1552.004 (Private Keys) and CWE-200 (Information Exposure): Run a secrets scanning audit across all
repositories using GitHub's native secret scanning feature (available on GitHub Advanced Security) or a
third-party tool such as Truffleog or Gitleaks. Flag any historical commits or current configurations that contain
private keys, API tokens, or service account credentials.

For T1195.001 (Supply Chain Compromise via Development Tools): Review which GitHub Actions workflows in
your organization pull from third-party action repositories, and verify those actions are pinned to specific commit
SHAs rather than mutable tags. A mutable tag reference is an uncontrolled dependency that a compromised
upstream repository can weaponize.

For T1059 (Command and Scripting Interpreter): If your GitHub Actions workflows execute shell commands,
review those workflows for any unexpected modifications, particularly in self-hosted runner configurations where
the execution environment is less isolated.

Broader hunting hypothesis: Given the Al-assisted reverse engineering methodology, consider that similar
tooling may be applied to other developer platform SaaS services your organization depends on. Expand your
monitoring posture to GitLab, Bitbucket, CI/CD platforms, and artifact repositories.

I Indicators of Compromise

Type Value Context Confidence
URL Pending —refer to Wz No CVE, affected component, hashes, LOW
Research blog and G tHub IPs, or domains have been publicly
Advisory Database for disclosed at time of reporting; Wiz and
published indicators once GitHub are following responsible

public disclosure is

disclosure; check Wiz's research
conpl ete

publication and
https://github.com/advisories for updates

I Framework Mappings

MITRE-ATTACK
e T1552.004 — Private Keys
* T1195.001 — Compromise Software Dependencies and Development Tools
e T1078 — Valid Accounts
e T1190 — Exploit Public-Facing Application
e T1059 — Command and Scripting Interpreter

Generated by TJS Security Command Center | 2026-04-30 06:31 UTC SCC-STY-2026-0097 Page 6



SECURITY COMMAND CENTER SCC- STY-2026- 0097
Tech Jacks Solutions TLP:CLEAR

NIST-800-53R5

* AC-2 — Account Management

¢ AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |IA-5 — Authenticator Management

¢ CA-8 — Penetration Testing

* RA-5 — Vulnerability Monitoring and Scanning

e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity
¢ CM-7 — Least Functionality

e SI-3 — Malicious Code Protection

e Sl|-4 — System Monitoring

e AC-3 — Access Enforcement

e SC-28 — Protection of Information at Rest
OWASP-TOP10-2021

* A01:2021 — Broken Access Control
CIS-Vv8

e 6.1 — Establish an Access Granting Process
* 6.2 — Establish an Access Revoking Process
e 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts

¢ 6.8 — Define and Maintain Role-Based Access Control
SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

HIPAA-SECURITY
e 164.312(a)(1) — Access Control
1ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities

I MITRE ATT&CK Mapping

Technique ID Technigue Name
T1552. 004 Private Keys Credential-Access
T1195. 001 Compromise Software Dependencies and Initial-Access

Development Tools
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Technique ID Techniqgue Name Tactic
T1078 Valid Accounts Defense-Evasion
T1190 Exploit Public-Facing Application Initial-Access
T1059 Command and Scripting Interpreter Execution

Sources
Source URL Tier
Security News https://www.darkreading.com/application-security/reverse-engineerin... T3
GitHub Advisory https://github.com/advisories T3
Database
github/advisory-databas https://github.com/github/advisory-database T3
e: Security vulnerability
database inclusive ...
Github flagged 89 https://www.reddit.com/r/github/comments/1rrtfij/github_flagged_89_... T3
critical vulnerabilities in
my repo. Investigated all
About code scanning - https://docs.github.com/code-security/code-scanning/automatically-s... T3
GitHub Docs
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