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I Executive Summary

Microsoft patched a privilege escalation flaw in a built-in Entra ID role called Agent ID Administrator,
introduced to manage Al agent identities, that allowed an attacker with access to the role to seize control of
service principals beyond its intended boundary. According to security researchers, the role's permissions
were not properly scoped, creating a lateral movement path inside Entra ID tenants. The finding signals a
broader governance risk: Al agent frameworks are generating new identity objects and roles that most
organizations' access control review processes were not designed to eval uate.

I Technical Analysis

The Agent ID Administrator role was added to Microsoft Entra ID to support Al agent identity lifecycle
management, a function that creates and manages service principals representing Al agents within a tenant.
According to security researchers, the role's permission set was not constrained to agent-scoped service
principals as intended. An attacker who obtained the role, whether through direct assignment, a compromised
account holding it, or a privilege escalation step from a lower-privilege position, could exercise control over
service principal objects beyond the agent boundary. This maps directly to MITRE ATT&CK T1078.004 (Valid
Accounts: Cloud Accounts), T1098.001 (Account Manipulation: Additional Cloud Credentials), and T1548
(Abuse Elevation Control Mechanism), and aligns with CWE-269 (Improper Privilege Management) and
CWE-732 (Incorrect Permission Assignment for Critical Resource). The attack path follows a recognizable
pattern in cloud identity abuse: a role granted to support a narrow function carries implicit permissions that,
when examined at the API level, are broader than the design label implies. Security teams reviewing role
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assignments by display name rather than the underlying permission set would not catch this gap. Microsoft has
issued a patch. The research surfaces a systemic problem that extends beyond this specific role: as Al agent
frameworks proliferate inside enterprise tenants, they add service principal objects and associated roles at a
pace that outstrips current identity governance review cadences. Traditional access certification processes were
built around human accounts and well-understood service account patterns; Al agent identities occupy a
different category that most review tooling does not yet segment or flag. Sources: The Hacker News (T3), CSO
Online (T3), Microsoft Entra documentation (T1).

I Action Checklist

1. Step 1: Assess exposure, determine whether your Entra ID tenant has the Agent ID Administrator role
assigned to any user, group, service principal, or managed identity; pull current role assignments via the
Entra admin center or Microsoft Graph API and review the Agent ID Administrator entry specifically.

2. Step 2: Review controls, verify that Privileged Identity Management (PIM) is enforcing just-in-time
activation and approval workflows for any built-in roles introduced in the past 12 months, including roles
tied to Al or Copilot features; confirm that Conditional Access policies apply to accounts holding these
roles.

3. Step 3: Update threat model, add Al agent role misconfiguration as an explicit privilege escalation path
in your Entra ID threat register; map to T1078.004, T1098.001, and T1548 and document detection logic
for each.

4. Step 4: Communicate findings, brief identity and cloud security leads on the gap between role display
names and underlying permission sets; frame the broader governance risk that Al-introduced roles are not
being reviewed with the same rigor as legacy roles.

5. Step 5: Monitor developments, track the Microsoft Security Response Center for any follow-up
advisories tied to Entra ID Al agent roles; subscribe to security research feeds for additional findings in this
area.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to CISO and legal/compliance immediately if Entra ID audit logs show the Agent ID
Administrator role was activated and followed by any “Update service principal’, "Add app role
assignment to service principal’, or "Add delegated permission grant’ operations during the
exposure window, as this indicates active exploitation of the privilege escalation path with
potential unauthorized access to downstream application identities that may hold access to
regulated data (PII, PHI, financial records) triggering breach notification obligations.
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Recovery Notes After removing unauthorized Agent ID Administrator assignments and enforcing PIM with JIT
activation, conduct a full audit of all service principals modified by any principal holding the
Agent ID Administrator role during the exposure window — specifically check
‘oauth2PermissionGrants™ and “appRoleAssignments’ for unexpected delegated permissions
added to high-value service principals (e.g., those with access to Exchange, SharePoint, or
line-of-business APIs). Rotate credentials (client secrets and certificates) for any service
principal that was within reach of the misconfigured role, even if no modification is confirmed,
because the permission boundary failure means you cannot rule out undocumented access.
Monitor Entra audit logs for "Sign-in” and “Service principal activity™ events on affected service
principals for a minimum of 30 days post-remediation to detect any persistence mechanisms
established during the exposure period.

Forensic Artifacts Entra ID Audit Logs — RoleManagement category: Events with operationName 'Add member
to role' and 'Remove member from role' targeting Agent ID Administrator, establishing the full
timeline of who held the role and when; extract via Microsoft Graph "GET
/auditLogs/directoryAudits?$filter=category eq 'RoleManagement” | Entra ID Audit Logs —
ServicePrincipal category: Events with operationName 'Update service principal', 'Add app
role assignment to service principal’, and 'Add delegated permission grant' initiated by
principals who held the Agent ID Administrator role during the exposure window — these are
the specific write operations the misconfigured role enabled beyond its intended scope |
Microsoft Graph roleDefinitions API response for Agent ID Administrator: The full
“allowedResourceActions™ array from "GET
/roleManagement/directory/roleDefinitions?$filter=displayName eq 'Agent ID Administrator”
captures the actual permission set at time of investigation; preserve as a versioned snapshot
since Microsoft may silently update the role definition post-patch | Entra ID Sign-in Logs for
Agent ID Administrator holders: Filter on “appld’, “ipAddress’, “location’, and
“conditionalAccessStatus” for all accounts that held the role; anomalous sign-in patterns
(off-hours, unfamiliar geography, MFA bypass) indicate the role was actively used rather than
merely assigned | Service Principal credential and permission state snapshots: For all service
principals accessible to the Agent ID Administrator role, capture current “keyCredentials®,
‘passwordCredentials’, “appRoleAssignments’, and ‘oauth2PermissionGrants’ via Microsoft
Graph before any remediation — this preserves the post-exploitation state and enables
comparison against pre-exposure configuration baselines to identify attacker-added
persistence

Per-Action IR Details

Step 1: Assess exposure — determine whether your Entra ID tenant has the Agent ID Administrator role
assigned to any user, group, service principal, or managed identity; pull current role assignments via the
Entra admin center or Microsoft Graph APl and review the Agent ID Administrator entry specifically.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: identifying scope of potential compromise by enumerating
all principals holding the Agent ID Administrator role across the tenant

Controls: NIST IR-4 (Incident Handling), NIST IR-5 (Incident Monitoring), NIST AU-6 (Audit Record Review, Analysis,
and Reporting), CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 1.1 (Establish and Maintain Detailed
Enterprise Asset Inventory)

Compensating: Run the Microsoft Graph API query without enterprise tooling using PowerShell with the
Microsoft.Graph module (free): *Connect-MgGraph -Scopes 'RoleManagement.Read.Directory'; Get-MgDirectoryRole |
Where-Object {$_.DisplayName -eq 'Agent ID Administrator’} | ForEach-Object { Get-MgDirectoryRoleMember
-DirectoryRoleld $_.1d }'. Pipe output to CSV for offline review. For tenants without PowerShell access, use the Entra
admin portal under Identity > Roles and administrators > search 'Agent ID Administrator' and export assignments
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manually.

Evidence: Before enumerating current assignments, export and preserve the Entra ID audit log (Microsoft Entra admin
center > Monitoring > Audit logs) filtered on Category: 'RoleManagement’ and Activity: 'Add member to role' targeting
the Agent ID Administrator role — this captures historical assignment events that may indicate when and by whom the
role was assigned, critical for establishing attacker dwell time. Also capture the Microsoft Graph unified audit log via
“Search-UnifiedAuditLog -RecordType AzureActiveDirectory -Operations 'Add member to role” for the past 90 days.

Step 2: Review controls — verify that Privileged Identity Management (PIM) is enforcing just-in-time activation
and approval workflows for any built-in roles introduced in the past 12 months, including roles tied to Al or
Copilot features; confirm that Conditional Access policies apply to accounts holding these roles.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: reducing the blast radius of the Agent ID Administrator
privilege escalation path by enforcing JIT activation and Conditional Access before eradication steps are complete

Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management) — specifically reviewing accounts with
Agent ID Administrator assignment, NIST AC-6 (Least Privilege), NIST IA-2 (Identification and Authentication —
Organizational Users), CIS 5.4 (Restrict Administrator Privileges to Dedicated Administrator Accounts), CIS 6.3
(Require MFA for Externally-Exposed Applications), CIS 6.5 (Require MFA for Administrative Access)
Compensating: For tenants without Microsoft Entra ID P2 (required for PIM), implement manual compensating
controls: (1) Remove standing Agent ID Administrator assignments immediately and replace with break-glass
procedures documented in a runbook; (2) Use Azure AD Conditional Access (available in P1) to require MFA and
compliant device for any account retaining the role; (3) Set a calendar-based review reminder (weekly) to re-audit role
assignments using the PowerShell command from Step 1 until PIM is licensed. Document the compensating control
exception formally per NIST IR-4.

Evidence: Before modifying PIM settings, capture the current PIM role settings for Agent ID Administrator via Microsoft
Graph: "GET https://graph.microsoft.com/v1.0/policies/roleManagementPolicies?$filter=scopeld eq '/' and scopeType
eq 'DirectoryRole" — this preserves the pre-remediation policy configuration as forensic baseline. Also export the
Entra ID Sign-in logs (Entra admin > Monitoring > Sign-in logs) filtered on accounts holding the Agent ID Administrator
role, specifically flagging any sign-ins from unexpected IPs, locations, or outside business hours, which would indicate
the role was actively leveraged for service principal manipulation (MITRE T1078.004).

Step 3: Update threat model — add Al agent role misconfiguration as an explicit privilege escalation path in
your Entra ID threat register; map to T1078.004, T1098.001, and T1548 and document detection logic for each.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: incorporating the Agent ID Administrator privilege escalation
path into the organizational threat register and updating detection logic to prevent recurrence across Al-introduced
Entra ID roles

Controls: NIST IR-8 (Incident Response Plan), NIST RA-3 (Risk Assessment), NIST SI-4 (System Monitoring), NIST
AU-2 (Event Logging), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and
Maintain a Remediation Process)

Compensating: Document detection logic as Sigma rules (free, open-source) targeting the three mapped techniques:
(1) T1078.004 — Sigma rule on Entra audit log field “operationName: 'Add member to role™ where
“targetResources.displayName: 'Agent ID Administrator”; (2) T1098.001 — Sigma rule on “operationName: 'Add app
role assignment to service principal” initiated by a principal holding Agent ID Administrator; (3) T1548 — Sigma rule on
service principal ‘oauth2PermissionGrants® modifications following Agent ID Administrator activation. Submit rules to
the SigmaHQ community repo for peer review. Store rules in version control (Git) alongside your threat register entry.
Evidence: Before closing the threat model update, pull the Microsoft Entra ID audit log for all "Update service principal®
and “Add app role assignment” operations performed by any principal holding the Agent ID Administrator role during
the exposure window — this establishes whether the misconfigured role was exploited to modify service principal
permissions (T1098.001), which is the specific lateral movement mechanism Silverfort identified, not just that the role
existed.
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Step 4: Communicate findings — brief identity and cloud security leads on the gap between role display
names and underlying permission sets; frame the broader governance risk that Al-introduced roles are not
being reviewed with the same rigor as legacy roles.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: lessons-learned communication specific to the governance
gap that allowed Agent ID Administrator's overly broad service principal permissions to go unreviewed, and
recommendations to extend role review processes to Al-platform roles

Controls: NIST IR-6 (Incident Reporting), NIST IR-8 (Incident Response Plan), NIST CA-7 (Continuous Monitoring),
NIST SI-5 (Security Alerts, Advisories, and Directives), CIS 4.6 (Securely Manage Enterprise Assets and Software)

Compensating: Produce a one-page technical brief (no enterprise GRC tool required) that includes: (1) a side-by-side
table of Agent ID Administrator's documented display-name permissions vs. the actual Graph API permissions
Silverfort disclosed; (2) a list of all Entra ID built-in roles introduced since the tenant's Copilot or Al feature enablement
date, extracted via “Get-MgDirectoryRole | Where-Object {$_.Description -match 'agent|copilot|Al'}” as a starting
scope; (3) a recommendation to add these roles to the quarterly access review cycle. Distribute via secure email with
read receipts to create an audit trail of notification per NIST IR-6.

Evidence: Before the briefing, extract and attach the raw Entra audit log evidence showing the Agent ID Administrator
role's permission scope — specifically, retrieve the role's ‘rolePermissions™ object via Microsoft Graph "GET
https://graph.microsoft.com/v1.0/roleManagement/directory/roleDefinitions?$filter=displayName eq 'Agent ID
Administrator”™ and capture the full “allowedResourceActions’ list. This concrete permission list, compared against the
role's stated purpose of managing Al agent identities, is the factual foundation for the governance gap discussion and
should be included in the brief as an exhibit.

Step 5: Monitor developments — track the Microsoft Security Response Center for any follow-up advisories
tied to Entra ID Al agent roles; subscribe to Silverfort's research feed for additional findings in this area.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: establishing ongoing intelligence feeds and monitoring processes to
detect follow-on advisories for the Agent ID Administrator vulnerability class and related Al-platform Entra ID roles
before they are exploited

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives), NIST IR-2 (Incident Response Training), NIST IR-3
(Incident Response Testing), NIST AU-13 (Monitoring for Information Disclosure), CIS 7.1 (Establish and Maintain a
Vulnerability Management Process)

Compensating: Implement threat intelligence monitoring without a commercial Tl platform: (1) Subscribe to the
Microsoft Security Response Center RSS feed (https://msrc.microsoft.com/blog/feed) and filter for keywords 'Entra’,
‘agent’, 'Copilot’, 'service principal' using a free RSS reader with keyword alerting (e.g., Feedly free tier); (2) Set a
Google Alert for “site:silverfort.com OR site:msrc.microsoft.com 'Entra ID' ‘agent”; (3) Create a recurring monthly
calendar task for a 2-person team to re-run the Step 1 PowerShell role enumeration and diff against the prior month's
CSV output to detect net-new Agent ID Administrator assignments or new Al-platform roles added by Microsoft without
explicit tenant admin action.

Evidence: Establish a monitoring baseline now by documenting the current state of all Entra ID built-in roles with
‘agent’, 'copilot’, or 'Al' in their display name or description, including their full “allowedResourceActions™ permission
sets pulled via Microsoft Graph. Store this as a dated snapshot in version control — future advisories from MSRC or
Silverfort about related roles can be immediately cross-referenced against this baseline to assess whether your tenant
is affected, rather than starting exposure assessment from scratch.

I Detection Guidance
Review Entra ID audit logs for assignments to the Agent ID Administrator role, particularly any assignments

made by non-privileged accounts or automated processes. Query Microsoft Graph audit logs
(AuditLogs/directoryAudits) filtering on activity type 'Add member to role' where the role display name contains
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'‘Agent’ or 'Al'. Hunt for service principal credential additions (T1098.001) that follow a role assignment event

within the same session or short time window, as this pattern suggests an attacker establishing persistence after

gaining the role. Monitor for service principal modifications outside expected change windows, particularly
changes to application credentials, owner assignments, or AP| permissions on service principals the

organization did not explicitly create for Al agent workflows. In Entra ID Identity Protection, review risky sign-ins
and risky service principals for accounts that hold or recently held the Agent ID Administrator role. Audit all

service principals in the tenant to identify those created by Al agent frameworks versus those created through

standard provisioning; any service principal with owner or credential-write permissions on other service

principals warrants immediate review. Reference Microsoft's Zero Trust engineering systems guidance

(learn.microsoft.com/en-us/entra/fundamentals/zero-trust-protect-engineering-systems) for baseline role and

service principal hygiene controls.

I Indicators of Compromise

Type Value Context

TOOL Pending —refer to Silverfort's research into the Agent ID
Silverfort research for Administrator privilege escalation path
published indicators may include specific permission sets,

Graph API calls, or audit log signatures;
the actual indicator values are not
present in the available source material

Confidence

LOW

I Framework Mappings

MITRE-ATTACK

e T1078.004 — Cloud Accounts

e T1098.001 — Additional Cloud Credentials

e T1548 — Abuse Elevation Control Mechanism
NIST-800-53R5

e AC-6 — Least Privilege

* CM-6 — Configuration Settings

e AC-3 — Access Enforcement
OWASP-TOP10-2021

e AO01:2021 — Broken Access Control
CIS-v8

e 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts
* 6.8 — Define and Maintain Role-Based Access Control

¢ 3.3 — Configure Data Access Control Lists

e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management

Generated by TJS Security Command Center | 2026-04-28 06:34 UTC SCC-STY-2026-0089

Page 6



SECURITY COMMAND CENTER SCC- STY-2026- 0089
Tech Jacks Solutions TLP:CLEAR

ISO-27001-2022
¢ A.8.8 — Management of technical vulnerabilities
SOC2-TSC

e (CC6.3 — Authorizes, modifies, or removes access

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1078. 004 Cloud Accounts Defense-Evasion

T1098. 001 Additional Cloud Credentials Persistence

T1548 Abuse Elevation Control Mechanism Privilege-Escalation
Sources

Source URL Tier

Security News https://thehackernews.com/2026/04/microsoft-patches-entra-id-role-f... T3

Microsoft patched an https://www.csoonline.com/article/4163708/microsoft-patched-an-agen... T3

‘agent-only' role that
was not - CSO Online

Hackers Can Abuse https://x.com/The_Cyber_News/status/2047929938700030303 T3
Entra Agent ID Admin
Role to Hijack Service ...

Microsoft Patches Entra https://codekeeper.co/ticker/microsoft-entra-agent-identity-vulnera... T3
Role Flaw That Let
Hackers Hijack Service

Security guidance - https://learn.microsoft.com/en-us/entra/fundamentals/zero-trust-pro... T1
Protect engineering

systems - Microsoft

Entra

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
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