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I Executive Summary

Researchers have identified a malware framework called 'fast16' that reportedly targeted industrial control
systems approximately five years before Stuxnet, placing its estimated deployment around 2005. If
confirmed, this finding would challenge the established historical consensus that Stuxnet was the first
purpose-built cyber weapon designed to sabotage industria infrastructure. The discovery signals that
advanced nation-state actors may have maintained mature |CS offensive capabilities for two decades or
longer, requiring security teams and intelligence analysts to reassess attribution timelines, capability
maturity assessments, and the assumed starting point of state-sponsored industrial sabotage. Attribution
and specific targeted vendors remain unconfirmed pending publication of primary research.

I Technical Analysis

The conventional ICS threat intelligence timeline has treated Stuxnet, estimated active between 2007 and 2010
and publicly discovered in 2010, as the foundational reference point for nation-state ICS offensive programs.
The identification of 'fast16' challenges that baseline directly. Described as a purpose-built framework targeting
industrial control systems with characteristics consistent with nation-state-level capability and intent, 'fast16' is
estimated to have been deployed around 2005, predating Stuxnet's estimated operational window by roughly
two years and its public discovery by five.

The MITRE ATT&CK for ICS techniques associated with this framework span a broad operational range. T0836
(Modify Parameter) and T0839 (Module Firmware) suggest the malware was designed to manipulate physical
processes and persist at the firmware level. T0831 (Manipulation of Control) and T0O800 (Activate Firmware
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Update Mode) indicate intent to alter or disable industrial processes, consistent with a sabotage mission rather
than espionage. T1195 (Supply Chain Compromise) and TO865 (Spearphishing Attachments) point to likely
initial access vectors. T1565.001 (Stored Data Manipulation) and T1059 (Command and Scripting Interpreter)
round out a framework capable of both operational disruption and data falsification. T0828 (Loss of Productivity
and Revenue) as an impact technique reinforces the sabotage-oriented classification.

Attribution remains unconfirmed in available source material. Nation-state involvement is suspected based on
the capability profile and the specificity of ICS targeting, but no public attribution has been established. The Dark
Reading report originating this coverage
(darkreading.com/cyber-risk/20-year-old-malware-rewrites-history-of-cyber-sabotage) is classified as a T3
source. Primary research materials, including the original technical analysis on which coverage is based, have
not been independently reviewed for this summary and may not yet be publicly available.

From a threat intelligence perspective, the implications are significant even before attribution is resolved. If
ICS-specific offensive tooling existed and was operationally deployed in 2005, it means the capability
development window for the actor responsible extends further back, possibly into the early 2000s. Existing
threat actor capability maturity models, which frequently use Stuxnet as an anchor date, may underestimate how
long adversaries have been refining ICS attack techniques. For detection engineering and historical incident
review, security teams operating critical infrastructure should treat pre-2010 anomalies in OT environments as
potentially worth reexamination.

I Action Checklist

1. Step 1: Assess historical exposure, review archived OT/ICS logs and network records from 2004 to
2010 for anomalies consistent with firmware modification, parameter manipulation, or unauthorized
scripting interpreter activity on control systems, if such records are retained.

2. Step 2: Review ICS detection controls, verify that your OT security monitoring covers MITRE ATT&CK
for ICS techniques T0836, T0839, T0831, and T0800; confirm that firmware integrity monitoring is active
on PLCs and RTUs in scope.

3. Step 3: Update threat model, revise ICS threat actor capability timelines to reflect that nation-state ICS
offensive programs may have been operational as early as 2005; adjust assumed adversary maturity
levels in risk assessments accordingly.

4. Step 4: Audit supply chain and initial access assumptions, given T1195 (Supply Chain Compromise)
and T0865 (Spearphishing Attachments) in the associated technique set, verify that current controls
address both vectors for OT-connected systems.

5. Step 5: Monitor for primary research release or official researcher statement confirming 'fast16' details;
if technical indicators, confirmed vendors affected, or attribution evidence are disclosed publicly, integrate
rapidly into threat intelligence platforms.

I IR / Forensic Enrichment

Triage Priority DEFERRED
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Escalation Criteria Escalate to urgent and declare an active incident if the Step 1 historical log review surfaces
artifacts — unexplained firmware write events, unauthorized parameter modifications on PLCs
or RTUs, or scripting interpreter execution on OT-networked hosts between 2004 and 2010 —
that match fast16 I0Cs upon their publication, or if your environment includes ICS vendors
and product lines subsequently confirmed as fast16 targets in the primary technical report.

Recovery Notes Recovery actions are prospective and contingent on fast16 IOC confirmation against your
environment; if historical exposure is confirmed, treat affected PLCs and RTUs as potentially
compromised from firmware level and plan for full firmware reflash from vendor-signed golden
images rather than patching over potentially manipulated firmware. Post-remediation, monitor
all previously affected ICS devices for recurrence of T0836 (Modify Parameter) and T0800
(Activate Firmware Update Mode) network signatures for a minimum of 90 days using passive
OT NDR or manual Modbus/S7comm log review. Verify restored process parameter setpoints
against pre-compromise engineering drawings and obtain signed acceptance from process
engineering before returning affected systems to production operation.

Forensic Artifacts PLC and RTU firmware binary dumps: extract current firmware from all in-scope PLCs and
RTUs using vendor diagnostic tools (e.g., Siemens SIMATIC Manager firmware backup,
Rockwell RSLogix project upload) and compute SHA-256 hashes for comparison against
vendor-published signed release manifests — unauthorized firmware modifications consistent
with TO800 would produce hash mismatches not traceable to any legitimate vendor update
record | OT historian process variable deviation logs: export time-series data from SCADA
historians (OSlsoft Pl, Wonderware InTouch, GE iFIX) for the 2004—-2010 window filtering on
setpoint write events and alarm state transitions without corresponding operator or work order
records — these deviations are the operational-level signature of T0836 (Modify Parameter)
execution by fast16-class malware | Engineering workstation Windows Event Logs (Event ID
4688 Process Creation, Event ID 7045 New Service Installed): scripting interpreter execution
(wscript.exe, cscript.exe, powershell.exe) or unfamiliar service installations on HMI or
engineering workstation hosts during the 2004—-2010 window would indicate the host-level
foothold stage preceding ICS protocol-level sabotage commands | OT network PCAP
archives or NetFlow records filtered on Modbus function code 0x10 (Write Multiple Registers),
DNP3 Direct Operate commands, and S7comm WriteVar PDUs originating from
non-engineering-station source IPs — unauthorized parameter write traffic from unexpected
source addresses is the network-layer artifact of T0836 and T0831 execution | Vendor remote
access session logs: VPN authentication records, jump server session logs, and physical
access badge records for ICS vendor personnel during the 2004-2010 window —
cross-reference against authorized maintenance windows documented in change
management records to identify unscheduled access consistent with T1195 (Supply Chain
Compromise) initial access methodology

Per-Action IR Details

Step 1: Assess historical exposure — review archived OT/ICS logs and network records from 2004 to 2010 for
anomalies consistent with firmware modification, parameter manipulation, or unauthorized scripting
interpreter activity on control systems, if such records are retained.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: reviewing historical artifacts to determine scope and
timeline of a suspected incident, mapped to CSF [DE] function

Controls: NIST IR-4 (Incident Handling) — scope analysis of a potential historical compromise affecting ICS firmware
integrity, NIST AU-11 (Audit Record Retention) — retention policy governs whether logs from 2004—-2010 survive; gaps
must be documented as scope limitations, NIST AU-6 (Audit Record Review, Analysis, and Reporting) — structured
review of retained OT/ICS logs for anomalous scripting interpreter execution and parameter write events, NIST SI-7
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(Software, Firmware, and Information Integrity) — integrity baseline comparison to detect unauthorized firmware
modification consistent with fast16-style sabotage, CIS 8.2 (Collect Audit Logs) — confirm whether OT log collection
was in place during the 2004-2010 window; absence of logs is itself a finding

Compensating: Use historian or SCADA archive exports (OSlsoft PI, Wonderware, or vendor-native historian flat files)
to extract process variable deviation events from the target window. Cross-reference with any retained Windows Event
Logs from HMI/engineering workstations using PowerShell: Get-WinEvent -Path .\*.evtx | Where-Object {$_.Id -in
@(4688,7045,4698)} | Export-Csv historical_review.csv. For network records, parse any retained PCAP or NetFlow
archives with tshark filtering on Modbus function code 0x10 (Write Multiple Registers) and S7comm write PDUs: tshark
-r archive.pcap -Y 'mbtcp.func_code==16 || s7comm.param.func==0x05'" -T fields -e frame.time -e ip.src -e ip.dst >
parameter_writes.txt

Evidence: Before beginning log review, preserve read-only copies of all retained OT historian archives, SCADA
database snapshots, and HMI Windows Event Log .evtx files from the 2004—2010 period to a write-protected forensic
store. Document firmware version strings currently resident on PLCs and RTUs as a baseline for comparison against
any vendor-provided firmware release history from that era. Capture current process parameter setpoints and compare
against archived engineering drawings or change management records — unexplained setpoint deltas with no
corresponding work order are the primary forensic indicator of fast16-style parameter manipulation.

Step 2: Review ICS detection controls — verify that your OT security monitoring covers MITRE ATT&CK for
ICS techniques T0836, T0839, T0831, and T0800; confirm that firmware integrity monitoring is active on PLCs
and RTUs in scope.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: validating that detection tooling and monitoring coverage exist for the
specific technique set attributed to fast16-class ICS malware, mapped to CSF [PR, DE] functions

Controls: NIST SI-4 (System Monitoring) — verify OT network monitoring detects Modbus/DNP3/S7comm write
operations consistent with T0836 (Modify Parameter) and T0839 (Change Operating Mode), NIST SI-7 (Software,
Firmware, and Information Integrity) — confirm integrity verification tools are deployed on PLCs and RTUs to detect
T0800 (Activate Firmware Update Mode) and T0831 (Manipulation of Control) via unauthorized firmware flashing, NIST
IR-3 (Incident Response Testing) — validate detection coverage through tabletop or technical exercise simulating
T0836/T0839 execution against a PLC in a test environment, CIS 7.1 (Establish and Maintain a Vulnerability
Management Process) — ICS-specific coverage gap analysis for the four ATT&CK for ICS techniques must be
documented as a vulnerability finding if monitoring is absent

Compensating: Deploy Dragos Community Edition or Claroty Community (free tiers) for passive OT protocol
monitoring if no commercial OT NDR is in place. For firmware integrity, use vendor CLI tools where available — on
Siemens S7 devices, retrieve firmware version via Step 7/TIA Portal module info tab and compare against signed
release manifest; on Allen-Bradley/Rockwell, use RSLogix 5000 Controller Properties > General tab to record firmware
revision, then script periodic checks with Rockwell's FactoryTalk Asset Centre free tier. Write a YARA rule targeting
known ICS scripting interpreter artifacts (e.g., ladder logic export files with unexpected script blocks) and scan
engineering workstation file systems with: yara -r fast16_indicators.yar
C:\Users\%USERNAME%\Documents\RSLogix\

Evidence: Before auditing detection controls, capture a point-in-time inventory of all PLCs, RTUs, and HMIs in scope
including current firmware versions, communication protocols in use, and whether each device has a firmware
write-protect jumper enabled — this baseline is required to assess T0800 (Activate Firmware Update Mode) exposure.
Pull current OT network traffic samples via SPAN port or TAP and inspect for unauthenticated Modbus FC16 (Write
Multiple Registers) or S7comm WriteVar PDUs originating from non-engineering-station IP addresses, which would be
the network signature of T0836 exploitation. Document any PLCs or RTUs where firmware integrity monitoring is
confirmed absent — these are the highest-priority assets for fast16-class threat scenarios.

Step 3: Update threat model — revise ICS threat actor capability timelines to reflect that nation-state ICS
offensive programs may have been operational as early as 2005; adjust assumed adversary maturity levels in
risk assessments accordingly.

NIST Phase: Post Incident
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Reference: NIST 800-61r3 84 — Post-Incident Activity: lessons-learned process requiring threat model and risk
assessment updates when new intelligence fundamentally changes adversary capability assumptions, mapped to CSF
[GV, ID] functions

Controls: NIST RA-3 (Risk Assessment) — revise threat source characterization for nation-state ICS actors to reflect
two-decade operational maturity; update likelihood ratings for ICS-targeted campaigns accordingly, NIST IR-8 (Incident
Response Plan) — amend IR plan assumptions that treat Stuxnet (2010) as the baseline for ICS nation-state
capability; fast16 evidence moves the credible threat horizon to at least 2005, NIST SI-5 (Security Alerts, Advisories,
and Directives) — integrate fast16 research findings into the organizational threat intelligence feed once the underlying
technical report is published, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — update
vulnerability prioritization criteria to account for the extended adversary dwell-time and pre-detection operational
windows implied by fast16's estimated 2005 deployment

Compensating: Conduct a structured threat model revision session using the MITRE ATT&CK for ICS navigator (free,
browser-based at attack.mitre.org/matrices/ics) — load the technique set associated with fast16 (T0836, T0839,
T0831, TO800, T1195, TO865) and score your current detection and mitigation coverage against each. Document the
delta as a risk register entry with revised adversary maturity rating. For a 2-person team, use the CISA ICS-CERT
advisories archive (cisa.gov/ics-advisories) to cross-reference any prior advisories referencing your specific PLC/RTU
vendors against the fast16 estimated 2005-2010 activity window.

Evidence: Before updating the threat model, preserve the current version of all risk assessment documents, threat
actor profiles, and ICS security architecture diagrams as a pre-revision baseline — this creates an audit trail
demonstrating the point-in-time assumptions that governed prior security decisions. Collect any prior CISA ICS-CERT
advisories, Dragos Year-in-Review reports, or Mandiant/CrowdStrike ICS threat reporting referenced in the current
threat model to document which sources underpinned the now-outdated Stuxnet-as-first-ICS-weapon assumption. This
evidentiary record supports defensibility of the threat model revision in any subsequent audit or regulatory review.

Step 4: Audit supply chain and initial access assumptions — given T1195 (Supply Chain Compromise) and
T0865 (Spearphishing Attachments) in the associated technique set, verify that current controls address both
vectors for OT-connected systems.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: auditing initial access controls and supply chain integrity to close
vectors used by fastl16-class ICS malware to establish foothold on OT-connected systems, mapped to CSF [ID, PR]
functions

Controls: NIST SR-3 (Supply Chain Controls and Plans) — verify that ICS vendor software and firmware deliveries
include cryptographic integrity verification (signed firmware, checksummed update packages) to address T1195, NIST
SI-3 (Malicious Code Protection) — confirm that engineering workstations and HMIs with OT network connectivity
enforce email attachment scanning and USB/removable media controls to address T0865, NIST AC-20 (Use of
External Information Systems) — restrict remote access from third-party ICS vendors and integrators to air-gapped or
one-way data diode paths where feasible, eliminating supply chain remote access as a T1195 vector, CIS 6.3 (Require
MFA for Externally-Exposed Applications) — enforce MFA on all remote access paths used by OT vendors and
integrators; credential-based supply chain access was a known ICS compromise vector in the pre-Stuxnet era, CIS 2.1
(Establish and Maintain a Software Inventory) — maintain a verified inventory of all ICS software, firmware, and vendor
tools installed on OT assets; compare against vendor-signed release manifests to detect unauthorized modifications
consistent with supply chain tampering

Compensating: For TO865 (Spearphishing): enforce a mail gateway policy blocking executable attachments (.exe, .dll,
.vbs, .Ink, .scr) destined for OT-zone personnel mailboxes; on Windows engineering workstations, use AppLocker in
audit mode initially — enable via gpedit.msc > Application Control Policies > AppLocker, then review event log
8003/8004 in Microsoft-Windows-AppLocker/EXE and DLL for unauthorized execution attempts. For T1195 (Supply
Chain): require all ICS vendor firmware and software updates to be delivered with SHA-256 checksums; verify before
installation using: (Get-FileHash .\firmware_update.bin -Algorithm SHA256).Hash against the vendor-published value.
For USB controls on a budget, configure Windows Group Policy to block removable storage: Computer Configuration >
Administrative Templates > System > Removable Storage Access > All Removable Storage Classes: Deny all access.

Evidence: Before conducting the supply chain audit, capture a full inventory of all third-party vendor accounts with
remote or physical access to OT systems, including VPN credentials, jump server accounts, and vendor-provided USB
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maintenance tools — the fast16 research context implicates supply chain access as a likely initial vector for ICS
malware predating Stuxnet. Export Windows Security Event Log Event ID 4648 (Explicit Credential Logon) and Event
ID 4624 with Logon Type 10 (Remote Interactive) from all engineering workstations and HMI servers to identify vendor
remote access sessions. Retrieve and hash all currently installed ICS vendor software packages and compare against
vendor-published checksums to establish an integrity baseline for detecting any prior supply chain tampering.

Step 5: Monitor for primary research release — track for publication of the underlying technical report behind
the 'fast16' identification; specific IOCs, confirmed vendors affected, and attribution evidence, if released, will
require rapid integration into threat intelligence platforms.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: intelligence-sharing and threat feed update process requiring
rapid integration of new I0Cs and attribution data once fast16 technical reporting is published, mapped to CSF [GV, ID]
functions

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives) — establish a monitored watch on security research
publication channels for the fast16 technical report; define an SLA for IOC integration once published, NIST IR-5
(Incident Monitoring) — maintain active tracking of the fast16 research thread as an open intelligence item until the
underlying report is published and IOCs are either confirmed or ruled out for your environment, NIST IR-6 (Incident
Reporting) — if fast16 I0OCs upon publication match artifacts found in the Step 1 historical log review, immediately
escalate to an active incident declaration and notify relevant leadership, CIS 7.2 (Establish and Maintain a Remediation
Process) — pre-plan the 10C integration workflow so that when confirmed fast16 indicators (file hashes, C2
infrastructure, PLC-specific exploitation signatures) are released, ingestion into detection tooling completes within your
defined remediation SLA

Compensating: Configure free RSS/Atom feed monitoring (Feedly free tier or RSSOwl) to watch: CISA ICS-CERT
advisories feed (cisa.gov/cybersecurity-advisories/all.xml), Dragos blog (dragos.com/blog), and Claroty Team82
research (claroty.com/team82). Set a Google Alert for 'fastl6 malware' and 'pre-Stuxnet ICS'. When the technical
report publishes, extract IOCs manually and ingest into a free MISP instance (misp-project.org) for structured storage
and cross-environment correlation. Pre-author a YARA rule template and Sigma detection skeleton now so that when
specific file hashes, PLC memory addresses, or network signatures are released, the rule bodies can be populated and
deployed within hours rather than days.

Evidence: Before the technical report is published, establish a documented baseline of your current ICS asset
configuration — including PLC firmware versions, ladder logic checksums, and OT network topology diagrams — so
that when confirmed fast16 I0Cs are released, you can rapidly determine whether your environment matches the
affected vendor and version profile. Preserve any anomalous artifacts already identified in the Step 1 historical review
(unusual firmware blobs, unaccounted scripting interpreter activity logs, unexplained process parameter deviations) in
a quarantined forensic store, as these may become directly comparable to published fast16 IOCs upon report release.
Document the chain of custody for these preserved artifacts now, as they may constitute forensic evidence if fast16
I0Cs match your historical environment findings.

I Detection Guidance

No confirmed technical indicators for 'fast16' are available from source material reviewed for this summary.
Detection guidance is based on the MITRE ATT&CK for ICS technique profile associated with the framework.

For OT/ICS environments, prioritize behavioral hunting over signature-based detection given the age and
novelty of this malware class. Key behavioral patterns to investigate: unauthorized firmware modification events
on PLCs, RTUs, or HMIs (T0839, T0800); unexpected changes to control loop parameters or setpoints outside
of documented maintenance windows (T0836, T0831); scripting interpreter invocations originating from
engineering workstations or OT jump hosts during off-hours (T1059); and data integrity anomalies in historian or
SCADA logs that could indicate stored data manipulation (T1565.001).
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For historical review: if your organization operates critical infrastructure and retains OT network logs or device
configuration snapshots from 2005 to 2010, query for unexplained firmware updates, parameter changes with
no associated change tickets, and any external connections to engineering workstations during that period.

For current monitoring: ensure asset inventory for OT environments is current. Firmware version tracking with
integrity baselines is the highest-value control given the firmware-targeting profile of this malware class. If your
OT environment lacks passive network monitoring (e.g., via Claroty, Dragos, or Nozomi), this story reinforces
the case for implementing it.

Primary research indicators, if published, should be sourced directly from the original researchers. Do not rely
on secondary coverage for IOC values.

I Indicators of Compromise

Type Value Context Confidence
TOOL Pending —refer to Dark No technical indicators for 'fast16' were LOW

Readi ng source article and available in source material reviewed.

originating research The Dark Reading report references the

publication for published

e malware framework but does not publish
i ndicators

hashes, C2 infrastructure, or file
artifacts. Monitor for release of the
primary research report, which may
include firmware modification artifacts,
file hashes, or network indicators
associated with the 2005-era campaign.

I Framework Mappings

MITRE-ATTACK

e T0836 — Modify Parameter

e T1195 — Supply Chain Compromise

e T0831 — Manipulation of Control

e T1565.001 — Stored Data Manipulation

e T0828 — Loss of Productivity and Revenue

e T0839 — Module Firmware

e T0800 — Activate Firmware Update Mode

e T0865 — Spearphishing Attachment

e T1059 — Command and Scripting Interpreter

NIST-800-53R5

¢ SA-9 — External System Services
¢ SR-2 — Supply Chain Risk Management Plan
¢ SR-3 — Supply Chain Controls and Processes

e SI-7 — Software, Firmware, and Information Integrity
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e CM-7 — Least Functionality
e SI-3 — Malicious Code Protection
e Sl|-4 — System Monitoring
ISO-27001-2022
¢ A.8.8 — Management of technical vulnerabilities
e A.5.34 — Privacy and protection of personal information
I MITRE ATT&CK Mapping
Technique ID Technique Name Tactic
TO836 Modify Parameter Impair-Process-Control
T1195 Supply Chain Compromise Initial-Access
T0831 Manipulation of Control Impact
T1565. 001 Stored Data Manipulation Impact
T0828 Loss of Productivity and Revenue Impact
TO839 Module Firmware Persistence
TO800 Activate Firmware Update Mode Inhibit-Response-Function
T0865 Spearphishing Attachment Initial-Access
T1059 Command and Scripting Interpreter Execution
I Sources
Source URL Tier
Security News https://www.darkreading.com/cyber-risk/20-year-old-malware-rewrites... T3
Security Vulnerabilities - https://commons.apache.org/proper/commons-text/security.html T3
Apache Commons
CVE-2022-42889 Detail - https://nvd.nist.gov/vuln/detail/cve-2022-42889 T1
NVD
CVE-2022-42889: Don't https://www.contrastsecurity.com/security-influencers/cve-2022-4288... T3
panic, do patch |
Apache Commons Text
Apache Commons-Text https://discourse.igniterealtime.org/t/apache-commons-text-cve-2022... T3
- CVE-2022-42889 -
CVSS9.8 - Openfire Dev
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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