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I Executive Summary

Al-powered phishing has shifted decisively from mass, pattern-based campaigns to highly personalized
one-to-one attacks, undermining the signature-matching and volume-anomaly controls that most enterprise
email security stacks depend on. Large language models now enable threat actors to craft contextually
accurate, grammeatically correct lures tailored to individual targets, at scale, eroding both technical filters
and user awareness training built around older phishing archetypes. This shift signals a structural changein
the email threat landscape: volume and pattern are no longer reliable threat indicators, and organizations
that have not redesigned their detection and training models around behavioral and contextual signals face
materially elevated risk.

I Technical Analysis

Industry reporting and threat intelligence indicate a measurable inflection point in phishing methodology.
Traditional bulk phishing operations succeed through volume: send enough messages, and statistical probability
delivers victims. Defenders countered with equally statistical defenses, reputation scoring, known-bad URL lists,
header anomaly detection, and awareness training that taught users to spot poor grammar, mismatched sender
domains, and generic lure themes. Al-assisted phishing invalidates these heuristics on both sides of the
equation.

Large language models allow threat actors to generate lures that are contextually coherent, grammatically
clean, and individually tailored, drawing on OSINT gathered about the target (MITRE T1585, T1585.001) to
reference real projects, colleagues, or organizational context. The result is a spear-phishing artifact (T1566.001)
that does not resemble the training examples security awareness programs use. Volume anomaly detection also
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loses signal value: a campaign of fifty highly personalized messages registers no threshold alert.

The MITRE technique mapping in this story is notable for its breadth. Beyond T1566 and T1566.001, the
inclusion of T1534 (Internal Spearphishing) and T1598.003 (Spearphishing Link for credential harvesting)
suggests actors are extending Al-assisted personalization beyond initial access into lateral movement and
credential collection phases. T1585 and T1585.001 indicate investment in persona and account infrastructure,
consistent with long-game campaigns that build credibility before delivering a payload.

CWE-693 (Protection Mechanism Failure) and CWE-1021 (Improper Restriction of Rendered Ul Layers) are
referenced in the underlying data. CWE-693 aligns with the core defensive gap: controls designed for
pattern-based threats fail when the pattern is eliminated. CWE-1021 suggests some delivery mechanisms
involve Ul-layer manipulation, potentially through malicious document rendering or link-preview abuse.

The source for this story is drawn from secondary-tier reporting (Dark Reading). The source quality score of 0.63
reflects mixed source provenance; claims should be treated as credible but warrant monitoring for primary-tier
corroboration from CISA or NIST guidance. Security teams should actively monitor for formal guidance
addressing Al-assisted social engineering, as no primary-tier source has yet issued direct campaign-evolution
guidance on this specific threat evolution.

I Action Checklist

1. Step 1: Assess exposure, audit your email security stack to determine whether controls rely primarily on
signature matching, known-bad reputation feeds, or volume anomaly thresholds; these are the specific
defenses this threat evolution undermines

2. Step 2: Review controls, evaluate whether your SEG (Secure Email Gateway) incorporates behavioral
analysis, natural language processing, or contextual sender-relationship modeling; if it does not, assess
gap severity and vendor roadmap

3. Step 3: Audit awareness training content, review your current phishing simulation templates and training
curriculum; if scenarios rely on grammar errors, generic lures, or obvious spoofed domains, they no longer
represent the threat your users will actually encounter

4. Step 4: Update threat model, add Al-assisted spear-phishing as a named attack pattern in your threat
register, mapped to T1566.001, T1585, and T1534; update risk ratings for email as an initial access vector
accordingly

5. Step 5: Communicate findings, brief leadership on the specific control gap: existing email security
investment was sized for a different threat model; frame the business risk in terms of initial access
probability, not just email volume

6. Step 6: Monitor developments, track CISA advisories and NIST guidance for Al-specific social
engineering recommendations; secondary-tier sources (Dark Reading) have reported this shift, but formal
primary-tier guidance on countermeasures is still developing

I IR / Forensic Enrichment

Triage Priority URGENT

Generated by TJS Security Command Center | 2026-04-24 18:44 UTC SCC-STY-2026-0082 Page 2



SECURITY COMMAND CENTER SCC- STY-2026- 0082
Tech Jacks Solutions TLP:CLEAR

Escalation Criteria Escalate to CISO and legal counsel immediately if a user reports clicking a link or providing
credentials in response to a suspected Al-generated spear-phish targeting executives,
finance, or HR roles — these represent confirmed initial access attempts with high lateral
movement potential and may trigger breach naotification obligations under GDPR, HIPAA, or
state privacy laws depending on data classification of accounts targeted.

Recovery Notes Because Al-assisted phishing operates as an initial access vector rather than a self-contained
exploit, recovery focus must be on verifying whether any targeted user completed a credential
handoff or executed a malicious payload — pull Azure AD or on-premises AD sign-in logs for
all reported targets, filtering for impossible travel, unfamiliar device, or off-hours authentication
events in the 72 hours following the suspected phish. Re-enable MFA enforcement for any
account where a credential submission is suspected, force password reset, and revoke active
sessions before returning the account to normal use. Monitor the targeted user's outbound
email and internal forwarding rules for 30 days post-incident, as Al-phishing campaigns
frequently establish inbox rules (T1564.008) or OAuth token grants as persistence
mechanisms following initial credential compromise.

Forensic Artifacts Full email headers of suspected Al-phishing messages (Received chain, DKIM-Signature,
Authentication-Results, Reply-To discrepancies) — Al-crafted lures frequently pass
SPF/DKIM authentication because they originate from legitimate but compromised or
lookalike-registered sending infrastructure, making header forensics the primary technical
differentiator | Microsoft 365 Unified Audit Log entries for MailltemsAccessed, FileAccessed,
and MemberAdded operations (query via Search-UnifiedAuditLog -RecordType
Exchangeltem -Operations MailltemsAccessed) in the 48-hour window following the
suspected phish — these reveal whether a threat actor used harvested credentials to access
mailbox content before defenders detected the incident | Azure AD or on-premises AD
authentication logs filtered for the targeted user account: impossible travel alerts, new device
registrations, MFA bypass events, and OAuth application consent grants (in Entra ID: Identity
> Monitoring > Sign-in logs, filtered by user and date range) — Al spear-phishing campaigns
frequently drive targets to adversary-in-the-middle (AiTM) phishing pages that harvest session
tokens rather than just passwords | Inbox rule audit log entries for targeted accounts
(Exchange Online: Get-InboxRule -Mailbox or Search-UnifiedAuditLog -Operations
New-InboxRule,Set-InboxRule) — threat actors who achieve initial access via Al-phishing
commonly install forwarding rules to exfiltrate ongoing email communications as a persistence
and intelligence-gathering mechanism | Browser history and DNS query logs from the
targeted endpoint for the 2-hour window around the suspected click event — Al-phishing lures
often redirect through multiple URL shorteners or legitimate redirect services (Google
Redirects, OneDrive sharing links) before reaching the credential-harvesting page, and DNS
logs capture the full redirect chain that web proxy logs may attribute only to the initial
legitimate domain

Per-Action IR Details

Step 1: Assess exposure — audit your email security stack to determine whether controls rely primarily on
sighature matching, known-bad reputation feeds, or volume anomaly thresholds; these are the specific
defenses this threat evolution undermines

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establishing IR capability and assessing defensive posture before
incidents occur

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives) — receive and act on threat intelligence indicating
Al-phishing renders signature/volume controls insufficient, NIST RA-3 (Risk Assessment) — assess likelihood and
impact given that Al-generated lures bypass pattern-matching SEG controls, CIS 7.1 (Establish and Maintain a
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Vulnerability Management Process) — document the control gap as a vulnerability in your defensive architecture
Compensating: Export your SEG's detection rule inventory (e.g., Proofpoint Essentials, Mimecast, or Microsoft
Defender for Office 365 via PowerShell: Get-HostedContentFilterPolicy | Select-Object
Name,SpamAction,BulkThreshold) and categorize each rule as signature-based, reputation-based, or behavioral. For
teams without a SEG console, query Microsoft 365 Message Trace (Get-MessageTrace) for the past 90 days and
manually identify what proportion of quarantined mail was caught by IP reputation vs. content scanning. Document the
ratio — if >80% of catches are reputation-feed driven, the gap is critical.

Evidence: Before auditing, capture a baseline export of current SEG quarantine statistics and rule-hit frequency
reports to establish pre-assessment state; for Microsoft 365 environments, export Threat Protection Status reports via
Security & Compliance Center (Reports > Email & Collaboration > Threat Protection Status) and snapshot the
detection method breakdown (malware, phish, spam) by detection technology type — this documents which controls
were active before any changes are made.

Step 2: Review controls — evaluate whether your SEG (Secure Email Gateway) incorporates behavioral
analysis, natural language processing, or contextual sender-relationship modeling; if it does not, assess gap
severity and vendor roadmap

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Evaluating tools and capabilities required to detect the specific threat
class

Controls: NIST SI-4 (System Monitoring) — evaluate whether email monitoring tools can detect Al-crafted spear-phish
lures that produce no volume anomalies and no signature hits, NIST CA-7 (Continuous Monitoring) — assess whether
current monitoring provides adequate coverage against behavioral and contextual email threats, CIS 9.1 (Ensure Use
of DNS-Based Protections) — verify MX, SPF, DKIM, and DMARC configurations are enforced, as Al phishing
campaigns increasingly use legitimate infrastructure or lookalike domains that defeat reputation feeds

Compensating: If your SEG lacks NLP or sender-relationship modeling, enable Microsoft 365 Defender's built-in
mailbox intelligence (Set-AntiPhishPolicy -EnableMailboxIntelligence $true -EnableMailboxIntelligenceProtection $true)
at no additional cost — this models per-user communication patterns and flags contextually anomalous senders. For
non-M365 environments, deploy MxToolbox or mail-tester.com to audit SPF/DKIM/DMARC enforcement, and use
Google Admin Toolbox (for Google Workspace) to verify authentication controls that reduce impersonation surface
without requiring paid NLP tooling.

Evidence: Pull the last 90 days of SEG detection logs and filter for messages that passed all filters but were later
reported as phishing by end users (false negatives); in Microsoft 365, query the Submissions portal (Security > Email &
Collaboration > Submissions) for user-reported phishing to identify Al-crafted lures that bypassed existing controls —
these samples are your primary evidence of the capability gap.

Step 3: Audit awareness training content — review your current phishing simulation templates and training
curriculum; if scenarios rely on grammar errors, generic lures, or obvious spoofed domains, they no longer
represent the threat your users will actually encounter

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Ensuring user training reflects current threat actor TTPs so human
detection capability is calibrated to actual risk

Controls: NIST IR-2 (Incident Response Training) — update training to reflect Al-assisted spear-phishing TTPs
including contextually accurate lures, correct grammar, and plausible pretexts derived from OSINT, NIST AT-2
(Literacy Training and Awareness) — ensure awareness content addresses the specific behavioral indicators of
Al-generated phishing rather than deprecated grammar/spoofing cues, CIS 14.1 (Establish and Maintain a Security
Awareness Program) — update simulation templates to reflect T1566.001 (Spearphishing Attachment) and T1534
(Internal Spearphishing) scenarios using Al-quality lure characteristics

Compensating: Use GoPhish (free, open-source) to build simulation campaigns that incorporate contextually accurate
lures: pull target names, roles, and recent public activity from LinkedIn OSINT, craft pretexts referencing real
internal-sounding events (budget cycles, HR open enroliment), and use grammatically correct prose — this replicates
how LLMs generate personalized phishing at scale. Supplement with a 5-minute tabletop exercise asking users: 'What
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would convince YOU to click?' — responses reveal which social engineering pretexts are most dangerous for your
specific workforce.

Evidence: Before updating training, collect and preserve the last 12 months of phishing simulation click-rate data by
department and role, alongside any real phishing reports submitted by users via the Phish Alert Button or equivalent;
compare click rates on old-style (grammar-error, generic) simulations vs. any higher-fidelity simulations run previously
— the delta quantifies the human detection gap that Al-crafted lures will exploit.

Step 4: Update threat model — add Al-assisted spear-phishing as a named attack pattern in your threat
register, mapped to T1566.001, T1585, and T1534; update risk ratings for email as an initial access vector
accordingly

NIST Phase: Preparation

Reference: NIST 800-61r3 82 — Preparation: Maintaining current threat intelligence and updating organizational risk
posture to reflect evolved adversary capabilities

Controls: NIST RA-3 (Risk Assessment) — re-rate email initial access risk upward to reflect Al-phishing's
demonstrated bypass of signature and volume-anomaly controls, NIST PM-16 (Threat Awareness Program) —
incorporate Al-assisted spear-phishing (MITRE T1566.001, T1585, T1534) as a named, tracked threat pattern with
updated likelihood ratings, NIST SI-5 (Security Alerts, Advisories, and Directives) — document the intelligence basis
for the threat model update, citing industry reporting on LLM-enabled phishing campaigns, CIS 7.1 (Establish and
Maintain a Vulnerability Management Process) — treat the Al-phishing control gap as a tracked risk item with assigned
owner, target remediation date, and interim compensating controls documented

Compensating: Update your threat register (spreadsheet is acceptable for small teams) with the following entry:
Threat = 'Al-Assisted Spear-Phishing', ATT&CK = T1566.001/T1585/T1534, Likelihood = High (controls degraded),
Impact = High (initial access — credential theft — lateral movement), Residual Risk = Critical pending SEG uplift. For
MITRE ATT&CK Navigator (free, browser-based), annotate T1566.001 and T1534 with a custom note indicating
signature-based controls are insufficient for LLM-generated lures and current detection relies on user reporting.

Evidence: Before updating the threat model, document the current risk rating for email as an initial access vector
(whatever score exists in your existing risk register or last assessment); this before-state is required to demonstrate
risk-informed decision-making during any subsequent audit or post-incident review, and establishes the evidentiary
basis for resource requests tied to the control uplift.

Step 5: Communicate findings — brief leadership on the specific control gap: existing email security
investment was sized for a different threat model; frame the business risk in terms of initial access
probability, not just email volume

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Communicating lessons learned and capability gaps to
leadership to drive resource and process improvements before a realized incident forces the conversation

Controls: NIST IR-8 (Incident Response Plan) — brief leadership on the need to update the IR plan to address
Al-phishing as a primary initial access vector, including escalation thresholds and response procedures, NIST IR-6
(Incident Reporting) — establish clear upward reporting expectations for Al-phishing incidents, including what
constitutes a reportable event given that individual targeted messages may not trigger volume-based thresholds, NIST
PM-12 (Insider Threat Program) — note that Al-generated internal spearphishing (T1534) may be indistinguishable
from legitimate internal communications, requiring updated user verification procedures

Compensating: Prepare a one-page executive brief using concrete numbers: '87% of our SEG quarantine catches
rely on IP reputation or bulk-volume thresholds (source: Step 1 audit); Al-phishing sends one personalized message
per target, producing zero volume signal and no known-bad reputation hit — our current stack would not have detected
it." Attach two side-by-side email examples: a classic phishing lure vs. an Al-quality spear-phish (sourced from
published research such as SANS or Proofpoint's annual threat reports) to make the capability gap tangible for
non-technical leadership.

Evidence: Compile the evidence package before the leadership brief: Step 1 SEG audit export, Step 2 false-negative
sample set from user-reported phishing, Step 3 simulation click-rate data, and Step 4 updated risk register entry — this
package constitutes the factual basis for the business risk framing and must be preserved as a dated artifact in your
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GRC system to support any future regulatory inquiry or audit.

Step 6: Monitor developments — track CISA advisories and NIST guidance for Al-specific social engineering
recommendations; Dark Reading and secondary-tier sources have reported this shift, but primary-tier
guidance on countermeasures is still developing

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Continuous improvement through threat intelligence
integration and monitoring of authoritative guidance as the countermeasure landscape matures

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives) — subscribe to CISA Known Exploited Vulnerabilities
catalog and CISA Alerts (cisa.gov/news-events/cybersecurity-advisories) for Al social engineering guidance as it is
published, NIST IR-5 (Incident Monitoring) — track internally reported Al-phishing attempts as a named incident
category to build an organizational dataset for trend analysis, CIS 7.1 (Establish and Maintain a Vulnerability
Management Process) — schedule quarterly reviews of the Al-phishing threat register entry to incorporate newly
published CISA or NIST countermeasure guidance

Compensating: Configure free RSS or email monitoring for CISA advisories (cisa.gov/news/feed) and NIST National
Vulnerability Database news feeds; set a calendar reminder for quarterly review of MITRE ATT&CK technique pages
for T1566.001 and T1534, as the detection and mitigation sections are updated by the community as new
countermeasures emerge. Internally, create a shared incident log (even a dated spreadsheet) for all user-reported
phishing that is classified as Al-quality based on Step 3 criteria — over 6-12 months this dataset becomes your primary
evidence for budget cases and training updates.

Evidence: Maintain a running log of all phishing emails reported by users that were not caught by the SEG, preserving
original email headers (Received, DKIM-Signature, Authentication-Results), message body, and any linked URLs or
attachments in a sandboxed evidence repository — this corpus of Al-quality lures is the foundational dataset for future
detection rule development, training curriculum updates, and threat intelligence sharing under NIST IR-6 (Incident
Reporting) reporting obligations.

I Detection Guidance

Traditional phishing indicators are insufficient for this threat class. Detection strategy should shift toward
behavioral and relational signals rather than content analysis.

Email platform logs: Hunt for messages where the sender domain passes SPF, DKIM, and DMARC but has low
or zero prior communication history with the recipient. New sender + executive or finance recipient +
urgency-language body is a high-signal combination worth routing to analyst review.

OSINT correlation: Monitor for unusual data aggregation activity against your organization on LinkedIn,
corporate websites, and job postings. Al-assisted phishing requires OSINT input (T1585, T1585.001);
reconnaissance patterns sometimes precede campaign delivery.

Credential and MFA telemetry: Because T1598.003 (spearphishing for credential harvesting) is in the technique
set, watch for authentication anomalies following email delivery: logins from new geographies or devices within
24-48 hours of a message being read are worth correlating back to email metadata.

Internal forwarding rules: T1534 (Internal Spearphishing) indicates actors may leverage compromised accounts
to send authenticated internal messages. Audit mailbox rules for auto-forwarding to external addresses and
monitor for lateral email-based contact from recently compromised accounts.

User reporting pipeline: Given that technical filters lose effectiveness, the human reporting pipeline becomes a
primary detection mechanism. Measure time-to-report for suspicious emails and increase incentives for early
reporting. A single user flagging an unusual message may be the only alert generated for a personalized
campaign.
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I Indicators of Compromise

Type Value Context Confidence
TOOL Pending —refer to Dark Dark Reading's reporting references LOW

Readi ng source article for Al-generated phishing lures and

publ i shed indicators OSINT-driven persona infrastructure;

specific IOC values (domains, payload
hashes, sending infrastructure) were not
present in the provided source text.
Review the source article directly for any
published indicators.

I Framework Mappings

MITRE-ATTACK

* T1566.001 — Spearphishing Attachment

* T1585 — Establish Accounts

e T1566.002 — Spearphishing Link

e T1534 — Internal Spearphishing

e T1566 — Phishing

e T1598.003 — Spearphishing Link

e T1598 — Phishing for Information

e T1585.001 — Social Media Accounts
NIST-800-53R5

e AT-2 — Literacy Training and Awareness
e SC-7 — Boundary Protection

* SI-3 — Malicious Code Protection

* Sl-4 — System Monitoring

¢ SI-8 — Spam Protection

e CA-7 — Continuous Monitoring
CIS-v8

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

e 8.2 — Collect Audit Logs
HIPAA-SECURITY

e 164.308(a)(5)(i) — Security Awareness and Training
ISO-27001-2022

¢ A.5.34 — Privacy and protection of personal information

NIST-CSF-2
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¢ DE.CM-01 — Networks and network services are monitored

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1566. 001 Spearphishing Attachment Initial-Access

T1585 Establish Accounts Resource-Development

T1566. 002 Spearphishing Link Initial-Access

T1534 Internal Spearphishing Lateral-Movement

T1566 Phishing Initial-Access

T1598. 003 Spearphishing Link Reconnaissance

T1598 Phishing for Information Reconnaissance

T1585. 001 Social Media Accounts Resource-Development
Sources

Source URL Tier

Security News https://www.darkreading.com/cyber-risk/ai-phishing-no-1-cyberattackers T3

Our security team wants https://www.reddit.com/r/devops/comments/1ntlgek/our_security_team_... T3

zero CVEs in
production. Our
containers ...

Known Exploited https://www.cisa.gov/known-exploited-vulnerabilities-catalog T1
Vulnerabilities Catalog |
CISA

How to Deal with https://finitestate.io/blog/securing-opaque-vendors-iot T3
Opaque Vendors:

Securing Components

Without ...

How to find out what https://security.stackexchange.com/questions/185923/how-to-find-out... T3
vulnerabilities X product
has had/has?

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
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Solutions is not liable for any damages resulting from the use of this information.
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