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Executive Summary

Microsoft's April 2026 cumulative update KB5082063 has introduced three simultaneous failure modes

across Windows Server environments: LSASS crashes causing Active Directory domain controller reboot

loops, unexpected BitLocker recovery key prompts on Windows Server 2025 systems, and installation

failures returning error code 0x800F0983. The patch management calculus is now adversarial: deferring

the update preserves operational stability but leaves unpatched whatever security vulnerabilities

KB5082063 was designed to close. Organizations running domain controllers with Privileged Access

Management enabled face an immediate availability crisis, while the absence of a public workaround for

the LSASS issue forces a support-ticket-by-support-ticket remediation model that is difficult to scale

across large environments.

Technical Analysis

KB5082063 presents security and operations teams with a rare triple failure, three distinct defect classes

arriving simultaneously in a single cumulative update, each targeting a different layer of Windows Server

infrastructure.

The most operationally severe issue is the LSASS crash loop on domain controllers with Privileged Access

Management enabled. LSASS (Local Security Authority Subsystem Service) is the process responsible for

enforcing security policy, handling authentication, and managing Active Directory operations. When LSASS

crashes, Windows treats it as a critical process failure and initiates a reboot. If the crash reproduces on restart,

which is the reported pattern, affected domain controllers enter a continuous reboot loop, rendering them unable
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to serve Kerberos tickets or LDAP authentication requests. In environments with limited domain controller

redundancy, this can cascade into a full Active Directory outage, blocking logins, group policy application, and

any service that depends on Kerberos authentication. Microsoft has not published a public workaround; affected

organizations have been directed to open support cases for per-environment guidance, which is an unusual

posture that suggests the root cause may vary depending on environment configuration.

The BitLocker recovery key prompt on Windows Server 2025 systems indicates that the update altered

something the TPM measures during the boot sequence, platform configuration registers (PCRs), in a way that

invalidates the sealed key protector. Under normal circumstances, BitLocker uses TPM-measured boot to verify

that the boot environment has not changed before releasing the volume encryption key. When the measured

state shifts unexpectedly, the TPM refuses to unseal the key and prompts for manual recovery key entry. For

servers in headless or remote deployments, this is operationally catastrophic: the system reboots into a

BitLocker recovery screen with no automated path forward, requiring out-of-band access and documented

recovery key retrieval before the system can resume operation. Microsoft's own release health documentation

for Windows Server 2025 acknowledges this behavior, confirming it is a known issue rather than an

environmental anomaly.

The 0x800F0983 installation failure on a subset of Windows Server 2025 systems is a component store or

servicing stack error. This error code typically appears when the Windows component store (managed by the

Component-Based Servicing stack) has detected corruption or inconsistency that prevents the update

transaction from completing. Systems encountering this error will remain at their prior patch level, meaning they

receive none of the security fixes in KB5082063 regardless of whether the security team has approved

deployment.

Taken together, the three defects map to meaningful MITRE ATT&CK proximity: T1499.003 (Application

Exhaustion Flood, by analogy to service availability loss), T1490 (Inhibit System Recovery, given BitLocker

recovery disruption), T1562.001 (Impair Defenses: Disable or Modify Tools, given PAM-related LSASS

instability), T1485 (Data Destruction risk in unrecoverable BitLocker scenarios), and T1195.002 (Compromise

Software Supply Chain, as the update mechanism itself is the delivery vector for the failures). No threat actor

exploitation of these defects has been publicly reported as of the time of this story; however, the conditions the

bugs create, authentication outages, encrypted volumes locked behind recovery prompts, unpatched systems,

represent exactly the environmental conditions that ransomware operators and credential-theft campaigns

target.

This incident also extends a pattern visible in recent Microsoft patch cycles. The January 2026 update cycle

produced a shutdown bug affecting a broader population of Windows systems, also documented by

BleepingComputer, suggesting that cumulative update quality assurance at Microsoft may be under pressure.

For security teams, the pattern matters: if cumulative updates are regularly introducing operational failures, the

institutional response is often to extend deferral windows, which systematically increases the gap between

vulnerability disclosure and patching across the Windows installed base.

Sources: BleepingComputer reporting on each of the three KB5082063 defects (T3, multiple articles); Microsoft

Learn Windows Server 2025 Release Health page (T1, learn.microsoft.com).

Action Checklist

1. Step 1: Assess exposure, audit your Windows Server estate for the three affected configurations:

domain controllers with PAM enabled (LSASS crash risk), Windows Server 2025 systems with BitLocker

active on OS volumes (recovery key prompt risk), and any Windows Server 2025 systems that attempted
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KB5082063 installation and may have silently failed with 0x800F0983

2. Step 2: Review controls, verify domain controller redundancy and replication health before any patching

decisions; confirm that BitLocker recovery keys for all affected servers are documented, accessible

out-of-band, and stored in a location reachable during a BitLocker lockout; validate that patch compliance

reporting distinguishes between 'update approved but failed to install' and 'update installed successfully'

3. Step 3: Update threat model, incorporate the risk that deferred KB5082063 creates an unpatched

exposure window of unknown duration; document which CVEs KB5082063 remediates and

cross-reference against CISA KEV and active exploitation data to calibrate the actual security risk of

deferral versus the operational risk of deployment

4. Step 4: Communicate findings, brief leadership with a clear risk statement: you have a forced choice

between a known operational risk (deploy and risk LSASS loops or BitLocker lockouts) and an

as-yet-unquantified security risk (defer and remain unpatched); present this as a documented decision

requiring executive sign-off, not a unilateral IT operations call

5. Step 5: Monitor developments, track Microsoft's Windows Server 2025 release health page

(learn.microsoft.com) for out-of-band update or workaround publication; subscribe to Microsoft's Security

Update Guide and Windows release health RSS feeds; watch for any threat actor activity explicitly

targeting the CVEs addressed in KB5082063 as those would shift the deferral calculus immediately

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to CISO and change advisory board if: (1) any CVE addressed by
KB5082063 appears in the CISA KEV catalog indicating active exploitation in the wild, (2)
LSASS crash Event ID 6008 or 41 is observed on any production DC prior to patching
indicating spontaneous instability or possible exploitation, (3) BitLocker recovery key
validation from Step 2 reveals any WS2025 server with no accessible out-of-band recovery
key — converting a recoverable lockout risk into an unrecoverable availability incident.

Recovery Notes If KB5082063 is deployed and triggers LSASS crashes on PAM-enabled DCs, the immediate
recovery path is to boot the affected DC into Directory Services Restore Mode (DSRM) and
verify AD database integrity with 'ntdsutil: activate instance ntds / files / integrity' before
allowing the DC back into replication; do not simply reboot into normal mode repeatedly as
this risks AD database corruption from unclean shutdowns. For BitLocker recovery key
prompts on WS2025 systems, the recovery path requires the out-of-band key retrieved from
AD or offline storage, followed by 'manage-bde -unlock C: -RecoveryPassword ' and then
'manage-bde -protectors -enable C:' to re-establish normal BitLocker operation. Monitor DC
replication health via 'repadmin /replsummary' hourly for 72 hours post-patch and watch for
USN rollback events (Event ID 2095 in Directory Services log) which would indicate a DC
came back online with a stale AD database.
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Forensic Artifacts C:\Windows\Logs\CBS\CBS.log — contains the verbatim 0x800F0983 error with timestamp,
component name, and conflicting package identity for WS2025 systems where KB5082063
silently failed; this is the definitive artifact distinguishing a failed install from a never-attempted
install | Windows System Event Log — Event IDs 41 (kernel power unexpected shutdown),
6008 (unexpected previous shutdown), and 1074 (system restart initiated) on domain
controllers will confirm whether LSASS crashes from KB5082063 have already occurred prior
to your assessment, establishing whether this is a prospective risk or an active incident |
HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Component Based
Servicing\Packages registry hive — KB5082063 package entries in 'Staged', 'InProgress', or
'Superseded' states (rather than 'Installed') confirm the silent failure condition and will persist
after a reboot, providing durable forensic evidence of the failed installation attempt | Active
Directory msFVE-RecoveryInformation objects in AD DS — the presence, absence, or
staleness of BitLocker recovery key objects for WS2025 computer accounts directly
determines recoverability if KB5082063 triggers a BitLocker recovery prompt; stale keys
(created before the last TPM or Secure Boot configuration change) will fail to unlock the
volume | Windows Update ETL traces decoded via Get-WindowsUpdateLog to
%TEMP%\WindowsUpdate.log — contains the complete KB5082063 download, staging, and
installation attempt timeline with network-level error codes, enabling determination of whether
the 0x800F0983 failure occurred during download, component store staging, or final
installation commit

Per-Action IR Details

Step 1: Assess exposure — audit your Windows Server estate for the three affected configurations: domain

controllers with PAM enabled (LSASS crash risk), Windows Server 2025 systems with BitLocker active on OS

volumes (recovery key prompt risk), and any Windows Server 2025 systems that attempted KB5082063

installation and may have silently failed with 0x800F0983

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establishing IR capability and asset visibility before an incident

materializes

Controls: NIST SI-2 (Flaw Remediation), NIST RA-3 (Risk Assessment), NIST CM-8 (System Component Inventory),

CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 7.1 (Establish and Maintain a Vulnerability

Management Process)

Compensating: Run the following on each Windows Server to enumerate PAM feature status and BitLocker state

without a CMDB: (1) PAM check — PowerShell: 'Get-WindowsFeature -Name ADFS-PAM | Select Name,InstallState'

on each DC; for domain-wide enumeration use 'Get-ADOptionalFeature -Filter * | Where {$_.Name -like "*Privileged*"}'

from any domain-joined management host. (2) BitLocker OS volume status — PowerShell: 'manage-bde -status C:' on

each WS2025 system; for bulk enumeration: 'Invoke-Command -ComputerName (Get-ADComputer -Filter

{OperatingSystem -like "*2025*"} | Select -Expand Name) -ScriptBlock {manage-bde -status C:}'. (3) KB5082063

installation state — PowerShell: 'Get-HotFix -Id KB5082063' returns nothing on failed silent installs; cross-reference

with 'Get-WinEvent -LogName System -FilterXPath

"*[System[Provider[@Name=\"Microsoft-Windows-WindowsUpdateClient\"]]]" | Where {$_.Message -like

"*KB5082063*"}' for installation attempt records.

Evidence: Before auditing, capture a point-in-time snapshot of patch state to establish a baseline: (1) Export

'HKLM:\SOFTWARE\Microsoft\Windows\CurrentVersion\Component Based Servicing\Packages' registry hive filtered

for KB5082063 package entries — a failed install leaves a package entry in 'Staged' or 'InProgress' state rather than

'Installed'. (2) Collect CBS.log from C:\Windows\Logs\CBS\CBS.log on all WS2025 systems that attempted the update

— error code 0x800F0983 will appear as a component store corruption or pending operation conflict entry. (3) Query

Windows Update Agent log at C:\Windows\WindowsUpdate.log (or via 'Get-WindowsUpdateLog' on WS2025 which

decodes ETW traces to %TEMP%\WindowsUpdate.log) for KB5082063 download and installation attempt timestamps.
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Step 2: Review controls — verify domain controller redundancy and replication health before any patching

decisions; confirm that BitLocker recovery keys for all affected servers are documented, accessible

out-of-band, and stored in a location reachable during a BitLocker lockout; validate that patch compliance

reporting distinguishes between 'update approved but failed to install' and 'update installed successfully'

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Ensuring continuity safeguards and recovery prerequisites are in place

before a disruptive remediation action

Controls: NIST IR-4 (Incident Handling), NIST CP-9 (System Backup), NIST CP-10 (System Recovery and

Reconstitution), NIST SC-28 (Protection of Information at Rest), CIS 4.6 (Securely Manage Enterprise Assets and

Software), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: (1) DC replication health — run 'repadmin /replsummary' and 'repadmin /showrepl' from any DC; flag

any replication failures or lingering objects before proceeding. For SYSVOL replication health specifically: 'dfsrdiag

ReplicationState /member:'. (2) BitLocker recovery key verification — query Active Directory directly: 'Get-ADObject

-Filter {objectClass -eq "msFVE-RecoveryInformation"} -SearchBase "DC=yourdomain,DC=com" -Properties

msFVE-RecoveryPassword' — verify at least one recovery password exists per WS2025 server GUID before patching.

If keys are not in AD, export from each server NOW: 'manage-bde -protectors -get C: -Type RecoveryPassword' and

store offline. (3) Patch compliance gap detection — compare WSUS approval database against 'Get-HotFix' output; a

system showing KB5082063 as 'approved' in WSUS but absent from Get-HotFix with a CBS.log 0x800F0983 entry is

the silent failure case that compliance dashboards will falsely show as compliant.

Evidence: Capture DC replication topology and health state before any patch actions: (1) 'repadmin /showrepl * /csv >

repl_baseline_$(Get-Date -f yyyyMMdd).csv' — preserves pre-action replication state as a comparison baseline. (2)

For each DC, export the current LSASS-related event history from the System event log: 'Get-WinEvent -LogName

System | Where {$_.Id -in @(41,1074,6008,6005)} | Export-Csv dc_crash_baseline.csv' — Event ID 41 (kernel power,

unexpected shutdown), 6008 (unexpected shutdown), and 1074 (initiated restart) will show any LSASS crash reboots

that already occurred before you began the assessment. (3) Collect 'nltest /dsgetdc: /force' output from multiple client

segments to verify DC availability from the network perspective.

Step 3: Update threat model — incorporate the risk that deferred KB5082063 creates an unpatched exposure

window of unknown duration; document which CVEs KB5082063 remediates and cross-reference against

CISA KEV and active exploitation data to calibrate the actual security risk of deferral versus the operational

risk of deployment

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Analyzing the threat context and estimating scope and

impact of both action and inaction

Controls: NIST RA-3 (Risk Assessment), NIST SI-5 (Security Alerts, Advisories, and Directives), NIST IR-6 (Incident

Reporting), NIST PM-16 (Threat Awareness Program), CIS 7.1 (Establish and Maintain a Vulnerability Management

Process), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: (1) Extract the CVE list for KB5082063 from the Microsoft Security Update Guide API (no account

required): 'Invoke-RestMethod -Uri "https://api.msrc.microsoft.com/cvrf/v2.0/updates/2026-Apr" | ConvertTo-Json

-Depth 10 > april2026_cvrfv2.json' — parse the ProductTree nodes for Windows Server 2025/2022/2019/2016 to

isolate the specific CVE IDs addressed. (2) Cross-reference each CVE against the CISA KEV catalog:

'Invoke-RestMethod -Uri "https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json"' and filter

for matching CVE IDs — any match immediately elevates deferral risk from theoretical to confirmed active exploitation.

(3) Check NVD for CVSS base scores and attack vector attributes: CVEs with AV:N/AC:L/PR:N/UI:N are remotely

exploitable without authentication and should dominate the deferral risk calculus.

Evidence: Document the threat landscape snapshot at the time of the deferral decision as a timestamped record: (1)

Save the CISA KEV JSON pull with a timestamp — this becomes the evidentiary basis for the risk decision if audited

later. (2) Capture the Microsoft MSRC advisory text and CVE list for KB5082063 as a PDF or saved HTML with

retrieval timestamp — advisory content can change as Microsoft updates severity ratings. (3) If any CVEs addressed

by KB5082063 map to MITRE ATT&CK techniques (e.g., privilege escalation via T1068, credential access via

T1003.001), document the technique IDs — this ties the unpatched window to specific adversary TTPs that threat



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-STY-2026-0063
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-04-17 14:05 UTC Page 6SCC-STY-2026-0063

hunting can target while deferral is in effect.

Step 4: Communicate findings — brief leadership with a clear risk statement: you have a forced choice

between a known operational risk (deploy and risk LSASS loops or BitLocker lockouts) and an

as-yet-unquantified security risk (defer and remain unpatched); present this as a documented decision

requiring executive sign-off, not a unilateral IT operations call

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment: Selecting a containment strategy and obtaining management

approval when the strategy carries significant operational or legal risk

Controls: NIST IR-4 (Incident Handling), NIST IR-6 (Incident Reporting), NIST IR-8 (Incident Response Plan), NIST

PM-9 (Risk Management Strategy), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Produce a one-page risk decision memo using a structured format with exactly three sections: (1)

KNOWN OPERATIONAL RISK — list the three KB5082063 failure modes with their specific affected configurations

(PAM-enabled DCs, WS2025 BitLocker, WS2025 0x800F0983) and the business impact of each (DC reboot loop = AD

authentication outage; BitLocker lockout = server unavailable until recovery key entered out-of-band; silent install

failure = false patch compliance). (2) KNOWN SECURITY RISK — list the CVEs from Step 3 with CVSS scores and

CISA KEV status. (3) DECISION REQUIRED — present as a binary with a time constraint and request a documented

approval with a signature line and date. Store the signed memo in a change management ticket or incident record. This

paper trail satisfies NIST IR-6 reporting requirements and demonstrates due diligence under any subsequent audit.

Evidence: The evidentiary package that must accompany the leadership brief: (1) The asset inventory from Step 1

showing exact counts of affected DCs (PAM-enabled), WS2025 BitLocker systems, and WS2025 silent-failure systems

— leadership cannot make a risk decision without knowing the blast radius in concrete asset counts. (2) The BitLocker

recovery key verification output from Step 2 — specifically whether keys are confirmed accessible out-of-band, as this

determines whether BitLocker lockout risk is recoverable or catastrophic. (3) The CISA KEV cross-reference from Step

3 — the presence or absence of any KB5082063-addressed CVE in the KEV catalog is the single most operationally

significant data point in the deferral decision and must be explicitly stated in the brief.

Step 5: Monitor developments — track Microsoft's Windows Server 2025 release health page

(learn.microsoft.com) for out-of-band update or workaround publication; subscribe to Microsoft's Security

Update Guide and Windows release health RSS feeds; watch for any threat actor activity explicitly targeting

the CVEs addressed in KB5082063 as those would shift the deferral calculus immediately

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Using lessons learned and ongoing monitoring to improve

detection capability and update the threat model as conditions evolve

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives), NIST SI-4 (System Monitoring), NIST IR-5 (Incident

Monitoring), NIST PM-16 (Threat Awareness Program), CIS 7.1 (Establish and Maintain a Vulnerability Management

Process), CIS 8.2 (Collect Audit Logs)

Compensating: (1) Microsoft release health RSS — subscribe to 'https://support.microsoft.com/en-us/rss?rssid=1' for

Windows Server health updates; parse with any RSS reader or automate with PowerShell: 'Invoke-RestMethod -Uri

"https://support.microsoft.com/en-us/rss?rssid=1" | Where {$_.title -like "*KB5082063*" -or $_.title -like "*Windows

Server 2025*"}'. (2) CISA KEV change monitoring — schedule a daily cron or Task Scheduler job to pull the KEV

JSON, diff it against yesterday's version, and alert on any new entries: 'Compare-Object (Get-Content

kev_yesterday.json) (Invoke-RestMethod

https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json | ConvertTo-Json)'. (3) While

deferral is in effect, deploy compensating detection for the specific CVE types addressed by KB5082063 — if any are

Windows privilege escalation vulnerabilities, deploy the Sigma rule 'win_exploit_cve_generic_priv_esc' from the

SigmaHQ repository (github.com/SigmaHQ/sigma) and apply it against Windows Security event logs using 'sigma

convert' targeting Splunk, Elastic, or native PowerShell Get-WinEvent queries as available.

Evidence: Establish a monitoring artifact trail for the deferral window: (1) Create a dated log entry each time the CISA

KEV is checked and no matching CVEs are found — this documents active due diligence during the deferral period. (2)

Monitor Windows Security Event Log on PAM-enabled DCs for Event ID 4611 (trusted logon process registered with
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LSA) and Event ID 4616 (system time changed) as anomalous LSA activity indicators that could indicate exploitation of

an unpatched LSASS-adjacent vulnerability during the exposure window. (3) On WS2025 systems with BitLocker

active, monitor System event log for Event ID 24577 (BitLocker encryption started) and Event ID 24579 (BitLocker

volume fully encrypted) as unexpected re-encryption events that could indicate a separate threat actor leveraging the

BitLocker disruption as a cover action.

Detection Guidance

For the LSASS crash loop: monitor Windows Event Log on domain controllers for Event ID 1000 (Application

Error, faulting application lsass.exe), Event ID 6008 (unexpected shutdown), and Security log gaps indicating

authentication service interruption. Active Directory replication monitoring tools will surface domain controller

unavailability; look for replication partner timeouts or KCC topology errors following update deployment

windows. Any domain controller that reboots more than twice in a four-hour window after patch deployment

should be flagged for immediate investigation.

For BitLocker recovery prompts: monitor for systems that return to the update-pending state after a reboot cycle,

as these may have hit the BitLocker screen and been powered off without resolution. Out-of-band management

consoles (IPMI, iDRAC, iLO) should be checked for systems stuck at pre-OS screens. SIEM integrations pulling

Windows Event ID 24577 (BitLocker volume locked) or 24630 (recovery initiated) will surface this pattern.

For 0x800F0983 installation failures: audit your patch management platform (WSUS, MECM, Intune, or

equivalent) for systems reporting the April 2026 update as 'failed' with this specific error code. Do not treat these

systems as patched. Cross-reference against your vulnerability management tool to ensure they appear in scan

results as unpatched.

Broader hunting posture: if any threat actor begins exploiting CVEs addressed in KB5082063, systems that

silently failed installation become high-priority targets. Maintain a list of those systems and ensure EDR

coverage and network segmentation controls are verified for each.

Framework Mappings

MITRE-ATTACK

• T1499.003 — Application Exhaustion Flood

• T1490 — Inhibit System Recovery

• T1562.001 — Disable or Modify Tools

• T1485 — Data Destruction

• T1195.002 — Compromise Software Supply Chain

NIST-800-53R5

• CP-9 — System Backup

• CP-10 — System Recovery and Reconstitution

• CM-7 — Least Functionality

• SA-9 — External System Services

• SR-3 — Supply Chain Controls and Processes

• SI-7 — Software, Firmware, and Information Integrity
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• SI-16 — Memory Protection

CIS-V8

• 16.10 — Apply Secure Design Principles in Application Architectures

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1499.003 Application Exhaustion Flood Impact

T1490 Inhibit System Recovery Impact

T1562.001 Disable or Modify Tools Defense-Evasion

T1485 Data Destruction Impact

T1195.002 Compromise Software Supply Chain Initial-Access

Sources
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