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I Executive Summary

A large-scale study analyzing billions of records argues that human analysts are structurally outpaced by
the volume and sophistication of modern threats, framing automation and Al-assisted tooling as
operational necessities rather than enhancements. The research surfaces a widely recognized tension in
security operations. as threat volume scales, organizations relying on human-dependent detection and
triage pipelines face compounding latency and error risks. For CISOs and boards, the signal is strategic:
workforce capacity alone cannot absorb current alert loads, and investment decisions should reflect that
ceiling.

I Technical Analysis

The study's central argument maps directly onto documented SOC performance challenges: alert fatigue,
analyst burnout, triage backlogs, and detection latency gaps that widen the adversary dwell window. These are
not novel observations. CISA's cybersecurity best practices guidance consistently emphasizes layered,
automated controls precisely because manual detection and response cannot scale to contemporary threat
volumes. The MITRE ATT&CK framework's detection coverage data similarly reflects that many high-frequency
techniques go undetected not because of tooling gaps alone, but because analyst bandwidth constrains
effective signal review.

The study's framing, that human cognitive limits are the binding constraint, is directionally consistent with
industry data from SANS SOC Survey reporting and Verizon DBIR findings on detection and response timelines.
The underlying research itself warrants scrutiny: the primary source is a commentary article on ctrlaltnod.com (a
Tier 3 source), and the study's authorship, institutional affiliation, methodology, and peer-review status could not
be verified from available material. Specific quantitative claims attributed to the study, particularly any precision
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statistics derived from 'billions of records’, should be treated as unverified until the primary research is identified
and reviewed. Peer-reviewed comparison to SANS and Verizon datasets would strengthen the claim but was
not available for this assessment.

What the story correctly frames, regardless of the study's verified status, is a structural problem that security
operations leaders already recognize: human-in-the-loop architectures built for a lower-volume threat
environment are under sustained pressure. The operational implication is not to remove humans from the loop,
but to redesign where human judgment is applied to escalated decisions, adversarial reasoning, exception
handling, and to automate the high-volume, lower-ambiguity triage work that currently consumes analyst
capacity. SOAR platforms, Al-assisted triage, and detection-as-code approaches are the architectural
responses most consistent with this framing.

I Action Checklist

1. Step 1: Assess exposure. Audit your current SOC workflow for human-dependent triage bottlenecks;
identify where analyst time is consumed by high-volume, low-ambiguity alert categories that automation
could absorb.

2. Step 2: Review controls. Evaluate SOAR playbook coverage, SIEM auto-triage rules, and EDR
automated response policies; determine what percentage of daily alert volume is resolved without analyst
intervention and whether that ratio is sufficient.

3. Step 3: Update threat model. Incorporate analyst capacity constraints as an explicit operational risk
factor; model scenarios where alert volume spikes (incident, campaign, or scan surge) exceed current
triage bandwidth.

4. Step 4: Communicate findings. Brief leadership on the gap between current human analyst capacity and
the alert volumes your environment generates; frame automation investment as a capacity and latency
issue, not a headcount replacement decision.

5. Step 5: Monitor developments. Locate and review the primary research study directly; validate claimed
guantitative findings against the study's methodology and peer-review status before citing them in internal
risk reporting or board materials.

I IR/ Forensic Enrichment

Triage Priority DEFERRED

Escalation Criteria Escalate to CISO and security leadership only if the Step 3 capacity model reveals that
current analyst bandwidth is already below the minimum threshold required to meet
contractual SLA, regulatory incident notification timelines (e.g., 72-hour GDPR or
sector-specific reporting windows), or if a live incident or campaign surge is actively
overwhelming the triage queue and causing measurable detection gaps.

Recovery Notes This is a programmatic risk story, not an active incident — ‘recovery' maps to program
improvement rather than system restoration. After completing the workflow audit (Steps 1-2)
and capacity model (Step 3), schedule a 90-day reassessment to measure whether
automation coverage ratio has improved and whether MTTA metrics have moved. Monitor for
follow-on research publications or peer critiques of the study (Step 5) that may refine or
contradict the quantitative claims before those claims are embedded in multi-year automation
investment cases.
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Forensic Artifacts SOC ticketing system export (30—90 days): alert category, creation timestamp, acknowledge
timestamp, close timestamp, assigned analyst — this is the primary evidence source for the
cognitive-load bottleneck the study describes and the baseline for any automation ROI claim |
SIEM rule hit-rate report: rule name, daily trigger count, true-positive rate, auto-close vs.
analyst-required classification — identifies the specific alert categories driving noise volume
and analyst fatigue | Analyst shift log or workforce management data: hours worked, alerts
handled per shift, queue depth at shift start and end — quantifies the human capacity side of
the coverage ratio model | SOAR playbook inventory with last-modified dates and execution
counts: playbooks that have not been updated in >6 months or have low execution rates
relative to their target alert category are direct evidence of automation coverage gaps |
Primary study document with access provenance (author, institution, publication venue,
dataset description, funding source): required before any quantitative claims from the study
appear in board materials, risk registers, or vendor RFPs

Per-Action IR Details

Step 1: Assess exposure — audit your current SOC workflow for human-dependent triage bottlenecks;
identify where analyst time is consumed by high-volume, low-ambiguity alert categories that automation
could absorb

NIST Phase: Preparation

Reference: NIST 800-61r3 82 — Preparation: Establishing IR capability, staffing models, and tooling readiness aligned
to CSF [GV, ID, PR]

Controls: NIST IR-4 (Incident Handling) — requires an incident handling capability that includes preparation as an
explicit phase, NIST SI-4 (System Monitoring) — mandates monitoring capability scaled to the organization's threat
environment, CIS 8.2 (Collect Audit Logs) — foundational requirement to have logging enabled before workflow
analysis is meaningful

Compensating: Export 30 days of alert data from your SIEM or ticketing system (Jira, TheHive, or even a CSV from a
free SIEM like Wazuh) and run a frequency analysis: “sort alerts.csv | uniq -c | sort -rn | head -50" to surface the top 50
alert categories by volume. For each category in the top 10, manually classify it as 'analyst-decision-required' vs.
'rule-closeable' — this two-person exercise produces a bottleneck map without enterprise tooling.

Evidence: Before this audit, capture a baseline snapshot: export your ticketing system's mean-time-to-acknowledge
(MTTA) and mean-time-to-close (MTTC) by alert category for the prior 90 days; document current analyst headcount
and shift coverage hours; note any alert queue backlog counts. These metrics are the pre-intervention baseline the
study's argument depends on — without them, you cannot validate whether cognitive overload is actually occurring in
your specific environment.

Step 2: Review controls — evaluate SOAR playbook coverage, SIEM auto-triage rules, and EDR automated
response policies; determine what percentage of daily alert volume is resolved without analyst intervention
and whether that ratio is sufficient

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Tooling readiness and automation capability assessment as a
prerequisite to effective detection and response

Controls: NIST IR-4 (Incident Handling) — automation of low-ambiguity alert categories directly supports the
preparation and detection phases of the handling lifecycle, NIST AU-6 (Audit Record Review, Analysis, And Reporting)
— auto-triage rules and SOAR playbooks are operationalizations of this control's requirement for systematic log
review, NIST SI-4 (System Monitoring) — SOAR and SIEM auto-close rules are monitoring mechanisms; their
coverage gaps are a Sl-4 gap, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — the same
process discipline applied to vuln management must be applied to alert-handling automation: documented, reviewed,
and updated on cadence

Compensating: Without a SOAR platform, use Sigma rules (free, community-maintained at
github.com/SigmaHQ/sigma) mapped to your SIEM to identify which alert categories already have high-confidence rule
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logic that could be auto-closed. Count your current Sigma rules with a “auto_close: true" equivalent tag vs. total rules
— that ratio approximates your automation coverage. For EDR, review CrowdStrike/Defender/osquery policy configs to
enumerate which response actions (process Kill, isolation) are set to automatic vs. analyst-required.

Evidence: Document current SOAR playbook inventory with last-modified dates — stale playbooks (>6 months without
review) are a coverage gap indicator specific to the cognitive-load problem this study describes. Export SIEM rule hit
counts for the prior 30 days and flag any rule that fires >100 times daily with a <5% true-positive rate — these are the
exact noise sources that compound analyst fatigue and are the mechanistic driver behind the study's findings.

Step 3: Update threat model — incorporate analyst capacity constraints as an explicit operational risk factor;
model scenarios where alert volume spikes (incident, campaign, or scan surge) exceed current triage
bandwidth

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Risk modeling of IR capability gaps, including capacity constraints that
affect detection and response latency

Controls: NIST IR-8 (Incident Response Plan) — the IR plan must account for surge scenarios; capacity constraints
are a plan input, not an afterthought, NIST RA-3 (Risk Assessment) — analyst bandwidth as a constrained resource
must appear as an explicit risk factor with likelihood and impact estimates, NIST SI-4 (System Monitoring) — surge
modeling identifies the threshold at which monitoring fidelity degrades due to human processing limits, CIS 7.2
(Establish and Maintain a Remediation Process) — surge scenarios directly affect remediation SLAs; the remediation
process must have documented escalation thresholds tied to analyst capacity

Compensating: Build a simple capacity model in a spreadsheet: (daily alert volume) / (analyst hours per day x alerts
per hour sustainable throughput) = coverage ratio. Model three scenarios: baseline, 3x volume spike (typical during a
campaign or incident), and 10x spike (mass scan or ransomware precursor activity). Use historical data from past
incidents or tabletop exercises to estimate your 3x and 10x thresholds. This two-person exercise produces a
defensible risk quantification without a GRC platform.

Evidence: The threat model update should be anchored to observed data, not hypothetical: pull your highest-volume
alert day from the past 12 months and document the alert count, analyst response times, and any triage errors or
missed detections from that day. This real-world surge event is the most credible evidence for the risk model — it
directly instantiates the cognitive-limit argument the study makes and gives leadership a concrete reference point
rather than an abstract statistic.

Step 4: Communicate findings — brief leadership on the gap between current human analyst capacity and the
alert volumes your environment generates; frame automation investment as a capacity and latency issue, not
a headcount replacement decision

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Lessons learned, capability gap reporting, and program
improvement recommendations to leadership

Controls: NIST IR-6 (Incident Reporting) — reporting obligations extend to program-level capability gaps, not only
discrete incidents; leadership briefings on structural SOC limitations fulfill this control's intent, NIST IR-8 (Incident
Response Plan) — the IR plan must be updated based on lessons learned and capability assessments; a leadership
brief that surfaces automation gaps drives the plan update cycle, NIST IR-4 (Incident Handling) — IR-4 requires that
the handling capability be maintained and improved; communicating capacity gaps is the mechanism by which
resource allocation decisions get made, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) —
framing automation investment in terms of detection latency and coverage gaps maps to the risk-based prioritization
language board members and CISOs respond to

Compensating: Prepare a one-page brief using only data you already have: (1) current daily alert volume, (2) analyst
FTE count and hours, (3) calculated coverage ratio from Step 3, (4) MTTA/MTTC from Step 1, and (5) the
highest-volume surge day identified in Step 3. Frame the ask as: 'At current volume, each analyst must triage X alerts
per hour — industry benchmarks suggest Y is sustainable; our gap is Z." This framing is directly supported by the
study's argument and requires no external vendor data.
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Evidence: Before the brief, document the current state in writing and preserve it: alert volume trends (30/60/90 day),
analyst queue metrics, any prior incidents where delayed triage contributed to dwell time. This contemporaneous
record serves as the baseline against which future automation investments will be measured — without it, you cannot
demonstrate ROI or program improvement to auditors or boards in 12—-18 months.

Step 5: Monitor developments — locate and review the primary research study directly; validate claimed
guantitative findings against the study's methodology and peer-review status before citing them in internal
risk reporting or board materials

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Intelligence sharing, lessons learned integration, and validation
of external threat intelligence before operationalizing

Controls: NIST SI-5 (Security Alerts, Advisories, And Directives) — consuming and validating external security
research before acting on it is the intent of this control; unvalidated vendor or media claims do not meet the standard,
NIST IR-8 (Incident Response Plan) — plan updates driven by external research must be grounded in validated
findings; citing unverified statistics in board materials or risk registers creates a governance liability, NIST AU-6 (Audit
Record Review, Analysis, And Reporting) — the same analytical rigor applied to log review should be applied to
research consumption: source, methodology, reproducibility

Compensating: Use Google Scholar or Semantic Scholar (both free) to locate the primary study. Evaluate it against
four criteria: (1) Is it peer-reviewed or a vendor whitepaper? (2) What is the dataset source and collection
methodology? (3) Are the 'billions of records' claims tied to a specific, named dataset with documented provenance?
(4) Have independent researchers replicated or critiqued the findings? Document your evaluation in a one-paragraph
research note before citing the study in any internal material — this two-person task takes under an hour and protects
your credibility with technical leadership.

Evidence: Preserve a copy of the study as reviewed (PDF with access date) and your methodology evaluation note. If
the study is a vendor-produced whitepaper rather than peer-reviewed research, document that distinction explicitly —
vendor-funded research on automation necessity has an inherent conflict of interest that must be disclosed when citing
it in board materials or RFPs for SOAR/AI tooling. This provenance record is the audit trail that justifies your risk
reporting conclusions.

I Detection Guidance

This story does not involve a specific attack, threat actor, or exploit; there are no IOCs or behavioral signatures
to hunt. The relevant audit targets are operational and architectural. Review your SIEM and SOAR dashboards
for mean time to triage (MTTT) and mean time to respond (MTTR) trends over the past 90 days; sustained
degradation signals analyst capacity pressure. Audit alert closure rates by analyst and shift to identify whether
triage backlogs are accumulating during low-staffing windows. Review automated playbook coverage,
specifically, what percentage of your top 10 alert types by volume have fully automated or semi-automated
triage paths. Examine analyst escalation logs for evidence of alert suppression or threshold inflation, which can
indicate teams adapting to volume by reducing sensitivity rather than improving triage efficiency. These
operational metrics provide the operational equivalent of detection signatures for SOC structural capacity
assessment.

I Framework Mappings

ISO-27001-2022
¢ A.5.34 — Privacy and protection of personal information

NIST-800-53R5
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e Sl|-4 — System Monitoring
CIS-Vv8

e 8.2 — Collect Audit Logs
NIST-CSF-2

¢ DE.CM-01 — Networks and network services are monitored
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