SECURITY COMMAND CENTER SCC- STY-2026- 0051
Tech Jacks Solutions TLP:CLEAR

INTELLIGENCE BRIEFING

Security Command Center 2026-04-08 06:21 UTC

Infostealer-Enabled Session Cookie Theft
Precedes Ransomware Deployment at Global
Manufacturer

SECURITY ANALYSIS | | CVSS 9.0

SCC Item ID SCC-STY-2026-0051

Type Security Analysis

Severity HIGH

CVSS Base Score 9.0

Affected Products Global manufacturing enterprise, VPN infrastructure, Active Directory / domain controller

environment, remote employee endpoints (personal/unmanaged devices)
Published 2026-04-08

Discovery Source Gemini

I Executive Summary

A global manufacturing enterprise narrowly avoided a ransomware deployment after threat actors used
stolen session cookies, harvested by an infostealer on an unmanaged employee device, to bypass MFA and
authenticate as a legitimate user across VPN and Active Directory environments. The attack was detected
not by internal controls but by an external threat intelligence aert, exposing a systemic blind spot: session
token trust is not governed by the same controls organizations apply to credentials. Thisincident signals a
maturing attacker playbook in which infostealers serve as ransomware precursors, and unmanaged devices
are the entry point of choice precisely because they exist outside corporate visibility.

I Technical Analysis

The attack chain followed a now-familiar but underdefended sequence. An infostealer, delivered to a remote
employee's personal laptop outside corporate endpoint management, harvested active session cookies for both
VPN and domain controller sessions. Those cookies, not credentials, became the attacker's access vehicle.
Because session hijacking presents a pre-authenticated token rather than a login event, MFA was never
triggered. The attacker moved through internal network resources under the appearance of a legitimate,
authorized user session, a condition that evades credential-based detections tuned to watch for failed logins,
unusual authentication attempts, or MFA anomalies.

The ransomware payload was staged and scheduled for execution. The security team had four hours to
respond, time they had only because an external threat intelligence provider surfaced the compromise. Internal

Generated by TJS Security Command Center | 2026-04-08 06:21 UTC SCC-STY-2026-0051 Page 1



SECURITY COMMAND CENTER SCC- STY-2026- 0051
Tech Jacks Solutions TLP:CLEAR

detection generated no alert. This is a meaningful data point: the defensive architecture failed at the detection
layer, and the outcome depended on an external signal the team happened to receive in time.

The MITRE ATT&CK techniques observed map directly to this chain. T1539 (Steal Web Session Cookie)
enabled the initial access bypass. T1078 and T1078.002 (Valid Accounts, Domain Accounts) describe how the
stolen session materialized as authorized access. T1133 (External Remote Services) reflects the VPN vector.
T1566 (Phishing) likely preceded the infostealer delivery, though the delivery mechanism is not confirmed in
source material and should be treated as contextual inference. T1486 (Data Encrypted for Impact) represents
the intended but disrupted final objective.

The CWE profile tells the structural story: CWE-384 (Session Fixation), CWE-613 (Insufficient Session
Expiration), CWE-319 (Cleartext Transmission of Sensitive Information), and CWE-668 (Exposure of Resource
to Wrong Sphere) collectively describe an architecture that treats session tokens as durable, trusted, and
insufficiently bounded. Most enterprise environments inherit this architecture from default configurations, not
deliberate design choices.

Manufacturing as a sector carries compounding risk here. The industry has historically prioritized operational
continuity over security architecture, and the presence of remote workers accessing OT-adjacent systems
through personal devices reflects a hybrid-work reality the threat landscape has fully absorbed. Industry
reporting from Cybersecurity Dive, Check Point Research, and BitSight consistently places manufacturing
among the highest-targeted sectors for ransomware, with session-based and credential-based initial access
vectors increasingly prominent in 2024 and 2025 campaigns. The pattern this incident represents, infostealer as
ransomware precursor, unmanaged device as entry point, is not an edge case. It is a documented and
replicating campaign structure.

I Action Checklist

1. Step 1: Assess exposure, audit which corporate resources (VPN, SSO, Active Directory, SaaS
applications) can be accessed from unmanaged or personal devices, and map which of those sessions
issue long-lived cookies without re-authentication requirements.

2. Step 2: Review controls, verify that session lifetime policies enforce short expiration windows and idle

timeouts across VPN, domain controller, and SaaS environments; confirm that MFA is bound to session

re-establishment, not only initial login; assess whether Conditional Access or Zero Trust Network Access
(ZTNA) policies enforce device compliance before granting session tokens.

3. Step 3: Update threat model, add infostealer-to-ransomware precursor chains as a documented threat
pattern in your register; treat unmanaged BYOD endpoints as an untrusted network zone and model
attacker access from that boundary; map T1539, T1078.002, and T1133 to your detection coverage gaps.

4. Step 4: Communicate findings, brief leadership on the specific gap this incident exposes: MFA does not
protect against session cookie theft, and personal device access creates an unmonitored entry path;
frame the risk in terms of detection dependency on external intelligence rather than internal controls.

5. Step 5: Monitor developments, track threat intelligence feeds for infostealer campaigns targeting
manufacturing sector VPN and Active Directory environments; watch for follow-on reporting on this
incident pattern from CISA, MITRE, and sector-specific information sharing bodies including ICS-CERT.

I IR/ Forensic Enrichment
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Triage Priority URGENT
Escalation Criteria Escalate to CISO and legal counsel immediately if forensic review of VPN authentication logs

(Windows NPS Event ID 6272 or Cisco ASA syslog auth-success events) confirms the threat
actor achieved authenticated AD domain access, as this constitutes unauthorized access to
corporate infrastructure and may trigger breach notification obligations under applicable data
protection regulations (GDPR Article 33, CCPA, or sector-specific requirements) if any
manufacturing IP, Pll, or operational technology data was within the authenticated user's
access scope.

Recovery Notes After containment — which must include forced invalidation of all active VPN and SSO
session tokens enterprise-wide (not just the compromised account), enforce full
reauthentication with MFA for all remote access sessions before restoring normal operations,
and require re-enrollment from managed, domain-joined devices only. Monitor Windows
Security Event Log for Event ID 4624 (Logon Type 3 — Network) and Event ID 4768/4769
(Kerberos TGT/TGS requests) for the compromised account and any accounts that shared
session infrastructure for a minimum of 30 days post-incident, as infostealer operators
frequently sell harvested cookies to secondary actors who may attempt re-entry days to
weeks after initial access. Verify that no scheduled tasks (Windows Event ID 4698), new AD
user accounts (Event ID 4720), or GPO modifications (Event ID 5136) were created during the
attacker's authenticated window, as these are the primary ransomware pre-deployment
persistence mechanisms in infostealer-to-ransomware chains.

Forensic Artifacts VPN gateway authentication logs (Cisco ASA syslog: '%ASA-6-113004' and
'%ASA-6-113005' for AnyConnect session establishment/teardown, or Palo Alto
GlobalProtect logs in Panorama under Monitor > Logs > GlobalProtect) — filter for the
compromised account's session entries with source IP outside corporate IP ranges and
device-1D fields matching non-domain-joined device fingerprints; these establish the
cookie-replay authentication event timeline | Windows Security Event Log on domain
controllers — Event ID 4624 (Logon Type 3: Network) with source workstation name and IP
matching the infostealer-origin device; Event ID 4768 (Kerberos Authentication Service
request) and 4769 (Kerberos Service Ticket request) for the compromised account during the
attacker's authenticated window — Kerberos ticket requests from an IP not matching the
account's known device history is the AD-side indicator of session cookie replay leading to
lateral Kerberos abuse | Browser cookie database files on the BYOD endpoint (if obtainable
for forensic imaging): Chrome/Edge at '%LOCALAPPDATA%\Google\Chrome\User
Data\Default\Network\Cookies' and '%LOCALAPPDATA%\Microsoft\Edge\User
Data\Default\Network\Cookies' — infostealer families (RedLine, LummacC2, Vidar) exfiltrate
these SQLite databases; the ‘cookies' table with columns (host_key, name, encrypted_value,
expires_utc) will show which VPN and SSO session cookies were present and their expiration
state at time of theft | IdP (Azure AD or Okta) sign-in logs for the compromised account —
filter for 'deviceDetail.isManaged: false' or 'deviceDetail.isCompliant: false' combined with
'status.additionalDetails: MFA satisfied by claim in the token' which is the Azure AD audit log
signature of a cookie-replay authentication where MFA was inherited from the original session
rather than re-challenged; in Okta, this appears as authentication events with
‘authenticationContext.credentialType: ASSERTION' from an unrecognized device fingerprint
| Infostealer C2 exfiltration traffic in network flow data or proxy logs — if the BYOD device ever
connected through corporate network or a monitored ISP path, look for outbound HTTP POST
or TLS connections to ports 443/80 from the device to non-categorized or newly-registered
domains in the 24-48 hours preceding the first anomalous VPN authentication; infostealer
families exfiltrate cookie databases as compressed archives (zip/7z) in HTTP multipart POST
bodies, which produces distinctive upload-biased traffic patterns on a device that is otherwise
a typical user endpoint
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Per-Action IR Details

Step 1: Assess exposure — audit which corporate resources (VPN, SSO, Active Directory, SaaS applications)
can be accessed from unmanaged or personal devices, and map which of those sessions issue long-lived
cookies without re-authentication requirements.

NIST Phase: Preparation

Reference: NIST 800-61r3 82 — Preparation: Establishing IR capability includes inventorying assets and access paths
that represent exposure surface before or during an incident

Controls: NIST IR-4 (Incident Handling) — requires preparation activities that include identifying affected systems and
access paths, NIST SI-4 (System Monitoring) — inventory of monitored vs. unmonitored session paths is prerequisite
to detection coverage, NIST AC-17 (Remote Access) — policy must govern remote access methods including session
token issuance for unmanaged devices, CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory) —
unmanaged BYOD endpoints must be identified and classified as untrusted boundary nodes, CIS 5.1 (Establish and
Maintain an Inventory of Accounts) — map which accounts have active VPN, SSO, and AD sessions and from which
device classes those sessions originate

Compensating: Run 'Get-ADUser -Filter * -Properties LastLogonDate,DistinguishedName | Where-Object
{$_.LastLogonDate -gt (Get-Date).AddDays(-30)} to enumerate recently active AD accounts; cross-reference against
VPN RADIUS authentication logs (typically at /var/log/radius or Windows NPS Event Log Event ID 6272/6278) to
identify which authentications originated from non-domain-joined devices (device certificate absent). Export VPN
gateway session tables manually — on Cisco ASA use 'show vpn-sessiondb anyconnect' and flag sessions with
session durations exceeding 8 hours without re-auth challenge. For SSO, query IdP (Okta, Azure AD) session logs via
API or admin console for active sessions with token age > 12 hours tied to device compliance state = unknown.

Evidence: BEFORE auditing, snapshot current state: export VPN gateway session table (Cisco ASA: 'show
vpn-sessiondb detail anyconnect' or Palo Alto: 'show global-protect-gateway current-user') capturing session start
times, source IPs, and device identifiers; pull Active Directory Authentication logs (Windows Security Event Log Event
ID 4624 — Logon Type 3/10 with workstation name and source IP) to identify infostealer-origin IPs that may already be
authenticated; collect IdP (Azure AD / Okta) sign-in logs filtering for 'device compliance: unknown' or 'device managed:
false' combined with successful MFA pass events, which is the signature of cookie-replay bypassing step-up auth.

Step 2: Review controls — verify that session lifetime policies enforce short expiration windows and idle
timeouts across VPN, domain controller, and SaaS environments; confirm that MFA is bound to session
re-establishment, not only initial login; assess whether Conditional Access or Zero Trust Network Access
(ZTNA) policies enforce device compliance before granting session tokens.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Preventive controls reduce incident probability and scope; this step
directly addresses the session trust gap that allowed the infostealer-harvested cookie to authenticate without device
verification

Controls: NIST AC-12 (Session Termination) — system must automatically terminate sessions after defined inactivity
period; directly maps to idle timeout enforcement gap in this incident, NIST IA-11 (Re-Authentication) — requires
re-authentication when defined circumstances occur, including session age thresholds; this control was bypassed by
cookie replay against VPN and AD, NIST AC-17 (Remote Access) — managed access control for all remote access
methods must include device posture validation, the missing control in this BYOD-to-VPN path, NIST SI-4 (System
Monitoring) — monitoring must cover session anomalies including impossible travel, concurrent sessions, and
device-state changes, CIS 6.3 (Require MFA for Externally-Exposed Applications) — MFA must be enforced at session
re-establishment not only initial authentication; the attacker bypassed this by replaying a cookie from a session where
MFA had already been satisfied, CIS 6.4 (Require MFA for Remote Network Access) — VPN access specifically
requires MFA bound to each connection attempt, not inherited from a persistent session token

Compensating: For VPN session lifetime: on Cisco ASA, enforce 'vpn-session-timeout 480' (8 hours) and
'vpn-idle-timeout 30' in the group-policy config; on Palo Alto GlobalProtect, set 'Timeout' under Gateway configuration
to 480 minutes with 'Inactivity Logout' at 30 minutes. For AD Kerberos ticket lifetime without enterprise tooling, run
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'Get-ADDefaultDomainPasswordPolicy | Select MaxTicketAge, MaxRenewAge' and confirm TGT max age does not
exceed 10 hours per NIST guidance. For Azure AD Conditional Access without premium licensing, enable Security
Defaults which enforces MFA at each new browser session. For a free ZTNA-equivalent posture check, deploy Cisco
AnyConnect with a host-scan profile requiring domain membership before session token issuance.

Evidence: Capture current session policy configuration as forensic baseline before any changes: export Cisco ASA
group-policy config ('show running-config group-policy'), Azure AD Conditional Access policies (export via Azure Portal
> Security > Conditional Access > Policies > Export), and Okta/Azure AD token lifetime policies (PowerShell:
'Get-AzureADPolicy | Where-Object {$_.Type -eq "TokenLifetimePolicy"}); document these as the pre-incident state
since they establish the attack surface the infostealer operator exploited — specifically the absence of
device-compliance binding on session token issuance.

Step 3: Update threat model — add infostealer-to-ransomware precursor chains as a documented threat
pattern in your register; treat unmanaged BYOD endpoints as an untrusted network zone and model attacker
access from that boundary; map T1539, T1078.002, and T1133 to your detection coverage gaps.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Lessons learned must produce documented updates to threat
models, detection coverage, and IR plan to prevent recurrence of the same attack chain

Controls: NIST RA-3 (Risk Assessment) — risk assessment must be updated to reflect the infostealer precursor
pattern and the validated exploitation of session token trust in this environment, NIST IR-8 (Incident Response Plan) —
IR plan must be updated to include infostealer-harvested session cookie scenarios as a named threat, with specific
detection indicators for T1539, T1078.002, and T1133, NIST SI-5 (Security Alerts, Advisories, and Directives) — threat
intelligence on infostealer campaigns targeting manufacturing VPN environments must be operationalized into the
threat register, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — threat modeling updates are a
required output of the vulnerability and risk management process following an incident of this type

Compensating: Map T1539 (Steal Web Session Cookie), T1078.002 (Valid Accounts: Domain Accounts), and T1133
(External Remote Services) against your current Sigma rule coverage using the free Sigma rule repository
(SigmaHQ/sigma on GitHub): run 'grep -r "T1539\|T1078.002\|T1133" ./rules/' against your downloaded rule set to
identify existing coverage, then document gaps. For threat register updates without a GRC platform, maintain a
structured markdown or spreadsheet with columns: Threat Pattern | ATT&CK TTP | Detection Rule | Coverage Status |
Last Reviewed. Add row: 'Infostealer cookie theft - VPN/AD session replay - ransomware staging | T1539,
T1078.002, T1133 | [gap] | No detection coverage on unmanaged device sessions | [date]'.

Evidence: Before finalizing threat model updates, retrieve the external threat intelligence alert that triggered detection
in this incident — document the 10C type (cookie hash, session token fingerprint, C2 IP, or infostealer binary hash), the
intelligence source (threat intel vendor, ISAC, government feed), and the detection latency (time between infostealer
execution on BYOD device and alert receipt); this data quantifies the detection gap that must be closed and anchors
the threat model update in observed attacker behavior rather than hypothetical risk.

Step 4: Communicate findings — brief leadership on the specific gap this incident exposes: MFA does not
protect against session cookie theft, and personal device access creates an unmonitored entry path; frame
the risk in terms of detection dependency on external intelligence rather than internal controls.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Lessons learned process requires communication of findings
to leadership and stakeholders, including gaps in detection capability and control effectiveness

Controls: NIST IR-6 (Incident Reporting) — requires timely reporting of incident findings to organizational leadership
with sufficient detail to drive remediation decisions, NIST IR-8 (Incident Response Plan) — leadership briefings must
address gaps between the current IR plan and the attack chain that occurred, specifically the absence of internal
detection for cookie replay against VPN and AD, NIST CA-7 (Continuous Monitoring) — the finding that detection
depended on external intelligence rather than internal monitoring is a CA-7 deficiency that must be formally reported to
leadership for resource allocation decisions, CIS 7.2 (Establish and Maintain a Remediation Process) — risk-based
remediation strategy must be documented and communicated to leadership with priority and timeline for closing the
unmanaged device session token gap
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Compensating: Prepare a one-page executive brief (no tooling required) structured as: (1) What happened —
infostealer on personal device harvested VPN/AD session cookie, bypassed MFA, attacker authenticated as legitimate
user; (2) Why internal controls failed — MFA validates identity at login, not session continuity; no device posture check
blocked the unmanaged endpoint from receiving a trusted session token; (3) How we detected it — external threat
intelligence feed, not internal monitoring; (4) Quantified risk — time-to-detection was [X hours/days], during which
attacker had authenticated access to VPN and AD; (5) Required decisions — enforce device compliance on session
issuance (cost/timeline), restrict BYOD access to VPN (operational impact). Attach the MITRE ATT&CK navigator layer
for T1539/T1078.002/T1133 showing red (no coverage) cells as a visual aid.

Evidence: Assemble the detection timeline before the leadership brief: document (a) timestamp of infostealer
execution on BYOD endpoint (from external intel or EDR telemetry if any), (b) timestamp of first successful VPN/AD
authentication using harvested cookie, (c) timestamp of external alert receipt, (d) timestamp of internal IR response
initiation — this timeline is the primary evidence that demonstrates detection dependency on external intelligence and
guantifies the dwell time during which the attacker operated as a valid user.

Step 5: Monitor developments — track threat intelligence feeds for infostealer campaigns targeting
manufacturing sector VPN and Active Directory environments; watch for follow-on reporting on this incident
pattern from CISA, MITRE, and sector-specific ISACs (Manufacturing-ISAC).

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Organizations must use incident intelligence to improve
monitoring and prepare for recurrence; sector-specific threat sharing is a key output of the lessons-learned process

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives) — requires ongoing receipt and operationalization of
threat intelligence from external organizations including CISA, sector ISACs, and government sources, NIST IR-5
(Incident Monitoring) — tracking and documenting incidents includes monitoring for related campaigns and follow-on
activity that may indicate the same threat actor or infostealer variant targeting the manufacturing sector, NIST IR-7
(Incident Response Assistance) — ISAC membership and external IR support resources are a recognized control for
organizations with limited internal threat intelligence capacity, CIS 7.1 (Establish and Maintain a Vulnerability
Management Process) — vulnerability and threat management process must incorporate sector-specific intelligence
sources to prioritize monitoring for relevant infostealer-to-ransomware precursor activity

Compensating: Subscribe to free intelligence sources specific to this threat chain: (1) CISA Known Exploited
Vulnerabilities catalog and CISA Alerts at cisa.gov/news-events/cybersecurity-advisories — filter for 'infostealer' and
'session hijacking' tags; (2) Manufacturing-ISAC at www.mfg-isac.com for sector-specific threat reporting; (3)
MalwareBazaar (bazaar.abuse.ch) — set up free API tag alerts for infostealer families known to target VPN credential
stores (e.g., RedLine, Vidar, Raccoon, LummaCz2) which harvest browser cookie databases including those storing
VPN and SSO session tokens; (4) Deploy a free YARA rule (available in the open-source YARA-Rules repository)
targeting infostealer cookie-harvesting behavior — specifically rules matching file access to
'%APPDATA%\Local\[Browser]\User Data\Default\Cookies' and '%APPDATA%\Local\[Browser]\User
Data\Default\Network\Cookies' to detect active harvesting on any managed endpoints. For AD-specific monitoring
without SIEM, schedule a weekly PowerShell task: '‘Get-EventLog -LogName Security -Instanceld 4624 -Newest 5000 |
Where-Object {$_.Message -match "Logon Type:\s+3" -and $_.Message -notmatch "yourdomain"}' to flag lateral
movement authentications from external IP ranges.

Evidence: Establish a threat intelligence watch file that captures: (a) infostealer binary hashes and C2 infrastructure
10Cs from MalwareBazaar and CISA advisories relevant to manufacturing-sector VPN targeting; (b) any CISA
Emergency Directives or Binding Operational Directives referencing session cookie theft or VPN authentication bypass
that would impose compliance timelines; (c) MITRE ATT&CK technique updates to T1539 (Steal Web Session Cookie)
which is actively updated as new infostealer families are attributed — check ATT&CK version release notes at
attack.mitre.org/resources/versions/ for updated procedure examples relevant to this threat chain.

I Detection Guidance

Detection for this attack pattern requires shifting focus from credential events to session behavior anomalies,
because the attacker presented valid tokens rather than triggering authentication failures.
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Log sources to prioritize: VPN access logs (look for session reuse from unexpected geolocations, IP ranges, or
device fingerprints inconsistent with the account's history); Active Directory event logs (Event ID 4624 logon type
3 or 10 from unfamiliar source IPs using domain accounts associated with remote employees); and identity
provider logs for session token issuance and reuse patterns.

Behavioral anomalies to hunt for: concurrent sessions from geographically or logistically impossible locations for
the same account; session tokens used after the originating device goes offline; domain account activity outside
established working hours for remote employees; lateral movement events (remote service execution, SMB
access, scheduled task creation) originating from accounts that have not triggered an MFA event in the current
session window.

Policy gaps to audit: session expiration settings across VPN concentrators, identity providers, and domain
controllers; whether Conditional Access policies enforce re-authentication on session anomaly signals; whether
endpoint compliance checks gate session token issuance; and whether external threat intelligence feeds are
integrated into SIEM correlation rules with alerting on compromised credential and session listings.

Note: because internal detection failed in this incident, hunting should include validation of whether current
SIEM rules would have caught this pattern retrospectively. If they would not, treat rule gaps as priority
engineering work.

I Framework Mappings

MITRE-ATTACK

e T1486 — Data Encrypted for Impact
e T1078 — Valid Accounts

e T1566 — Phishing

e T1078.002 — Domain Accounts

e T1133 — External Remote Services
* T1539 — Steal Web Session Cookie

e T1176 — Software Extensions
NIST-800-53R5

¢ CP-9 — System Backup

¢ CP-10 — System Recovery and Reconstitution
* AC-2 — Account Management

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |IA-5 — Authenticator Management

e AT-2 — Literacy Training and Awareness

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

* SI-3 — Malicious Code Protection

e Sl-4 — System Monitoring

¢ SI-8 — Spam Protection
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¢ AC-17 — Remote Access
e AC-20 — Use of External Systems
e SC-8 — Transmission Confidentiality and Integrity

* |R-4 — Incident Handling
OWASP-TOP10-2021

e A02:2021 — Cryptographic Failures
CIS-Vv8

¢ 3.10 — Encrypt Sensitive Data in Transit
¢ 6.3 — Require MFA for Externally-Exposed Applications

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

¢ 8.2 — Collect Audit Logs
HIPAA-SECURITY

e 164.312(e)(1) — Transmission Security
e 164.308(a)(7)(ii)(A) — Data Backup Plan
e 164.312(d) — Person or Entity Authentication

NIST-CSF-2

¢ RS.MI-01 — Incidents are contained

¢ DE.CM-01 — Networks and network services are monitored

1ISO-27001-2022

¢ A.5.29 — Information security during disruption

¢ A.8.8 — Management of technical vulnerabilities

SOC2-TSC

e CC6.1 — Logical access security software, infrastructure, and architectures

I MITRE ATT&CK Mapping

Technique ID Technique Name

T1486 Data Encrypted for Impact
T1078 Valid Accounts

T1566 Phishing

T1078. 002 Domain Accounts

T1133 External Remote Services
T1539 Steal Web Session Cookie

T1176 Software Extensions

Tactic

Impact

Defense-Evasion

Initial-Access

Defense-Evasion

Persistence

Credential-Access

Persistence
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