
SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-STY-2026-0042
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-04-02 06:13 UTC Page 1SCC-STY-2026-0042

INTELLIGENCE BRIEFING

Security Command Center

TLP:CLEAR

2026-04-02 06:13 UTC

Cisco Patches Critical Vulnerabilities Across
Firewall and Enterprise Networking Products
SECURITY ANALYSIS | CRITICAL | CVSS 10.0

SCC Item ID SCC-STY-2026-0042

Type Security Analysis

Severity CRITICAL

CVSS Base Score 10.0

Affected Products Cisco Firewall Products (multiple); Cisco Enterprise Networking Products (multiple); Cisco
SD-WAN (multiple), specific product versions not extractable from available source data

Published 2 hours ago

Discovery Source Serper

Executive Summary

Cisco has issued nine security advisories addressing 48 vulnerabilities across its firewall and enterprise

networking product lines, with at least two flaws reported to carry the maximum CVSS score of 10.0

(unverified against primary Cisco advisories). Two SD-WAN vulnerabilities have been reported as

actively exploited, elevating the urgency for organizations running Cisco infrastructure at the network

perimeter. For security and business leadership, this patch set signals that core network infrastructure,

firewalls, SD-WAN, and enterprise switching remains a high-value target where unpatched flaws can yield

full control of network boundaries.

Technical Analysis

Cisco's advisory release addresses a broad attack surface spanning firewall platforms, enterprise networking

products, and SD-WAN components. The scale, 48 firewall vulnerabilities in a single patch cycle, is significant

and suggests systemic exposure across product families rather than isolated flaws in a single component. Two

vulnerabilities in the firewall product set are reported to carry CVSS 10.0 scores, the highest possible rating,

indicating that exploitation would require no authentication, no user interaction, and would yield complete

system compromise under baseline conditions. These characteristics would be consistent with

pre-authentication remote code execution or authentication bypass classes of vulnerability, though specific

technical mechanics have not been independently verified against primary Cisco advisories or NVD at the time

of this writing. The active exploitation of two SD-WAN flaws is the most operationally urgent element of this

disclosure. SD-WAN infrastructure sits at the intersection of branch connectivity and centralized network

orchestration; a compromised SD-WAN node can provide persistent access to distributed enterprise
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environments, lateral movement pathways, and the ability to manipulate routing at scale. Secondary reporting

from SC World and other outlets specifically noted the SD-WAN exploitation activity, but CVE identifiers and

exploitation method details were not confirmed from primary sources. Security teams should treat these as

confirmed-exploitation events until primary Cisco advisory data clarifies scope. From a detection engineering

standpoint, perimeter appliance vulnerabilities of this class historically precede broader intrusion campaigns.

Threat actors, particularly those targeting enterprise infrastructure for ransomware staging, espionage, or

long-term persistence, prioritize firewall and SD-WAN footholds because they sit outside endpoint detection

coverage and often lack robust behavioral monitoring. The combination of reported CVSS 10.0 severity, active

exploitation of related components, and the breadth of the patch set makes this a high-priority patching event for

any organization with Cisco firewall or SD-WAN deployments. Note: Specific CVE identifiers, affected version

strings, EPSS scores, and full technical details were not extractable from available secondary sources and have

not been verified against Cisco's published advisories or NVD. The vulnerability count, CVSS 10.0 claims, and

active exploitation reports are sourced from secondary publications (SecurityWeek, Dark Reading, SC World,

HackRead) and carry medium confidence. Verification against primary Cisco advisories is required before

making patching prioritization decisions.

Action Checklist

1. Step 1: Assess exposure, audit your environment for all Cisco firewall platforms (ASA, FTD, FMC),

Cisco enterprise networking gear, and SD-WAN deployments; cross-reference against the nine advisories

published in this Cisco patch cycle (note: advisory count and CVE details are from secondary sources and

require primary Cisco advisory verification)

2. Step 2: Prioritize SD-WAN patching immediately, two SD-WAN flaws are reported as actively exploited;

treat these as actively targeted until Cisco advisory data confirms scope and CVE identifiers

3. Step 3: Isolate or restrict management plane access, while patches are staged, restrict management

interface access to Cisco firewall and SD-WAN devices to trusted administrative networks and enforce

MFA on all management sessions

4. Step 4: Review perimeter telemetry for signs of pre-patch exploitation, examine firewall and SD-WAN

logs for anomalous authentication attempts, unexpected configuration changes, unusual outbound

connections, or new administrative accounts created in the past 30 to 90 days

5. Step 5: Update threat model, add perimeter infrastructure compromise via unpatched Cisco

vulnerabilities as an active threat vector; map to MITRE ATT&CK T1190 (Exploit Public-Facing

Application) and T1133 (External Remote Services)

6. Step 6: Brief leadership, communicate that actively exploited vulnerabilities in network perimeter

equipment represent a material risk; frame the patching effort in terms of breach prevention for network

boundary and lateral movement exposure

7. Step 7: Monitor for follow-up disclosures, track Cisco's Security Advisory portal and CISA KEV additions

for CVE identifiers, affected version strings, and updated exploitation status as primary source data

becomes available

IR / Forensic Enrichment

Triage Priority IMMEDIATE
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Escalation Criteria Escalate to full incident response engagement if Step 4 log analysis reveals any of the
following: administrative account creation not matching change records, configuration
changes on ASA/FTD/vManage from non-management source IPs, unexpected outbound
sessions from firewall or SD-WAN management interfaces, or CISA adds the two actively
exploited SD-WAN CVEs to KEV with confirmed exploitation in your industry vertical — any of
these conditions indicates likely pre-patch compromise of perimeter infrastructure and triggers
breach assessment obligations under applicable regulatory frameworks (HIPAA, PCI-DSS,
state notification laws).

Recovery Notes After patching, do not restore management access to pre-restriction state without first
confirming via 'show local-host', 'show users', and vManage user inventory that no
attacker-created accounts or persistent backdoor configurations remain — patching the
vulnerability does not remove artifacts of prior exploitation. Monitor ASA/FTD syslog and
vManage audit logs continuously for 30 days post-patch for the same event codes reviewed in
Step 4, as threat actors who achieved pre-patch access may have implanted persistence
mechanisms (scheduled scripts, modified AAA configs, or rogue VPN profiles) that survive
patching. Validate firewall policy integrity by diffing the post-patch running-config against your
pre-patch baseline captured in Step 1 and investigating any unexplained delta.

Forensic Artifacts Cisco ASA/FTD syslog: event codes 113005/113015 (AAA authentication failure/rejection
from external IPs against management interfaces), 111008/111010 (configuration change
commands executed), and 502111 (local user account created) — exploitation of
management-plane vulnerabilities at CVSS 10.0 on ASA/FTD would likely produce
authentication anomalies and unauthorized configuration changes reflected in these codes |
vManage SD-WAN audit log (/dataservice/auditlog REST API, 90-day window): filter for action
types 'create-user', 'edit-aaa', 'cli-config', and 'device-action' initiated from IPs outside your
management allowlist — the actively exploited SD-WAN flaws, once weaponized, would most
likely manifest here as unauthorized administrative actions or policy pushes | NetFlow or ASA
'show conn' / 'show local-host' output: unexpected long-duration TCP sessions or high-volume
data transfers originating from management interface IPs to external destinations are
indicators of post-exploitation C2 beaconing or data exfiltration through a compromised
perimeter device | Cisco device running-configuration diff: compare 'show running-config'
output captured before and after the incident window for all ASA, FTD, FMC, and SD-WAN
nodes — unauthorized crypto map entries, new VPN tunnel definitions, modified AAA server
configs, or added local admin accounts that do not match change tickets are direct forensic
evidence of hands-on-keyboard attacker activity following exploitation | FMC audit log
(System > Monitoring > Audit in FMC UI): records all policy deployments, user logins, and
configuration changes to FMC-managed FTD devices — exploitation of FMC specifically at
CVSS 10.0 could enable an attacker to modify firewall policy for all managed FTDs centrally,
making FMC audit records the single most critical artifact to preserve and analyze in
FMC-managed environments

Per-Action IR Details

Step 1: Assess exposure — audit your environment for all Cisco firewall platforms (ASA, FTD, FMC), Cisco

enterprise networking gear, and SD-WAN deployments; cross-reference against the nine advisories published

in this Cisco patch cycle

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establish IR capability and asset visibility before incidents occur

Controls: NIST IR-4 (Incident Handling), NIST SI-5 (Security Alerts, Advisories, and Directives), CIS 1.1 (Establish

and Maintain Detailed Enterprise Asset Inventory), CIS 7.1 (Establish and Maintain a Vulnerability Management

Process)
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Compensating: Run 'show version' and 'show running-config' via SSH on each Cisco ASA, FTD, and SD-WAN

device; export output to a flat file and grep for software version strings. Cross-reference extracted version strings

against each of Cisco's nine advisory affected-version tables at

https://sec.cloudapps.cisco.com/security/center/publicationListing.x. For FMC-managed deployments, query the FMC

inventory dashboard under Devices > Device Management to enumerate managed FTD versions without touching

each appliance individually.

Evidence: Before touching devices, capture 'show version', 'show running-config', and 'show inventory' output from all

ASA, FTD, FMC, and SD-WAN nodes to establish a pre-patch baseline. Preserve these as timestamped, read-only

files — they document the vulnerable state for post-incident comparison and any potential regulatory disclosure.

Step 2: Prioritize SD-WAN patching immediately — two SD-WAN flaws are reported as actively exploited; treat

these as actively targeted until Cisco advisory data confirms scope and CVE identifiers

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: Prioritize containment of actively exploited vulnerabilities to

limit damage before full eradication is possible

Controls: NIST SI-2 (Flaw Remediation), NIST IR-4 (Incident Handling), CIS 7.2 (Establish and Maintain a

Remediation Process), CIS 7.4 (Perform Automated Application Patch Management)

Compensating: If immediate patching of SD-WAN controllers and edges is not possible, disable the specific services

exposed by the actively exploited flaws (typically vManage HTTP/HTTPS API and CLI interfaces accessible from

untrusted networks) using ACLs: on vManage, navigate to Administration > Settings > Allowed IP List and restrict to

management-only subnets. Issue 'ip access-class' or equivalent interface ACL on vEdge/cEdge devices to block

non-management source IPs from reaching management ports 22, 443, and 8443 until patches are applied.

Evidence: Before patching SD-WAN nodes, preserve vManage audit logs (Administration > Audit Log in vManage UI,

or pull /dataservice/auditlog via REST API) covering at minimum the past 90 days. Capture current vEdge/cEdge

running configurations via 'show running-config' and vManage database snapshots if feasible — exploitation of these

flaws may have already resulted in persistent configuration changes that patching alone will not remediate.

Step 3: Isolate or restrict management plane access — while patches are staged, restrict management

interface access to Cisco firewall and SD-WAN devices to trusted administrative networks and enforce MFA

on all management sessions

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: Apply interim protective measures to reduce attack surface

while permanent remediation (patching) is prepared

Controls: NIST AC-17 (Remote Access) — implied under AC family access control, NIST IR-4 (Incident Handling),

CIS 4.4 (Implement and Manage a Firewall on Servers), CIS 6.3 (Require MFA for Externally-Exposed Applications),

CIS 6.5 (Require MFA for Administrative Access)

Compensating: On ASA/FTD, apply 'http' and 'ssh' command restrictions to permit only trusted management subnets:

'http [management-subnet] [mask] [interface]' and 'ssh [management-subnet] [mask] [interface]'. Remove any existing

permissive entries with 'no http 0.0.0.0 0.0.0.0'. On vManage, enforce RADIUS or TACACS+ with an MFA-capable

backend (Cisco ISE free eval, or FreeRADIUS + Google Authenticator TOTP) for all administrative sessions.

Document all changes as temporary containment measures with a rollback plan.

Evidence: Before restricting access, export the current 'show running-config' ACL and AAA configuration sections from

each device as before-state documentation. Query AAA/TACACS+ or RADIUS server logs for any administrative

authentication events from IPs outside your known management subnets in the past 30-90 days — unexpected source

IPs at this stage are a strong indicator of pre-patch compromise and should trigger escalation to full incident

investigation.

Step 4: Review perimeter telemetry for signs of pre-patch exploitation — examine firewall and SD-WAN logs

for anomalous authentication attempts, unexpected configuration changes, unusual outbound connections,

or new administrative accounts created in the past 30 to 90 days

NIST Phase: Detection Analysis
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Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Analyze log data and telemetry to determine whether

exploitation occurred prior to containment actions

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2 (Event Logging), NIST IR-5

(Incident Monitoring), NIST SI-4 (System Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: For ASA/FTD: pull syslog for event codes 113005 (AAA authentication rejected), 113015 (AAA

authentication failed), 502111 (new local user created), and 111008/111010 (configuration changed) using: 'show

logging | include %ASA-5-502111\|%ASA-6-113005\|%ASA-6-111008'. For vManage SD-WAN: query the audit log API

endpoint '/dataservice/auditlog?hours=2160' (90 days) and filter for 'action' fields containing 'create-user', 'edit-aaa', or

'cli-config'. Parse output with Python's json module or jq. Flag any local account creation, AAA configuration edits, or

configuration pushes originating from non-management IPs.

Evidence: Collect and preserve: (1) ASA/FTD syslog covering 30-90 days filtered for authentication, privilege

escalation, and configuration-change event codes; (2) vManage audit log export via REST API for the same window;

(3) NetFlow or ASA 'show conn' snapshots identifying unexpected long-duration or high-volume outbound sessions

from firewall management IPs, which may indicate C2 beaconing post-exploitation; (4) 'show local-host' on ASA to

identify active connection states that shouldn't exist; (5) FMC audit log under System > Monitoring > Audit for any

policy changes not initiated by known administrators.

Step 5: Update threat model — add perimeter infrastructure compromise via unpatched Cisco vulnerabilities

as an active threat vector; map to MITRE ATT&CK T1190 (Exploit Public-Facing Application) and T1133

(External Remote Services)

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Use incident data to update threat models, detection

capabilities, and organizational risk posture

Controls: NIST IR-8 (Incident Response Plan), NIST RA-3 (Risk Assessment) — implied under RA family, NIST SI-5

(Security Alerts, Advisories, and Directives), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Map the two actively exploited SD-WAN flaws to ATT&CK T1190 (Exploit Public-Facing Application)

and T1133 (External Remote Services) in your threat register. Write two Sigma detection rules: one for ASA/FTD

targeting repeated authentication failures from external IPs against management interfaces (source: syslog, event

codes 113005/113015), and one for vManage targeting REST API calls to /dataservice/device/action/* from IPs not in

your management allowlist. Publish both rules to your team's shared detection repo (GitHub or local share) and

schedule quarterly review tied to Cisco advisory cadence.

Evidence: No forensic preservation specific to this step, but reference the telemetry collected in Step 4 as direct input

to the updated threat model. Document the MITRE technique mappings and detection gaps identified during the Step 4

log review as formal threat model update artifacts — these become evidence of due diligence if a regulatory inquiry

follows.

Step 6: Brief leadership — communicate that actively exploited vulnerabilities in network perimeter equipment

represent a material risk; frame the patching effort in terms of breach prevention for network boundary and

lateral movement exposure

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Communicate incident scope and risk to appropriate

organizational stakeholders as part of the analysis and decision-making process

Controls: NIST IR-6 (Incident Reporting), NIST IR-7 (Incident Response Assistance), NIST IR-4 (Incident Handling)

Compensating: Prepare a one-page brief stating: (1) two Cisco SD-WAN vulnerabilities are confirmed actively

exploited at CVSS 10.0, meaning attackers are currently weaponizing these flaws against organizations running

unpatched Cisco SD-WAN; (2) successful exploitation grants attackers control of network perimeter devices, enabling

traffic interception, credential harvesting from all traversing sessions, and pivot to internal networks; (3) the remediation

window is immediate — not next maintenance cycle. Include the Cisco advisory portal URL and CISA KEV status as

external validation. No specialized tools required — this is a communication artifact.

Evidence: Attach the Step 1 asset inventory output and Step 4 log review findings to the leadership brief as supporting

evidence. If any indicators of pre-patch exploitation were found in Step 4, this brief transitions from a patching update
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to an active incident notification and must include escalation to your legal and compliance teams for breach

assessment.

Step 7: Monitor for follow-up disclosures — track Cisco's Security Advisory portal and CISA KEV additions for

CVE identifiers, affected version strings, and updated exploitation status as primary source data becomes

available

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Maintain ongoing monitoring and intelligence integration to

detect evolving threats and prevent recurrence

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives), NIST IR-5 (Incident Monitoring), NIST AU-6 (Audit

Record Review, Analysis, and Reporting), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Set up a free RSS feed monitor (e.g., Thunderbird RSS reader or cron job with curl) pointed at Cisco

PSIRT's advisory feed at https://tools.cisco.com/security/center/rss.x and CISA KEV's JSON feed at

https://www.cisa.gov/sites/default/files/feeds/known_exploited_vulnerabilities.json. Write a simple Python script that

pulls the KEV JSON daily and filters for 'cisco' in the vendorProject field, alerting via email or Slack webhook when new

Cisco entries appear. When CVE identifiers for the two actively exploited SD-WAN flaws are published, immediately

cross-reference against your patched version inventory from Step 1 to confirm coverage.

Evidence: Maintain a living tracking document that maps each of the nine Cisco advisories from this patch cycle to:

confirmed CVE IDs (as released), affected version strings, your patched-vs-unpatched device count, and CISA KEV

addition date. This document serves as evidence of ongoing due diligence and is directly relevant if a regulator or

cyber insurer requests a timeline of your response to actively exploited vulnerabilities in your perimeter infrastructure.

Detection Guidance

Given active exploitation of SD-WAN components and reported CVSS 10.0 firewall vulnerabilities, focus

detection efforts on the following areas. Firewall and SD-WAN management logs: hunt for authentication events

outside normal administrative hours, failed authentication spikes followed by a successful login (credential

stuffing or brute force to bypass), and any configuration modification events not tied to a change ticket. System

integrity: compare current firewall and SD-WAN configurations against known-good baselines; unauthorized

ACL changes, new NAT rules, or modified routing policies are high-fidelity indicators of post-exploitation activity.

Network telemetry: look for unexpected outbound connections from firewall management interfaces, particularly

to external IPs or domains not in your asset inventory. New administrative or service accounts on network

devices should be treated as suspicious absent a verified provisioning record. SIEM correlation: if your SIEM

ingests syslog from Cisco devices, build or tune rules for privilege escalation events (AAA accounting logs),

unexpected SNMP community string changes, and device reboot or image reload events that could indicate

firmware persistence attempts. For SD-WAN specifically, review orchestrator access logs for API calls from

unexpected source IPs and policy changes that were not initiated through your change management process.

Because specific CVE mechanics have not been confirmed from primary sources, generic pre-authentication

exploitation signatures should be treated as directionally useful but not definitive; update detection logic once

Cisco publishes full advisory details.

Framework Mappings

CIS-V8

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-STY-2026-0042
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-04-02 06:13 UTC Page 7SCC-STY-2026-0042

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.23 — Information security for use of cloud services

NIST-CSF-2

• DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria
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