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I Executive Summary

Al-assisted development tools are generating production code at a speed that outpaces every security
review model organizations currently operate. Research from Veracode (February 2026) and the Center for
Security and Emerging Technology (CSET) independently confirms that Al systems introduce insecure
code patterns, including injection flaws, improper access controls, and vulnerable dependencies, faster and
at greater scale than traditional gate-based review can address. For CISOs and boards, this is not a
vulnerability to patch; it is an architectural shift that demands security controls move inside the
development agent itself rather than sitting downstream as afinal checkpoint.

I Technical Analysis

The risk profile emerging from Al-assisted development is structural, not incidental. When an Al coding agent
generates a function, it draws on training data that includes known-vulnerable patterns. Without real-time
security enforcement at the agent layer, those patterns, covering CWE-20 (improper input validation), CWE-284
(improper access control), CWE-829 (inclusion of insecure functionality), and CWE-1357 (reliance on
insufficiently trustworthy component), enter codebases before any human reviewer sees them. At machine
generation speed, a single misconfigured agent can propagate the same flawed pattern across hundreds of
modules in the time a developer would review a single pull request.

CISOs should map this to MITRE ATT&CK with precision. T1195.001 (Supply Chain Compromise: Develop with
Malicious Code) describes the downstream exposure when vulnerable Al-generated code ships in production
software. T1554 (Compromise Software Supply Chain) applies when that code enters shared libraries or internal
packages that propagate across the enterprise. T1059 (Command and Scripting Interpreter) and T1068
(Exploitation for Privilege Escalation) represent exploitation paths that become viable once injection flaws or
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access control weaknesses from Al-generated code reach production.

OpenSSF's December 2025 analysis identifies an additional dimension: agentic systems operating inside CI/CD
pipelines carry identity and permissions footprints that organizations have not yet designed governance
frameworks to manage. An agent with write access to a deployment pipeline and no enforced least-privilege
boundary is a material supply chain risk, independent of whether the code it generates contains flaws.

CEST's analysis of the vulnerability lifecycle adds a timing dimension. Al does not merely introduce flaws; it
compresses the window between introduction and wide distribution. A vulnerability that might have appeared in
one codebase now appears simultaneously in every project using the same agent with the same prompt
patterns. This changes remediation math: the blast radius of a single insecure code generation pattern is no
longer bounded by a single team or product.

Veracode's February 2026 findings, reported by The Register, frame the operational consequence directly:
security is becoming unattainable under current review models when development velocity is Al-driven. The
implied requirement is a shift from episodic review (PR checks, SAST scans at build time) to continuous,
embedded security enforcement that operates at the same layer and speed as code generation itself.

I Action Checklist

1. Step 1: Assess exposure, inventory all Al-assisted coding tools in use across engineering teams,
including IDE plugins (GitHub Copilot, Cursor, Amazon CodeWhisperer), agentic coding systems, and any
CI/CD pipeline components with autonomous code generation or modification capabilities

2. Step 2: Review controls, verify that SAST and SCA tooling runs at PR creation, not only at build time;
confirm that dependency ingestion from Al-suggested packages is subject to the same vetting as manually
selected dependencies; check that CI/CD pipeline agents operate under least-privilege identities with
scoped write permissions, not shared admin credentials

3. Step 3: Update threat model, add Al-driven code generation as a supply chain risk vector in your threat
register; map it to T1195.001 and T1554; document the specific CWE classes most likely to emerge from
your tooling based on the language stacks in use

4. Step 4: Communicate findings, brief engineering leadership and the board on the distinction between
Al-generated code as a productivity tool and Al-generated code as an unreviewed contributor to the
codebase; frame the control gap in terms of review capacity versus generation velocity, not tool prohibition

5. Step 5: Monitor developments, track OpenSSF working group outputs on Al and secure development,
CSET's ongoing vulnerability lifecycle research, and any CISA guidance on software supply chain integrity
as it applies to agentic systems; watch for vendor-specific security advisories from Al coding tool providers
regarding prompt injection risks affecting code generation behavior

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to CISO and legal immediately if SAST scan results reveal Al-introduced CWE-89,
CWE-284, or CWE-798 findings that have already merged to production branches in systems
processing PII, PHI, or PCl-scoped data, as these conditions may trigger breach notification
obligations under GDPR Article 33, HIPAA 45 CFR 8164.410, or PCI DSS Requirement 12.10
depending on whether the vulnerable code was exploited.
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Recovery Notes After implementing PR-gate SAST and least-privilege CI/CD identity controls, conduct a
retrospective scan of all production branches using Semgrep with the 'p/owasp-top-ten’ and
'p/supply-chain' rulesets against the full commit history predating the control implementation
to identify Al-introduced vulnerabilities already in production. For any CWE-89 or CWE-284
findings confirmed in production code, treat affected services as potentially compromised and
review web server access logs, WAF logs, and application error logs for exploitation indicators
(anomalous SQL syntax in request parameters, unexpected 4xx/5xx spikes, access to
administrative endpoints without prior authentication) covering the period from Al tool
adoption to gate implementation. Maintain heightened log review frequency for 90 days
post-remediation, specifically monitoring for T1195.001 and T1554 indicators in deployment
pipelines.

Forensic Artifacts Git commit history with co-author trailers (‘Co-authored-by: GitHub Copilot’) and commit
timestamps — establishes temporal mapping of Al-generated code introduction versus SAST
finding emergence, and identifies specific files and functions requiring retrospective security
review | CI/CD pipeline execution logs (GitHub Actions run logs, GitLab CI job traces, Jenkins
build console output) — specifically job steps that invoked Al coding agents or dependency
resolution, capturing which Al-suggested packages were installed and whether SAST/SCA
checks were bypassed or non-blocking at time of merge | SAST and SCA tool output archives
(Semgrep SARIF files, Dependabot alert exports, OWASP Dependency-Check XML reports)
correlated with repository names and merge timestamps — provides the empirical record of
which CWE classes Al tooling introduced, at what rate, and whether findings were suppressed
or ignored | CI/CD service account IAM permission records and GitHub Actions secret access
logs — documents whether pipeline agents operated with overprivileged identities at the time
Al-generated code was committed, establishing blast radius if T1554 (Compromise Host
Software Binary) via agentic pipeline manipulation is suspected | Application dependency lock
files (package-lock.json, requirements.txt, Pipfile.lock, go.sum, pom.xml) from production
branches at time of Al tool adoption — enables retrospective SCA analysis to identify
hallucinated or typosquatted package names suggested by Al tools that may have resolved to
malicious packages in public registries (npm, PyPI, RubyGems)

Per-Action IR Details

Step 1: Assess exposure — inventory all Al-assisted coding tools in use across engineering teams, including
IDE plugins (GitHub Copilot, Cursor, Amazon CodeWhisperer), agentic coding systems, and any CI/CD
pipeline components with autonomous code generation or modification capabilities

NIST Phase: Preparation

Reference: NIST 800-61r3 82 — Preparation: Establishing IR capability requires knowing what systems and tooling
are in scope; asset inventory of Al coding tools is a prerequisite to detecting or responding to Al-introduced code risks

Controls: NIST IR-4 (Incident Handling) — scoping the incident handling capability to include Al-assisted development
tooling as a risk surface, NIST SI-5 (Security Alerts, Advisories, and Directives) — maintaining awareness of
vendor-specific advisories from GitHub, Amazon, and Cursor regarding prompt injection and insecure code generation
behavior, CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory) — extend asset inventory to include
IDE plugins, agentic coding agents, and CI/CD components with code-write permissions, CIS 2.1 (Establish and
Maintain a Software Inventory) — catalog Al coding tool versions, model endpoints, and plugin configurations across
all engineering workstations and pipeline runners

Compensating: Run 'grep -r copilot ~/.vscode/extensions/' and equivalent for JetBrains/Cursor plugin directories on
developer endpoints; query GitHub org audit logs via 'gh api /orgs/{org}/audit-log?phrase=copilot' to enumerate Copilot
enablement per repository; use 'pip list', 'npm list -g', or 'gem list' on CI/CD runner hosts to detect CodeWhisperer
SDKs or agentic framework packages (e.g., LangChain, AutoGen, CrewAl) installed in pipeline environments.
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Evidence: Before inventorying, capture: (1) GitHub organization audit log exports showing Copilot seat assignments
and repository-level enablement; (2) CI/CD runner environment variable dumps (excluding secrets) to identify Al API
keys (OPENAI_API_KEY, ANTHROPIC_API_KEY, AWS_CODEWHISPERER_*) indicating autonomous agent
integration; (3) IDE extension manifests from developer workstations at paths such as
'%APPDATA%\Code\User\extensions\' (Windows) or '~/.vscode/extensions/' (Linux/macOS) listing installed Al coding
plugins and their versions.

Step 2: Review controls — verify that SAST and SCA tooling runs at PR creation, not only at build time;
confirm that dependency ingestion from Al-suggested packages is subject to the same vetting as manually
selected dependencies; check that CI/CD pipeline agents operate under least-privilege identities with scoped
write permissions, not shared admin credentials

NIST Phase: Preparation

Reference: NIST 800-61r3 82 — Preparation: Validating that detection and prevention controls are correctly positioned
in the development pipeline before Al-generated code reaches production is a preparation-phase activity that reduces
both likelihood and dwell time of introduced vulnerabilities

Controls: NIST SI-2 (Flaw Remediation) — verify SAST (e.g., Semgrep, CodeQL) and SCA (e.g., Dependabot,
OWASP Dependency-Check) gates trigger on PR creation to catch Al-introduced CWE-89, CWE-79, CWE-284, and
CWE-1395 patterns before merge, NIST SI-7 (Software, Firmware, and Information Integrity) — confirm integrity
verification of Al-suggested dependency packages against known-good checksums prior to ingestion into the build,
NIST AC-6 (Least Privilege) — validate that CI/CD pipeline agents (GitHub Actions runners, GitLab Cl agents, Jenkins
executors) operate under scoped service identities, not shared admin tokens or org-level secrets, CIS 7.1 (Establish
and Maintain a Vulnerability Management Process) — formalize the PR-gate SAST/SCA check as a documented step
in the vulnerability management process covering Al-generated code, CIS 7.4 (Perform Automated Application Patch
Management) — extend automated dependency update policy to cover packages hallucinated or suggested by Al
coding tools, treating them as untrusted until SCA-verified

Compensating: Enable Semgrep OSS with the 'p/owasp-top-ten' and 'p/supply-chain’ rulesets as a GitHub Actions
step triggered on 'pull_request' events (free tier supports unlimited public repos, 200 scans/month private); run
OWASP Dependency-Check via CLI (‘'dependency-check.sh --project ai-code --scan ./') as a required PR check; audit
GitHub Actions workflow files for 'permissions: write-all' or missing 'permissions:' blocks using 'grep -r "permissions"
.github/workflows/' and replace with scoped 'contents: read' / 'packages: write' declarations.

Evidence: Before reviewing controls, capture: (1) GitHub Actions or GitLab CI pipeline configuration files
(.github/workflows/*.yml, .gitlab-ci.yml) showing current trigger conditions — specifically whether SAST/SCA steps are
bound to 'push’ (build-time only) versus 'pull_request' (PR-time); (2) service account permission dumps for CI/CD
runner identities via 'gh api /repos/{owner}/{repo}/actions/secrets' and IAM policy exports for AWS
CodeBuild/CodePipeline roles to document pre-change least-privilege posture; (3) package lock files
(package-lock.json, requirements.txt, go.sum) from repositories where Al coding tools are active, preserving a
snapshot of dependency state prior to any remediation.

Step 3: Update threat model — add Al-driven code generation as a supply chain risk vector in your threat
register; map it to T1195.001 and T1554; document the specific CWE classes most likely to emerge from your

tooling based on the language stacks in use

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Updating the threat model with Al code generation as a supply chain
vector (T1195.001 — Compromise Software Supply Chain, T1554 — Compromise Host Software Binary) prepares the
organization to recognize and classify future incidents arising from this vector during detection and analysis

Controls: NIST RA-3 (Risk Assessment) — formally add Al-generated code introduction of CWE-89 (SQL Injection),
CWE-79 (XSS), CWE-284 (Improper Access Control), and CWE-1395 (Dependency on Vulnerable Third-Party
Component) as threat scenarios tied to specific language stacks in use, NIST SA-15 (Development Process,
Standards, and Tools) — document Al coding tool usage (Copilot, CodeWhisperer, Cursor) as a formal development
tool subject to supply chain risk assessment, with known insecure code pattern classes cataloged per Veracode
February 2026 and CSET research findings, NIST IR-4 (Incident Handling) — update incident classification criteria to
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include 'Al-introduced vulnerable code reaching production' as a triggerable incident category with defined severity
thresholds, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — incorporate T1195.001 and
T1554 as threat sources in the vulnerability management process documentation, with Al coding tools listed as a
contributing mechanism alongside traditional supply chain vectors

Compensating: Maintain the threat register as a markdown or YAML file in version control; for each language stack
(e.g., Python, JavaScript, Go), document the top-5 CWE classes statistically associated with Al-generated code per
Veracode research (Python: CWE-89, CWE-78; JavaScript: CWE-79, CWE-1321; Go: CWE-190, CWE-20); tag each
entry with MITRE ATT&CK technique IDs T1195.001 and T1554 for traceability; use the MITRE ATT&CK Navigator
(free, browser-based) to create a layer file marking these techniques with heat scores reflecting your Al tool footprint.
Evidence: Before updating the threat model, capture: (1) current threat register or risk register exports to establish a
pre-change baseline for audit purposes; (2) Veracode SAST scan history reports or SCA reports (if already running)
filtered for CWE-89, CWE-79, CWE-284, and CWE-937 findings in repositories where Copilot or CodeWhisperer are
enabled — this establishes empirical ground truth for which CWE classes your specific tooling is actually introducing;
(3) git blame or commit metadata from those repositories identifying commits authored with Al tool assistance (look for
Copilot co-author trailers: 'Co-authored-by: GitHub Copilot ' in commit messages).

Step 4: Communicate findings — brief engineering leadership and the board on the distinction between
Al-generated code as a productivity tool and Al-generated code as an unreviewed contributor to the
codebase; frame the control gap in terms of review capacity versus generation velocity, not tool prohibition

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Communicating systemic risk findings to leadership and
updating organizational posture based on those findings is a post-incident (lessons-learned and governance) activity;
in this case the 'incident' is the recognition of a structural control gap before a breach has occurred, and the
communication closes the governance loop

Controls: NIST IR-6 (Incident Reporting) — report the identified control gap (Al code generation velocity exceeding
review capacity) to organizational leadership as a risk finding requiring documented acceptance or remediation
decision, NIST IR-8 (Incident Response Plan) — update the IR plan to reflect Al-assisted development tooling as an
in-scope risk source, ensuring board and leadership acknowledgment is documented, NIST PM-9 (Risk Management
Strategy) — frame the generation-velocity versus review-capacity gap as a risk management strategy decision for
leadership: accept, mitigate (add automated gates), transfer, or avoid, CIS 7.2 (Establish and Maintain a Remediation
Process) — present the remediation process options (PR-gate SAST, mandatory human review thresholds, Al code
volume metrics) to leadership with defined SLAs for high-severity CWE findings introduced by Al tools
Compensating: Prepare a one-page brief using concrete metrics: (1) count of Al-assisted commits per month from git
log analysis (‘git log --all --pretty=format:"%H %ae %s" | grep -i copilot’); (2) ratio of those commits reviewed by a
human with security context versus auto-merged; (3) count of CWE-class findings introduced in Al-authored commits
from SAST history; present the generation-to-review ratio as the core risk metric rather than a narrative argument —
boards respond to ratios, not descriptions.

Evidence: Before briefing, capture: (1) git log statistics quantifying Al-assisted commit volume over the past 90 days
per repository — use 'git shortlog -sn --all' combined with co-author trailer grep to isolate Al-attributed commits; (2)
SAST finding trend data showing whether CWE-89, CWE-79, and CWE-284 finding rates correlate temporally with Al
tool adoption dates; (3) CI/CD merge gate bypass logs — GitHub branch protection rule audit events showing PRs
merged without required SAST check completion, which directly evidence the review-capacity gap being
communicated.

Step 5: Monitor developments — track OpenSSF working group outputs on Al and secure development,
CSET's ongoing vulnerability lifecycle research, and any CISA guidance on software supply chain integrity as
it applies to agentic systems; watch for vendor-specific security advisories from Al coding tool providers
regarding prompt injection risks affecting code generation behavior

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Establishing ongoing intelligence monitoring for an emerging
threat class (Al-generated insecure code, prompt injection in agentic coding systems) is a post-incident improvement

Generated by TJS Security Command Center | 2026-04-01 06:06 UTC SCC-STY-2026-0041 Page 5



SECURITY COMMAND CENTER SCC- STY-2026- 0041
Tech Jacks Solutions TLP:CLEAR

activity that feeds back into the preparation phase, closing the IR lifecycle loop

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives) — establish a formal process to receive and act on
security advisories from GitHub (Copilot), Amazon (CodeWhisperer), Anysphere (Cursor), and OpenSSF regarding
prompt injection vulnerabilities in code generation models and insecure output patterns, NIST IR-4 (Incident Handling)
— incorporate intelligence from CSET vulnerability lifecycle research and CISA software supply chain guidance into
incident criteria updates, specifically triggering reclassification if agentic systems are found to have been manipulated
via prompt injection to introduce backdoors (T1554), NIST AU-6 (Audit Record Review, Analysis, and Reporting) —
schedule recurring review of Al coding tool audit logs and pipeline telemetry aligned with cadence of OpenSSF and
CISA advisory releases to detect changes in tool behavior consistent with prompt injection exploitation, CIS 7.1
(Establish and Maintain a Vulnerability Management Process) — document the external intelligence sources
(OpenSSF, CSET, CISA, vendor security advisories) as named inputs to the vulnerability management process with
defined review frequency

Compensating: Subscribe to the OpenSSF Security Tooling WG mailing list and GitHub advisory feed (free RSS:
https://github.com/advisories.atom — label search-retrieved, recommend human validation); configure a free RSS
aggregator (e.g., Miniflux, FreshRSS self-hosted) to monitor CISA Known Exploited Vulnerabilities catalog filtered for
'supply chain' and ‘code execution' tags; set a GitHub repository watch on ‘github/copilot-safety’ and equivalent vendor
security disclosure repositories; assign one team member a recurring 30-minute weekly task to review OpenSSF
Scorecard results for repositories where Al tools are active.

Evidence: Before establishing the monitoring program, capture: (1) a baseline snapshot of current vendor security
advisory subscription status — document which team members, if any, are subscribed to GitHub Security Advisory
notifications, AWS Security Bulletins, and CISA advisories, to identify the existing gap; (2) any prior prompt injection
test results or red team findings against internal agentic coding systems (AutoGen, LangChain-based agents, or
custom GPT-4/Claude integrations in CI/CD) — these establish whether the prompt injection vector (T1059.007 —
Command and Scripting Interpreter: JavaScript, or T1059.006 — Python, depending on agent runtime) is already
realized in your environment; (3) CISA Secure Software Development Attestation form submissions or SBOM artifacts
from Al tool vendors, if available under current contractual terms, to baseline vendor-side security posture before
monitoring begins.

I Detection Guidance

Detection for this risk class operates at two levels: code artifact analysis and pipeline behavior monitoring.

For code artifact analysis: configure SAST tooling to flag the CWE classes most associated with Al generation
errors, specifically CWE-20 (input validation), CWE-284 and CWE-306 (access control gaps), and CWE-829
(insecure dependency inclusion). Establish a baseline of pre-Al-adoption defect density per CWE class and alert
on statistically significant increases. Track the ratio of Al-suggested code accepted without modification versus
reviewed and revised; a high accept-without-review rate is a leading indicator of unvetted pattern propagation.

For pipeline behavior monitoring: audit CI/CD service account permissions quarterly and alert on any agent
identity requesting permissions outside its defined scope. Log all dependency additions made by automated
agents and cross-reference against known-vulnerable package versions in the NVD and OSV databases. Flag
any pipeline job that modifies build configuration files (Dockerfile, requirements.txt, package.json, build.gradle)
without an associated human-authored commit in the same PR.

For hunting: query your SIEM for unusual outbound connections from build environments, which may indicate a
compromised dependency executing at build time (T1195.001). Review code review metrics for PRs where
Al-generated code was merged without comment or review activity, as these represent the lowest-scrutiny entry
points for insecure patterns.

I Framework Mappings
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MITRE-ATTACK

e T1554 — Compromise Host Software Binary
e T1059 — Command and Scripting Interpreter
e T1068 — Exploitation for Privilege Escalation

e T1195.001 — Compromise Software Dependencies and Development Tools
NIST-800-53R5

¢ CM-7 — Least Functionality

e SI-3 — Malicious Code Protection

e Sl|-4 — System Monitoring

e SI-7 — Software, Firmware, and Information Integrity

e AC-6 — Least Privilege

e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-10 — Information Input Validation

¢ |A-2 — Identification and Authentication (Organizational Users)

e AC-3 — Access Enforcement
OWASP-TOP10-2021

e A03:2021 — Injection
e A07:2021 — ldentification and Authentication Failures
e A01:2021 — Broken Access Control

CIS-V8

e 16.10 — Apply Secure Design Principles in Application Architectures
* 6.3 — Require MFA for Externally-Exposed Applications
e 6.1 — Establish an Access Granting Process

e 6.2 — Establish an Access Revoking Process
1ISO-27001-2022

e A.8.26 — Application security requirements
¢ A.8.8 — Management of technical vulnerabilities

¢ A.5.23 — Information security for use of cloud services

SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets
HIPAA-SECURITY

e 164.312(a)(1) — Access Control
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MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1554 Compromise Host Software Binary Persistence

T1059 Command and Scripting Interpreter Execution

T1068 Exploitation for Privilege Escalation Privilege-Escalation

T1195. 001 Compromise Software Dependencies and Initial-Access
Development Tools

Sources
Source URL Tier
Al, Software https://openssf.org/blog/2025/12/29/ai-software-development-securit... T3

Development, Security,
Tips, and the Future

(Part 1)

Al and the Software https://cset.georgetown.edu/article/ai-and-the-software-vulnerabili... T1
Vulnerability Lifecycle -

CSET

Al-Generated Code https://www.veracode.com/blog/ai-generated-code-security-risks/ T3

Security Risks: What
Developers Must Know

Rapid Al-driven https://www.theregister.com/2026/02/26/veracode_security_ai/ T3
development makes
security unattainable

Understanding the https://www.blackfog.com/understanding-the-biggest-ai-security-vuln... T3
Biggest Al Security
Vulnerabilities of 2025
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