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I Executive Summary

According to CrowdStrike's published announcements, OpenAl's Trusted Access for Cyber (TAC)
program has granted CrowdStrike access to frontier Al models for enterprise SOC workflows, described in
technical materials as including cybersecurity-specialized capabilities. This integration moves Al-assisted
defense from experimental to operational, creating a compound governance challenge: security teams must
now govern the Al agents they deploy, not just the threats those agents are meant to detect. Organizations
without established Al governance frameworks covering agent permissions, audit logging, and human
oversight controls face both operational risk and regulatory exposure ahead of the EU Al Act's August 2,
2026 enforcement deadline. Note: OpenAl's official TAC program documentation and specific model
specifications have not been independently verified against these claims and should be confirmed with
official OpenAl sources.

I Technical Analysis

CrowdsStrike's announced patrticipation in OpenAl's TAC program integrates advanced Al capabilities into
CrowdsStrike Falcon Platform workflows via Charlotte Al and AgentWorks agentic framework. Three structural
risk categories are commonly found in agentic Al deployments in SOC environments and should be evaluated
as part of governance control design. CWE-284 (Improper Access Control): Al agents may inherit permissions
from the service accounts or user contexts under which they operate, potentially exceeding the minimum
necessary access for their assigned tasks. CWE-250 (Execution with Unnecessary Privileges): agentic
workflows that execute code, run queries, or interact with production systems may do so with elevated privileges
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if not explicitly scoped. CWE-778 (Insufficient Logging): Al agent decision paths and model-driven actions may
not generate auditable logs in standard SIEM pipelines, creating behavioral observability gaps. MITRE ATT&CK
techniques of concern include T1078 (Valid Accounts, agents inheriting user permissions), T1059 (Command
and Scripting Interpreter, agents executing code), T1530 (Data from Cloud Storage, agent access to production
data), T1195 (Supply Chain Compromise, Al model and agent supply chain risk), T1548 (Abuse Elevation
Control Mechanism), and T1562.001 (Impair Defenses, agent-driven rule modification). No CVE has been
assigned; this is a governance and architecture risk item, not a disclosed vulnerability. Per Regulation
2024/1689 (EU Al Act), Al systems deployed in critical infrastructure and security operations contexts are
classified as high-risk under Annex lll, requiring mandatory conformity assessments by August 2, 2026. The
specific regulatory text and enforcement provisions should be verified against the official EU regulation.

I Action Checklist

1. Step 1: Inventory and catalog all Al agent deployments within your SOC environment, including
CrowdStrike Charlotte Al and AgentWorks integrations; document the service accounts, permissions, and
data access scopes assigned to each agent

2. Step 2: Permission Scoping, audit agent service accounts for excess privilege; apply least-privilege
principles per NIST SP 800-53 AC-6; revoke or scope down any permissions that exceed the agent's
documented operational need

3. Step 3: Logging Configuration, verify that Al agent actions, model queries, and automated decisions
generate auditable log entries; confirm these logs flow into your SIEM; test for gaps in behavioral
observability against CWE-778 controls

4. Step 4: Human Oversight Controls, establish and document human-in-the-loop approval gates for
high-impact agent actions (rule changes, automated responses, data access); align gate thresholds with
your incident response playbooks

5. Step 5: EU Al Act Readiness, if your organization operates in the EU or processes EU-resident data,
conduct a preliminary conformity assessment for Al systems in security operations roles; assign ownership
for the August 2, 2026 enforcement deadline to your GRC function; reference Regulation 2024/1689
Annex Il high-risk classification criteria. Steps 1-4 should be completed by June 2026 to allow remediation
time before August 2, 2026 enforcement.

I IR/ Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to urgent if discovery during the Step 1 inventory reveals Charlotte Al or AgentWorks
service accounts with active 'response-actions:write' permissions and no corresponding
human-in-the-loop approval gate documented in the IR playbook, or if the organization
processes EU-resident data and no GRC owner has been assigned to the August 2, 2026 EU
Al Act enforcement deadline within 30 days of TAC program enrollment.

Generated by TJS Security Command Center | 2026-04-28 13:44 UTC SCC-GOV-2026-0022 Page 2



SECURITY COMMAND CENTER SCC- GOV- 2026- 0022
Tech Jacks Solutions TLP:CLEAR

Recovery Notes Post-remediation, validate that all Charlotte Al and AgentWorks automated actions for 30
days post-hardening are logged with complete AU-3-compliant audit records (actor, action,
target, timestamp, model query reference) and that no high-impact actions (host isolation,
detection rule promotion, policy changes) executed without a corresponding human approval
record in the ticketing system. Monitor Falcon audit logs weekly for new API client
registrations or scope expansions on Al agent accounts, which could indicate TAC program
updates silently re-elevating permissions. After the EU Al Act conformity assessment is
complete, schedule a 90-day reassessment to capture any changes to Charlotte Al or
GPT-5.4-Cyber capabilities introduced by CrowdStrike or OpenAl model updates that could
alter the Annex Il risk classification.

Forensic Artifacts CrowdStrike Falcon API audit log (event type: api_activity) filtered by Al agent service account
client_ids — captures all automated actions initiated by Charlotte Al and AgentWorks,
including timestamps, targeted host identifiers, and action types; this is the primary evidence
source for reconstructing what Al agents did autonomously versus under human direction |
Falcon console activity _audit log filtered for configuration changes to Fusion workflows,
detection rule promotions, and response policy modifications — identifies any autonomous or
unauthorized changes to SOC detection logic initiated through the TAC program integration |
CrowdStrike Falcon RBAC role assignment export (GET /user-management/queries/roles/v1)
timestamped at TAC enrollment date and compared against current state — delta between
the two exports is direct evidence of permission creep introduced during OpenAl TAC
program onboarding | OpenAl APl usage logs for the GPT-5.4-Cyber model endpoint — if
accessible via the TAC program dashboard, these logs record which telemetry payloads were
submitted to the model, enabling review for inadvertent transmission of Pll-bearing SOC data
that could trigger GDPR or EU Al Act data governance obligations | Falcon Fusion workflow
execution history for any workflow referencing Charlotte Al signals as triggers — provides a
complete timeline of Al-influenced automated decisions (containment, notifications,
enrichment queries) that can be cross-referenced against the human approval gate records to
identify any autonomous high-impact actions that bypassed governance controls

Per-Action IR Details

Step 1: Inventory — catalog all Al agent deployments within your SOC environment, including CrowdStrike
Charlotte Al and AgentWorks integrations; document the service accounts, permissions, and data access
scopes assigned to each agent

NIST Phase: Preparation
Reference: NIST 800-61r3 §2 — Preparation: Establishing IR Capability and Asset Visibility

Controls: NIST IR-4 (Incident Handling) — requires an implemented incident handling capability covering preparation,
NIST IR-8 (Incident Response Plan) — plan must reflect current asset and system inventory including Al agent
components, CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory) — Al agents (Charlotte Al,
AgentWorks) and their associated service accounts qualify as enterprise assets requiring inventory, CIS 2.1 (Establish
and Maintain a Software Inventory) — GPT-5.4-Cyber model integrations and AgentWorks agent binaries must appear
in the authorized software inventory, NIST SI-7 (Software, Firmware, and Information Integrity) — inventory supports
baseline integrity verification for Al agent deployments

Compensating: For teams without a CMDB: run 'Get-ADServiceAccount -Filter * and 'Get-LocalUser' on Windows
hosts in the SOC environment to enumerate service accounts; cross-reference against CrowdStrike Falcon console
under Configuration > API Clients & Keys to list all registered API credentials and their scope assignments. On Linux,
run 'getent passwd | grep -E "nologin|false" ' filtered against known agent service names. Maintain results in a shared
spreadsheet with columns: agent name, service account UPN, assigned Falcon roles, data scopes (telemetry read,
response actions, policy write), and TAC program participation flag.

Evidence: Before inventorying, snapshot the current state of CrowdStrike Falcon API client registrations (Falcon
console > Support > API Clients) and export all Charlotte Al and AgentWorks service account tokens with their creation
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timestamps and last-used dates — this establishes a pre-audit baseline to detect any accounts created or modified
during the TAC onboarding window that may have been granted elevated scope without change control approval.

Step 2: Permission Scoping — audit agent service accounts for excess privilege; apply least-privilege
principles per NIST SP 800-53 AC-6; revoke or scope down any permissions that exceed the agent's
documented operational need

NIST Phase: Preparation
Reference: NIST 800-61r3 82 — Preparation: Access Control and Capability Hardening Prior to Incident

Controls: NIST AC-6 (Least Privilege) — service accounts for Charlotte Al and AgentWorks must hold only the Falcon
RBAC roles and API scopes required for documented SOC workflows; TAC program enroliment does not justify
elevated persistent access, NIST IR-4 (Incident Handling) — excess privilege on Al agent accounts expands the blast
radius of any future incident involving agent compromise or misuse, NIST IA-2 (Identification and Authentication —
Organizational Users) — Al agent service accounts must be uniquely identified and not shared across multiple agent
functions, CIS 5.4 (Restrict Administrator Privileges to Dedicated Administrator Accounts) — Charlotte Al and
AgentWorks accounts performing automated response actions must not share credentials with human administrator
accounts, CIS 6.1 (Establish an Access Granting Process) — TAC program onboarding of GPT-5.4-Cyber access must
follow the documented access granting process, not bypass it via vendor-provisioned credentials

Compensating: Export Falcon API client scopes via the Falcon API: GET /oauth2/entities/api-clients/v1 (requires API
client with 'API Clients Read' scope). Pipe output through 'jq' to list each client_id, its assigned scopes, and
last_used_timestamp. Flag any client holding ‘response-actions:write' or 'prevention-policies:write' alongside
'detections:read' — that combination exceeds read-only detection use cases. For Active Directory service accounts
backing AgentWorks, run 'Get-ADUser -ldentity -Properties MemberOf | Select MemberOf' and revoke membership in
any privileged group (Domain Admins, Falcon Administrators) not required by the agent's function.

Evidence: Before revoking permissions, export and preserve a timestamped copy of all Falcon RBAC role
assignments and API client scope configurations as forensic baseline — if an Al agent is later implicated in
unauthorized automated actions (e.g., policy changes, host containment without approval), this export is the evidence
chain establishing what access was granted, when, and by whom during TAC enrollment.

Step 3: Logging Configuration — verify that Al agent actions, model queries, and automated decisions
generate auditable log entries; confirm these logs flow into your SIEM; test for gaps in behavioral
observability against CWE-778 controls

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Log Management and Behavioral Visibility

Controls: NIST AU-2 (Event Logging) — Al agent actions (Charlotte Al triage decisions, AgentWorks automated
responses, GPT-5.4-Cyber model queries) must be defined as auditable event types, NIST AU-3 (Content of Audit
Records) — each Al agent log entry must capture: what action occurred, which agent initiated it, which asset was
targeted, what model query or decision produced the action, and the timestamp, NIST AU-12 (Audit Record
Generation) — the CrowdStrike Falcon platform must be configured to generate audit records for all agent-initiated
events, not only human-operator events, NIST SI-4 (System Monitoring) — monitoring scope must explicitly include Al
agent behavioral telemetry, not only endpoint and network telemetry, CIS 8.2 (Collect Audit Logs) — Falcon audit logs
covering Charlotte Al decisions and AgentWorks automated actions must be collected and retained per the enterprise
log management process

Compensating: If no SIEM is available: configure Falcon's audit log streaming via the Falcon Data Replicator (FDR) or
Falcon SIEM Connector to write to a local syslog server (rsyslog/syslog-ng). Filter for event types: ‘activity_audit'
(human and agent console actions), 'api_activity' (programmatic API calls by AgentWorks service accounts), and
‘prevention_summary' (automated response actions). On-host, deploy Sysmon with a configuration that captures Event
ID 1 (Process Create) and Event ID 11 (File Create) for the AgentWorks agent process. Write a Sigma rule targeting
api_activity events where the initiating client_id matches any registered Al agent API client to detect autonomous
actions without a correlated human session.

Evidence: Before remediating logging gaps, pull the current Falcon audit log for the past 30 days filtered by agent
service account client_ids and document which action categories have zero log entries — absence of logging for
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automated response actions (host containment, policy pushes) is itself a CWE-778 gap and a forensic blind spot that
must be recorded as a finding before it is remediated, since remediating it without documentation destroys evidence of
the pre-TAC-enrollment observability posture.

Step 4: Human Oversight Controls — establish and document human-in-the-loop approval gates for
high-impact agent actions (rule changes, automated responses, data access); align gate thresholds with your
incident response playbooks

NIST Phase: Containment
Reference: NIST 800-61r3 §3.3 — Containment: Deciding Containment Strategy and Authorizing Response Actions

Controls: NIST IR-4 (Incident Handling) — containment decisions, including those initiated by Al agents like Charlotte
Al or AgentWorks, must remain within the incident handling capability governed by the IR plan; autonomous
containment without documented approval gates violates this control, NIST IR-8 (Incident Response Plan) — the IR
plan must explicitly define which Al agent actions are pre-authorized (e.g., alert triage, IOC enrichment) versus which
require human approval (e.g., host network isolation, detection rule promotion to block mode, GPT-5.4-Cyber model
guery involving Pll-bearing telemetry), NIST AC-6 (Least Privilege) — approval gates enforce least-privilege at the
action level, not just the permission level: an agent may hold ‘response-actions:write' scope but still require human
confirmation before executing, NIST SI-6 (Security and Privacy Function Verification) — automated decisions by Al
agents must be verifiable; approval gates create the verification checkpoint, CIS 6.5 (Require MFA for Administrative
Access) — human approvers activating high-impact agent actions must authenticate with MFA before confirming,
preventing approval-gate bypass via compromised human accounts

Compensating: Without a SOAR platform: implement approval gates using a ticketing system (Jira, ServiceNow free
tier, or even a monitored email alias) as the required confirmation step before any AgentWorks automated response
executes against production assets. Define in the IR playbook that Charlotte Al triage recommendations are advisory
only until a named analyst approves in the ticket. For Falcon, use Workflow automation with a 'Notify' action (rather
than 'Respond') for any workflow triggered by a Charlotte Al signal, requiring a human to manually escalate to contain
— this is achievable in Falcon Fusion without additional budget. Document the gate matrix as a table: action type |
agent | approval required | approver role | max response time.

Evidence: Before implementing gates, extract the full Falcon Fusion workflow inventory and Charlotte Al response
policy configuration to document every currently-enabled automated action that executes without human confirmation
— this is your pre-gate blast radius map and must be preserved as a governance artifact showing the pre-remediation
autonomous action surface.

Step 5: EU Al Act Readiness — if your organization operates in the EU or processes EU-resident data,
conduct a preliminary conformity assessment for Al systems in security operations roles; assign ownership
for the August 2, 2026 enforcement deadline to your GRC function; reference the EU Al Act Annex Il high-risk
classification criteria

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Lessons Learned, Policy Updates, and Governance
Improvement

Controls: NIST IR-8 (Incident Response Plan) — the IR plan must be updated to reflect the regulatory compliance
obligations created by deploying high-risk Al systems (Charlotte Al, GPT-5.4-Cyber) in security operations roles
subject to EU Al Act Annex Ill, NIST RA-1 (Risk Assessment Policy and Procedures) — EU Al Act conformity
assessment is a formal risk assessment activity that must be owned, scheduled, and tracked under the enterprise risk
assessment program, NIST CA-2 (Control Assessments) — the conformity assessment for Charlotte Al and
AgentWorks as potential Annex IlI high-risk Al systems is a compliance assessment activity that falls under CA-2
scope, NIST IR-6 (Incident Reporting) — organizations subject to the EU Al Act must understand how serious Al
system incidents (including Al-driven false containment or unauthorized data access) trigger mandatory reporting
obligations to the relevant national market surveillance authority, CIS 7.1 (Establish and Maintain a Vulnerability
Management Process) — the EU Al Act compliance timeline (August 2, 2026) must be tracked as a remediation
deadline within the vulnerability/risk management process, not managed ad hoc
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Compensating: For GRC teams without dedicated Al compliance tooling: use the EU Al Act Annex Il checklist
published by the EU Al Office (ai-office.ec.europa.eu) to manually assess whether Charlotte Al and GPT-5.4-Cyber
deployments qualify as high-risk (security-critical infrastructure systems are a named Annex Il category). Document
findings in a risk register spreadsheet with columns: Al system name, Annex Il category applicability, current
conformity gap, owner, and target remediation date. Set a calendar milestone for March 2026 to complete a draft
conformity assessment, leaving five months before the August 2026 deadline for remediation cycles. Note: URL for EU
Al Office should be validated by a human reviewer before use, as enforcement guidance pages update frequently.

Evidence: Before conducting the conformity assessment, preserve a point-in-time record of all Al system
configurations, TAC program enrollment documentation, and CrowdStrike-OpenAl data processing agreements
currently in place — these documents establish the factual basis for Annex Il classification decisions and will be
required evidence if the organization is audited by a national market surveillance authority after August 2, 2026.

I Detection Guidance

Behavioral indicators to monitor for Al agent governance gaps: (1) Service account activity, alert on CrowdStrike
Falcon or Charlotte Al service accounts accessing data repositories or executing actions outside documented
operational hours or scope; query your SIEM for service account logins followed by bulk data reads from cloud
storage (T1530). (2) Privilege use, monitor for agent processes running under accounts with admin or elevated
roles; flag execution events from Al agent process trees that invoke privileged API calls (T1548). (3) Log gaps,
run a coverage audit: identify time windows where Charlotte Al or AgentWorks activity is not represented in your
SIEM; absence of logs from an active agent is itself a detection signal (CWE-778). (4) Rule modification events,
alert on automated changes to detection rules or response policies not initiated by a named human operator
(T1562.001). (5) Outbound model queries, if your environment proxies Al model API calls, log and baseline
outbound query volume and data payload size to detect anomalous data exfiltration via model input (T1530). No
published indicators of compromise (I0OCs) exist for this governance risk; detection is behavioral, not
signature-based. Focus on operational logging and access audits as detection mechanisms.

I Framework Mappings

MITRE-ATTACK

e T1195 — Supply Chain Compromise
e T1078 — Valid Accounts
e T1562.001 — Disable or Modify Tools
e T1059 — Command and Scripting Interpreter
e T1548 — Abuse Elevation Control Mechanism
e T1530 — Data from Cloud Storage
e T1496 — Resource Hijacking

NIST-800-53R5
* SA-9 — External System Services
¢ SR-2 — Supply Chain Risk Management Plan
¢ SR-3 — Supply Chain Controls and Processes
e SI-7 — Software, Firmware, and Information Integrity

* AC-2 — Account Management
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e AC-6 — Least Privilege

e |A-2 — Identification and Authentication (Organizational Users)
* |A-5 — Authenticator Management

e CM-7 — Least Functionality

* SI-3 — Malicious Code Protection

e Sl-4 — System Monitoring

¢ CM-6 — Configuration Settings

e AC-3 — Access Enforcement
OWASP-TOP10-2021

e A01:2021 — Broken Access Control
CIS-Vv8

e 6.1 — Establish an Access Granting Process
e 6.2 — Establish an Access Revoking Process
e 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts

¢ 6.8 — Define and Maintain Role-Based Access Control
SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

HIPAA-SECURITY

e 164.312(a)(1) — Access Control

I MITRE ATT&CK Mapping

Technique ID Techniqgue Name Tactic
T1195 Supply Chain Compromise Initial-Access
T1078 Valid Accounts Defense-Evasion
T1562. 001 Disable or Modify Tools Defense-Evasion
T1059 Command and Scripting Interpreter Execution
T1548 Abuse Elevation Control Mechanism Privilege-Escalation
T1530 Data from Cloud Storage Collection
T1496 Resource Hijacking Impact

I Sources
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Source URL Tier

Blog https://www.crowdstrike.com/en-us/blog/frontier-ai-for-defenders-cr... T3
https://www.crowdstrike.com/en-us/blog/crowdstrike-falcon-platform-... T3
https://fintechmagazine.com/news/how-openais-secure-ai-shields-fina... T3
https://www.crowdstrike.com/en-us/blog/crowdstrike-brings-ai-powere... T3

OpenAl TAC Program https://techjacksolutions.com/scc-intel/openai-tac-program-expands-... T3
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This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
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