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I Executive Summary

OpenAl has released GPT-5.4-Cyber, a frontier Al model purpose-built for defensive security operations,
and expanded its Trusted Access for Cyber (TAC) program to include formal identity verification and
tiered access controls, with CrowdStrike named as a launch participant. This represents the first formal
governance framework from a frontier Al lab establishing accountability structures specifically for
security defender use cases, integrating into CrowdStrike's Falcon platform via Charlotte Al AgentWorks
and Falcon AIDR. The strategic risk is not a discrete vulnerability: it isthat Al-generated triage outputs are
projected to outpace human analyst review capacity, making access governance and prioritization
infrastructure more consequential than the underlying model capability.

I Technical Analysis

GPT-5.4-Cyber is a purpose-built frontier model for defensive cybersecurity integrated into CrowdStrike Falcon
via the OpenAl TAC program. The TAC program introduces identity verification and tiered access controls
governing which defender organizations can access the model and at what privilege level. CrowdStrike
integrations in scope include Charlotte Al AgentWorks (agentic Al orchestration) and Falcon AIDR (automated
detection and response). There is no CVE associated with this item. Relevant CWEs reflect structural
considerations inherent in tiered Al access programs: CWE-284 (Improper Access Control), CWE-269 (Improper
Privilege Management), CWE-732 (Incorrect Permission Assignment for Critical Resource). MITRE ATT&CK
techniques relevant to adversarial abuse of Al-augmented defender tooling include T1078 (Valid Accounts),
T1059 (Command and Scripting Interpreter), T1190 (Exploit Public-Facing Application), T1566 (Phishing),
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T1204 (User Execution), T1530 (Data from Cloud Storage), T1106 (Native API), and T1213 (Data from
Information Repositories). Threat actors with documented interest in identity and access abuse relevant to this
integration surface include APT29/Midnight Blizzard and generalized eCrime actors per CrowdStrike's 2026
Global Threat Report.

I Action Checklist

1. Step 1: Governance Review, Identify all CrowdStrike Falcon deployments in your environment using
Charlotte Al AgentWorks or Falcon AIDR and determine whether GPT-5.4-Cyber integration is active or
pending. Confirm which service accounts or analyst roles have been provisioned for TAC-tier access.

2. Step 2: Access Audit, Review identity and privilege assignments for any accounts authorized to interact
with Charlotte Al AgentWorks or Al-generated triage outputs. Map these against CWE-284 and CWE-269
exposure patterns: look for overly broad role assignments, shared service accounts, or accounts lacking
MFA in your CrowdStrike Falcon console.

3. Step 3: Policy Gap Assessment, Evaluate whether your organization has an Al model access
governance policy that addresses tiered access to frontier Al outputs used in security operations. If not,
initiate policy development referencing NIST Al RMF (Al 100-1) and NIST SP 800-53 AC-2, AC-3, and
AC-6 controls as baselines.

4. Step 4: Triage Pipeline Validation, Assess whether your current analyst workflow accounts for the
projected volume increase in Al-generated findings from Falcon AIDR. Validate that triage prioritization
logic and escalation thresholds are documented and not solely dependent on Al confidence scores without
human validation gates.

5. Step 5: Post-Deployment Monitoring, Establish logging and alerting for anomalous access patterns to
Al-integrated components within Falcon (T1078 indicator: unexpected service account logins; T1213
indicator: bulk query activity against Al triage repositories). Review OpenAl's TAC program documentation
and CrowdStrike's published compliance guidance for your organization's obligations as they are
published.

I IR/ Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to immediate priority if audit evidence reveals active unauthorized access to
Charlotte Al AgentWorks or Falcon AIDR components (T1078 indicators confirmed in logs), if
TAC-tier service account credentials are found shared or exposed, or if Al-generated triage
outputs are found to have been bulk-queried by an unrecognized API client — any of which
would indicate the Al-augmented SOC infrastructure itself is a target, triggering NIST IR-6
(Incident Reporting) obligations and potentially regulatory breach notification if Al triage
outputs contain PIl or PHI from detection telemetry.
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Recovery Notes Following remediation of any access control gaps identified in Steps 1-3, validate the
corrected Falcon RBAC role assignments and MFA enforcement by re-running the account
audit (Step 2) and confirming zero shared service accounts retain TAC-tier access. Monitor
Charlotte Al AgentWorks and Falcon AIDR access logs daily for the first 30 days
post-remediation for recurrence of T1078 indicators, then shift to weekly review once the
baseline is stable. Maintain a change log of all TAC program terms updates from CrowdStrike
and OpenAl as they are published, triggering a policy review cycle within 15 business days of
any material governance change to the GPT-5.4-Cyber integration terms.

Forensic Artifacts CrowdStrike Falcon Activity Audit logs (Settings > Activity Audit in Falcon console, or via
Falcon Audit API) — specifically entries for API client creation, role assignment changes, and
user login events scoped to accounts with Charlotte Al AgentWorks or Falcon AIDR
permissions; these are the primary artifact for T1078 (Valid Accounts) investigation in the
Al-integrated Falcon environment | Identity provider (Azure AD Sign-In logs / Okta System
Log) authentication records for Falcon SSO application — filtered for accounts holding
TAC-tier roles, capturing MFA method, source IP, and conditional access policy evaluation
results to validate that TAC program identity verification requirements are being technically
enforced | CrowdStrike Falcon Detections API query audit records — capturing per-API-client
and per-user detection retrieval volume and query patterns for AIDR-generated findings,
serving as the primary artifact for T1213 (Data from Information Repositories) investigation of
potential bulk harvest of Al-generated SOC intelligence | Falcon RBAC role export (GET
/user-management/queries/user-role-ids-by-user-uuid/v1l) — point-in-time snapshot of all
role-to-account bindings for roles with detection, alerts, or Al policy scope, establishing the
privilege baseline needed to identify CWE-284 (Improper Access Control) and CWE-269
(Improper Privilege Management) exposure patterns specific to the Charlotte Al AgentWorks
deployment | CrowdStrike TAC program enrollment and compliance documentation —
records of which accounts were formally verified under the OpenAl TAC identity verification
process versus accounts that self-provisioned access to Al-integrated components without
TAC verification, establishing accountability and scope for any governance audit or
compliance review

Per-Action IR Details

Step 1: Governance Review — Identify all CrowdStrike Falcon deployments in your environment using
Charlotte Al AgentWorks or Falcon AIDR and determine whether GPT-5.4-Cyber integration is active or
pending. Confirm which service accounts or analyst roles have been provisioned for TAC-tier access.

NIST Phase: Preparation

Reference: NIST 800-61r3 82 — Preparation: Establishing IR capability, asset inventory, and access governance
baselines before an incident occurs

Controls: NIST IR-4 (Incident Handling) — ensures IR capability addresses Al-augmented triage pipelines as in-scope
systems, NIST IR-8 (Incident Response Plan) — plan must account for Al-integrated components like Charlotte Al
AgentWorks and Falcon AIDR as critical SOC infrastructure, NIST AC-2 (Account Management) — enumerate service
accounts and analyst roles provisioned for TAC-tier GPT-5.4-Cyber access within Falcon console, CIS 1.1 (Establish
and Maintain Detailed Enterprise Asset Inventory) — extend asset inventory to include Al-integrated Falcon
components (AgentWorks tenants, AIDR pipelines) as enumerable assets, CIS 5.1 (Establish and Maintain an
Inventory of Accounts) — document every account with Charlotte Al AgentWorks or TAC-tier access, including service
accounts used for API-driven Al triage queries

Compensating: For teams without Falcon's native inventory tooling: use the CrowdStrike Falcon API endpoint GET
/devices/queries/devices/vl combined with a Python script using the falconpy SDK (open source) to enumerate hosts
with sensor versions that support AgentWorks. Cross-reference against your identity provider (Okta, Azure AD) exports
filtered for Falcon RBAC roles containing 'Al' or 'AgentWorks' in the role name. Document findings in a simple
spreadsheet — two analysts can complete this in under four hours for environments under 5,000 endpoints.
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Evidence: Before conducting the governance review, capture a point-in-time snapshot of: (1) CrowdStrike Falcon audit
logs from the Falcon console Activity Audit (Settings > Activity Audit) filtered for role assignments and API client
creation events in the last 90 days — specifically look for role grants of 'Falcon Administrator,' 'Detections Analyst,' or
any custom roles with Al policy scope; (2) Export the current API client list (Support > API Clients & Keys) to establish
a baseline of which OAuth2 client IDs have scopes including 'detections:read,' 'alerts:read," or ‘ai-triage' permissions
that would indicate programmatic access to AIDR outputs; (3) Identity provider logs showing Falcon SSO
authentication events for service accounts to establish who has been accessing the console on behalf of automated
pipelines.

Step 2: Access Audit — Review identity and privilege assignments for any accounts authorized to interact
with Charlotte Al AgentWorks or Al-generated triage outputs. Map these against CWE-284 and CWE-269
exposure patterns: look for overly broad role assignments, shared service accounts, or accounts lacking MFA
in your CrowdStrike Falcon console.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establishing least-privilege access baselines for systems involved in
security operations, specifically for Al-integrated triage and response components

Controls: NIST AC-2 (Account Management) — identify and remediate shared or overly broad service accounts with
access to Charlotte Al AgentWorks triage outputs, NIST AC-3 (Access Enforcement) — validate that Falcon RBAC
enforces role separation between accounts that consume Al-generated findings and those that can action them, NIST
AC-6 (Least Privilege) — confirm no analyst or service account holds broader Falcon permissions than required to
interact with AIDR-generated detections, NIST IA-2 (Identification and Authentication — Organizational Users) — verify
MFA enforcement for all accounts accessing the Falcon console, especially those with TAC-tier privileges, CIS 5.4
(Restrict Administrator Privileges to Dedicated Administrator Accounts) — separate accounts used for Al triage review
from those used for Falcon platform administration, CIS 6.3 (Require MFA for Externally-Exposed Applications) —
enforce MFA on Falcon console access, which is an externally exposed SaaS application, for all TAC-authorized
accounts, CIS 6.5 (Require MFA for Administrative Access) — enforce MFA specifically for any account with Falcon
Administrator or custom Al policy management roles

Compensating: Without a PAM or IGA tool: export Falcon user accounts via API (GET
/user-management/queries/users/vl, then GET /user-management/entities/users/v1l) and cross-reference against your
1dP's MFA enrollment report. Flag any account where Falcon role includes detection or Al scope but the IdP shows
MFA method as 'none' or 'email OTP only.' For shared service accounts identified in Step 1, immediately generate new
unique API client credentials per pipeline and revoke the shared credential — this is a two-command operation in the
Falcon API and requires no budget.

Evidence: Capture before auditing: (1) Falcon console user list export including role assignments, last login
timestamp, and MFA status — accessible via Falcon API (GET /user-management/entities/users/GET/v1) or CSV
export from the console under Settings > Users; (2) Falcon audit log entries (Activity Audit) for any role elevation
events or API client scope changes in the prior 30 days, specifically filtering for additions of detection-read, alerts-write,
or response-action scopes that would grant programmatic authority over Al-generated triage decisions; (3) IdP
authentication logs (Azure AD Sign-In logs or Okta System Log) filtered for Falcon application ID showing logins
without MFA claims, which would indicate TAC-tier access without the verification posture the OpenAl TAC program
requires.

Step 3: Policy Gap Assessment — Evaluate whether your organization has an Al model access governance
policy that addresses tiered access to frontier Al outputs used in security operations. If not, initiate policy
development referencing NIST Al RMF (Al 100-1) and NIST SP 800-53 AC-2, AC-3, and AC-6 controls as
baselines.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Policy and governance infrastructure must be established before
Al-augmented IR tools like GPT-5.4-Cyber and Falcon AIDR are operationally relied upon for detection and triage
decisions
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Controls: NIST IR-1 (Policy and Procedures) — incident response policy must be updated to explicitly address
Al-generated findings from Falcon AIDR as a detection source category with defined trust tiers, NIST IR-8 (Incident
Response Plan) — IR plan must document procedures for scenarios where Al-generated triage outputs from Charlotte
Al AgentWorks conflict with analyst judgment or produce false negatives, NIST AC-2 (Account Management) — policy
must define the account lifecycle for TAC-tier identities, including provisioning approval, periodic review, and
de-provisioning triggers specific to GPT-5.4-Cyber integration, NIST AC-3 (Access Enforcement) — policy must specify
technical enforcement mechanisms for tiered access to Al outputs within Falcon, distinguishing read-only consumers
from action-authorized roles, NIST AC-6 (Least Privilege) — policy must establish the minimum necessary access
principle for Al triage pipeline service accounts, with explicit prohibition on shared credentials for AgentWorks API
access, NIST SI-5 (Security Alerts, Advisories, and Directives) — policy must establish a process for monitoring
OpenAl TAC program terms updates and CrowdStrike Charlotte Al governance advisories as authoritative inputs to
policy refresh cycles, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — extend vulnerability
management policy to include Al model version governance, tracking when GPT-5.4-Cyber is updated and what
behavioral changes affect AIDR detection logic

Compensating: For organizations without a dedicated GRC platform: draft the Al access governance policy using
NIST Al RMF Playbook (free, available at ai.gov) as a structural template, mapping GOVERN function actions to your
Falcon Al deployment specifically. Use a free policy management tool (e.g., a versioned Git repository with markdown
policy files) to maintain the document with change history. A two-person team can produce a functional first-draft policy
scoped to Charlotte Al AgentWorks and AIDR in one sprint cycle by adapting NIST Al RMF Action GOVERN-1.1
through GOVERN-1.4 language directly to the Falcon context.

Evidence: Before the gap assessment, collect: (1) Current incident response policy and any existing Al use policy
documents to establish the as-is baseline against which gaps will be measured — absence of any reference to
Al-generated detection outputs is itself a finding; (2) CrowdStrike TAC program terms and conditions documents as
published (monitor CrowdStrike's Trust Center and OpenAl's security partner documentation), since your compliance
obligations under the TAC program are a policy driver; (3) Any existing Falcon RBAC role definitions exported from
your console that reveal what access tiers are currently technically enforced, which will inform whether policy gaps are
also configuration gaps requiring immediate remediation versus documentation-only gaps.

Step 4: Triage Pipeline Validation — Assess whether your current analyst workflow accounts for the projected
volume increase in Al-generated findings from Falcon AIDR. Validate that triage prioritization logic and
escalation thresholds are documented and not solely dependent on Al confidence scores without human
validation gates.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Validating that detection pipelines produce analyzable,
prioritized outputs with human oversight gates, specifically ensuring Al-augmented triage from Falcon AIDR does not
bypass analyst validation for high-severity determinations

Controls: NIST IR-4 (Incident Handling) — incident handling procedures must incorporate human validation
checkpoints before Al-generated Falcon AIDR findings are escalated or closed, preventing fully autonomous triage
disposition, NIST IR-5 (Incident Monitoring) — track and document Al-generated findings from Falcon AIDR as a
distinct detection source category with its own false positive/negative rate metrics separate from traditional rule-based
detections, NIST AU-6 (Audit Record Review, Analysis, and Reporting) — establish defined review frequency and
analyst accountability for Charlotte Al AgentWorks-generated triage outputs, ensuring no Al finding ages out without
human review, NIST SI-4 (System Monitoring) — validate that monitoring coverage for Falcon AIDR outputs includes
anomaly detection on Al confidence score distributions, flagging unexpected spikes or drops that may indicate model
behavior changes following GPT-5.4-Cyber updates, CIS 8.2 (Collect Audit Logs) — ensure audit logging is enabled
and capturing all Falcon AIDR triage decisions, analyst dispositions, and escalation events to support retrospective
accuracy assessment of Al-generated findings

Compensating: Without a SOAR platform to enforce human gates: implement a mandatory analyst acknowledgment
step using Falcon's detection workflow — configure Falcon detection assignments so AIDR-generated findings require
explicit analyst status change from 'New' to 'In Progress' before any automated response action can execute.
Document this gate in your runbook with a maximum dwell time SLA (e.g., 30 minutes for Critical, 4 hours for High
Al-confidence findings). Track SLA adherence weekly in a simple spreadsheet pulling from Falcon Detections API
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(GET /detections/queries/detections/v1l) filtered by detection source containing 'AIDR' in the detection description.

Evidence: Before validating the pipeline, capture: (1) Current Falcon AIDR detection volume metrics — pull a 30-day
historical baseline using the Falcon Detections API filtered for detections with 'Al' or 'AIDR' in the source field, capturing
count per day and confidence score distribution to establish the pre-GPT-5.4-Cyber integration baseline for
comparison; (2) Analyst triage disposition logs from Falcon showing time-to-assignment and time-to-close for
Al-generated detections versus rule-based detections, revealing whether Al-sourced findings are being processed
differently or skipped under volume pressure; (3) Any existing documented escalation runbooks or decision trees that
reference Al confidence thresholds, to verify whether human override criteria are explicitly defined or whether analysts
are de facto deferring to Al scoring without documented authority.

Step 5: Post-Deployment Monitoring — Establish logging and alerting for anomalous access patterns to
Al-integrated components within Falcon (T1078 indicator: unexpected service account logins; T1213
indicator: bulk query activity against Al triage repositories). Review CrowdStrike's TAC program terms for
your organization's compliance obligations as they are published.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: Establishing continuous monitoring and governance review
processes following deployment of Al-augmented capabilities, ensuring ongoing detection coverage for abuse of
TAC-tier access and Al pipeline components

Controls: NIST IR-4 (Incident Handling) — post-deployment monitoring must include detection use cases specific to
misuse of Charlotte Al AgentWorks APl access (T1078: Valid Accounts) and bulk exfiltration of Al-generated triage
intelligence (T1213: Data from Information Repositories), NIST AU-2 (Event Logging) — define specific event types for
logging in Falcon and your |dP: TAC-tier account authentications, API client token generation events, bulk detection
guery operations against AIDR repositories, and Charlotte Al AgentWorks session initiations, NIST AU-12 (Audit
Record Generation) — ensure Falcon API audit logging and IdP sign-in logging are generating records for all
GPT-5.4-Cyber-integrated component access events with sufficient fidelity (user, timestamp, source IP, operation, data
volume) to support T1078 and T1213 detection, NIST SI-4 (System Monitoring) — implement continuous monitoring
specifically for behavioral anomalies in Falcon Al component access: off-hours service account logins to AgentWorks,
guery volumes exceeding established baselines, and API calls from unexpected source IPs or geographic locations,
NIST SI-5 (Security Alerts, Advisories, and Directives) — establish a formal review process for CrowdStrike TAC
program terms updates and OpenAl GPT-5.4-Cyber model change notifications as authoritative compliance inputs
requiring policy and control reassessment, CIS 8.2 (Collect Audit Logs) — centralize Falcon activity audit logs and IdP
authentication logs into a log aggregation solution (even a free one) with retention sufficient to support T1078 and
T1213 investigation timelines

Compensating: Without a SIEM: use a free ELK Stack (Elasticsearch, Logstash, Kibana) or Graylog OSS deployment
to ingest Falcon Activity Audit log exports (available via Falcon LogScale/Humio API or manual CSV export) and IdP
sign-in logs. Create two manual detection rules as Kibana saved searches: (1) T1078 rule — filter for Falcon API
authentication events where account type is 'service account' AND hour-of-day is outside 06:00-20:00 local time AND
source IP is not in your known automation IP allowlist; (2) T1213 rule — filter for Falcon Detections API query events
where result count per session exceeds 500 detections in a 10-minute window, indicating bulk harvest of Al-generated
triage data. Alert via email webhook. Two analysts can implement both detections in a single four-hour work session.

Evidence: Before establishing monitoring baselines, capture as forensic reference: (1) Falcon Activity Audit export for
the prior 90 days filtered for API client operations and user login events — this establishes the normal access pattern
baseline against which T1078 anomalies (MITRE ATT&CK T1078.004: Cloud Accounts) will be detected for service
accounts accessing Al-integrated Falcon components; (2) IdP authentication logs for all accounts with Falcon TAC-tier
roles, capturing source IP ranges, authentication times, and MFA method used — to detect T1078 indicators such as
logins from unexpected geographies or without MFA that would suggest credential compromise of an account with Al
triage access; (3) Falcon Detections API query volume logs or equivalent audit records showing per-account and
per-API-client detection retrieval volume over the prior 30 days, establishing the normal query rate baseline needed to
threshold T1213 (Data from Information Repositories) alerts for bulk Al-generated detection intelligence harvesting.
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I Detection Guidance

No discrete IOCs exist for this governance item. Detection focus should be on access abuse and privilege
misuse within Al-integrated security tooling. In CrowdStrike Falcon: monitor audit logs for unexpected role
escalations or new account provisioning tied to Charlotte Al AgentWorks or AIDR modules. In your SIEM: alert
on T1078 patterns, authentication events for service accounts associated with Al pipeline integrations outside
business hours or from unexpected source IPs. For T1213: monitor for high-volume data retrieval queries
against Al triage or threat summary repositories. For T1059 and T1106: flag script execution or native API calls
originating from accounts with elevated Al module access. CrowdStrike Falcon's audit log stream (via Event
Stream API) is the primary source for access telemetry on these components. No I0C hashes, domains, or IPs
are associated with this item.

I Framework Mappings

MITRE-ATTACK

e T1078 — Valid Accounts

e T1059 — Command and Scripting Interpreter
e T1190 — Exploit Public-Facing Application

e T1566 — Phishing

e T1204 — User Execution

e T1530 — Data from Cloud Storage

e T1106 — Native API

e T1213 — Data from Information Repositories
NIST-800-53R5

* AC-2 — Account Management

e AC-6 — Least Privilege

e |A-2 — Identification and Authentication (Organizational Users)
* |A-5 — Authenticator Management

e CM-7 — Least Functionality

* SI-3 — Malicious Code Protection

e Sl-4 — System Monitoring

e SI-7 — Software, Firmware, and Information Integrity
¢ CA-8 — Penetration Testing

¢ RA-5— Vulnerability Monitoring and Scanning

e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e AT-2 — Literacy Training and Awareness

e CA-7 — Continuous Monitoring

e SI-8 — Spam Protection
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* AC-3 — Access Enforcement
OWASP-TOP10-2021

e A01:2021 — Broken Access Control
CIS-Vv8

e 5.4 — Restrict Administrator Privileges to Dedicated Administrator Accounts
e 6.8 — Define and Maintain Role-Based Access Control

e 3.3 — Configure Data Access Control Lists

e 6.1 — Establish an Access Granting Process

e 6.2 — Establish an Access Revoking Process

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks
¢ 8.2 — Collect Audit Logs

SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

HIPAA-SECURITY
e 164.312(a)(1) — Access Control
ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1078 Valid Accounts Defense-Evasion
T1059 Command and Scripting Interpreter Execution
T1190 Exploit Public-Facing Application Initial-Access
T1566 Phishing Initial-Access
T1204 User Execution Execution
T1530 Data from Cloud Storage Collection
T1106 Native API Execution
T1213 Data from Information Repositories Collection

I Sources
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