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I Executive Summary

CrowdsStrike's integration into OpenAl's Trusted Access for Cyber program and the expansion of its
AgentWorks framework introduce Al agents capable of autonomous action across more than 1,800
enterprise applications (per CrowdStrike AgentWorks documentation) within the Falcon platform. The
governance risk is structural: Al agents operating inside SOC infrastructure can inherit excessive
permissions, execute commands, and access sensitive data without the access controls and detection
coverage applied to conventional endpoints. Organizations deploying agentic Al in security operations
must treat these agents as privileged identities subject to the same governance, least-privilege enforcement,
and behavioral monitoring applied to human operators and service accounts.

I Technical Analysis

CrowdsStrike's AgentWorks framework enables multi-model Al agent orchestration across the Falcon platform,
with integration reach extending to 1,800+ third-party applications. The framework represents a shift toward
governed, identity-verified distribution channels for frontier Al in security contexts. No CVE is associated with
this item. The risk is architectural: Al agents operating within SOC workflows can inherit user-level or service
account permissions (CWE-284: Improper Access Control; CWE-732: Incorrect Permission Assignment for
Critical Resource) without fine-grained permission scoping. Legacy detection and response controls are not
automatically extended to cover Al agent behavior, creating a protection gap (CWE-693: Protection Mechanism
Failure). Applicable MITRE ATT&CK techniques include T1078 (Valid Accounts, agents inheriting user
permissions), T1059 (Command and Scripting Interpreter, agents executing commands), T1106 (Native API,
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process-level actions), T1134 (Access Token Manipulation), T1548 (Abuse Elevation Control Mechanism),
T1071 (Application Layer Protocol, agent network connections), T1560 (Archive Collected Data, agents
accessing production data), and T1098 (Account Manipulation). Source quality is vendor-tier (T3); independent
third-party validation of architecture claims and regulatory applicability is not currently available. Regulatory
assertions (SOX, HIPAA, GDPR) should be confirmed with legal counsel and relevant regulatory guidance
before treatment as definitive compliance obligations.

I Action Checklist

1. Step 1: Inventory, identify all Al agents deployed within Falcon AgentWorks and any frontier Al
integrations; document which service accounts, API keys, and user identities each agent inherits or
operates under.

2. Step 2: Permission Audit, review permission scopes assigned to each Al agent against a least-privilege
baseline; flag any agent with write access, elevated API permissions, or access to production data stores
beyond its defined workflow scope.

3. Step 3: Detection Gap Assessment, determine whether your SIEM, EDR, and CSPM rules cover Al
agent process activity, API calls, and lateral movement; extend behavioral detection baselines to include
agent-initiated actions across integrated third-party applications.

4. Step 4: Policy Enforcement, implement fine-grained access controls scoping each agent to the
minimum tool set required for its defined task; enforce API rate limiting, request signing, and audit logging
for any agent action that modifies configurations, executes code, or accesses sensitive data.

5. Step 5: Post-Deployment Review, establish a periodic review cycle for Al agent permission drift; define
what constitutes anomalous agent behavior in your environment and create runbooks for agent-initiated
incident scenarios before they occur.

I IR / Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to urgent and declare an incident if CrowdStrike Audit Logs or Falcon Event Streams
reveal an AgentWorks agent or GPT-5.4-Cyber API key invoking write-capable or
administrative API scopes outside its documented workflow, accessing production data stores
not listed in its integration manifest, or initiating API calls from source IPs outside the defined
SOC egress range — any of these conditions indicates active misuse or compromise of Al
agent credentials requiring immediate OAuth2 client revocation and forensic investigation;
additionally, escalate if the affected environment is subject to SOC 2, HIPAA, or PCI-DSS
obligations and the over-permissioned agent had access to in-scope data, as this may trigger
breach notification assessment.
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Recovery Notes After re-scoping AgentWorks agents and rotating OAuth2 client secrets, verify recovery by
re-running the Falcon APl enumeration from Step 1 and confirming all active clients reflect
only the approved least-privilege scope arrays before restoring any suspended workflows.
Monitor the Falcon Event Streams API for a minimum of 30 days post-remediation for API
calls attempting to use revoked client IDs or invoking scopes that were removed during
re-scoping, as these would indicate either a secondary credential set was missed or an
adversary obtained agent credentials prior to rotation. Confirm that all Fusion approval gate
configurations survived any platform updates during the remediation window, as CrowdStrike
platform version upgrades have historically reset workflow configurations, and Al agent
governance controls must be re-validated after every major Falcon platform release.

Forensic Artifacts CrowdStrike Falcon Audit Logs (Activity > Audit Logs in Falcon Ul, or via API GET
/audit/v1l/audits) filtered to AuthActivityAuditEvent and APIAuditEvent for all AgentWorks
service account ClientIDs — these logs record every OAuth2 token issuance, scope
invocation, and API call made by Al agents and are the primary forensic record for
agent-initiated actions across all 1,800+ integrated applications | Falcon Event Streams API
output (GET /firehose/vl/notifications-v2) for the AgentWorks agent process tree on Windows
hosts — specifically FalconAgentWorksHost.exe child process creation events, which would
reveal any agent-initiated code execution, command invocation, or lateral tool use that
occurred outside the expected workflow automation context | Third-party application access
logs for all platforms in the AgentWorks integration manifest — for example, Salesforce Login
History (Setup > Login History), ServiceNow transaction.log, and AWS CloudTrail (filter on
userldentity.type = AssumedRole where roleSessionName matches the AgentWorks
integration 1AM role) — these logs capture the downstream impact of agent API calls on
integrated systems and are critical for scoping any unauthorized data access | OpenAl
organization API key usage logs (OpenAl Platform dashboard > Usage > API Keys) for any
GPT-5.4-Cyber TAC program API keys associated with the Falcon integration — these logs
show model invocation timestamps, token volumes, and endpoint targets, and anomalous
spikes or off-hours usage patterns may indicate an agent operating outside its scheduled
automation context or a compromised API key being used externally | Network flow records or
firewall logs for outbound HTTPS connections from hosts running FalconAgentWorksHost.exe
— establish the baseline set of destination FQDNs and IP ranges for normal AgentWorks API
traffic (api.crowdstrike.com, api.openai.com, and documented integration endpoints) and flag
any connections to non-baseline destinations, which would indicate agent-initiated lateral
movement or data exfiltration to an unauthorized endpoint

Per-Action IR Details

Step 1: Inventory — identify all Al agents deployed within Falcon AgentWorks and any GPT-5.4-Cyber
integrations; document which service accounts, APl keys, and user identities each agent inherits or operates
under.

NIST Phase: Preparation

Reference: NIST 800-61r3 82 — Preparation: establishing asset inventory and identity baseline before an incident
occurs

Controls: NIST IR-4 (Incident Handling) — requires preparation activities including maintaining an accurate picture of
systems and identities under incident scope, NIST IR-8 (Incident Response Plan) — plan must account for all system
components; Al agents operating under inherited service accounts are in-scope system actors, CIS 1.1 (Establish and
Maintain Detailed Enterprise Asset Inventory) — Al agents deployed in Falcon AgentWorks must be enumerated as
enterprise assets alongside physical and virtual endpoints, CIS 5.1 (Establish and Maintain an Inventory of Accounts)
— service accounts and API keys used by AgentWorks agents and GPT-5.4-Cyber integrations must be documented
with ownership, scope, and expiration
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Compensating: Export the Falcon platform's connected app and integration list via CrowdStrike APl (GET
/oauth2/entities/applications/v1l) and cross-reference against your IAM system's service account inventory. For
GPT-5.4-Cyber TAC integrations, pull the OpenAl organization API key usage log from the OpenAl dashboard under
Usage > API Keys. Use a simple spreadsheet with columns: agent name, platform (Falcon/GPT-5.4-Cyber), service
account UPN or API key ID, permission scope, owning team, and last-activity timestamp. A 2-person team can
complete this in one sprint using osquery on endpoints to surface process trees spawned under AgentWorks service
account SIDs: SELECT * FROM processes WHERE uid IN (SELECT uid FROM users WHERE username LIKE
'%agentworks%' OR username LIKE '%falcon-svc%);

Evidence: Before inventorying, snapshot the current state to establish a forensic baseline: (1) Export CrowdStrike
Falcon audit logs from the Falcon Ul under Activity > Audit Logs — filter for OAuth token issuance events and API
client creation events in the 90 days prior to your inventory date. (2) Capture the full list of Falcon Fusion workflows and
AgentWorks agent configurations via the Falcon API before any changes are made, as agent configs can be modified
post-incident. (3) Record all active OAuth2 client IDs and associated scopes from the Falcon API credential manager
— this is the ground-truth permission snapshot that will be required if an agent is later suspected of privilege abuse.

Step 2: Permission Audit — review permission scopes assigned to each Al agent against a least-privilege
baseline; flag any agent with write access, elevated API permissions, or access to production data stores
beyond its defined workflow scope.

NIST Phase: Preparation

Reference: NIST 800-61r3 82 — Preparation: hardening and access control review to reduce incident probability and
blast radius

Controls: NIST SI-2 (Flaw Remediation) — excessive Al agent permissions represent a structural configuration flaw
requiring documented identification and remediation, NIST IR-4 (Incident Handling) — preparation includes reducing
attack surface so that containment actions are feasible; an agent with write access to 1,800+ application integrations
cannot be quickly contained, CIS 5.4 (Restrict Administrator Privileges to Dedicated Administrator Accounts) —
AgentWorks agents with write or elevated API permissions must be treated as privileged accounts subject to the same
restrictions as human administrator accounts, CIS 6.1 (Establish an Access Granting Process) — access granted to Al
agents at deployment must follow the same documented provisioning process as human accounts, with explicit scope
justification

Compensating: Use the CrowdStrike API to enumerate OAuth2 client scopes: GET /oauth2/entities/api-clients/vl —
compare each client's granted_scopes array against a documented least-privilege baseline (e.g., a read-only triage
agent should have only falconx:read, detections:read, and incidents:read; never hosts:write or
device-control-policies:write). For GPT-5.4-Cyber API keys, audit OpenAl organization permissions via the
/vl/organization/api-keys endpoint. Flag any agent key holding write, delete, or admin-level scopes in a separate
high-priority remediation queue. This can be scripted in Python using the falconpy SDK (crowdstrike-falconpy on PyPI)
by a single analyst in under two hours.

Evidence: Before making any permission changes, export and preserve: (1) The full OAuth2 client manifest including
scope arrays, creation timestamps, and last-used timestamps from Falcon — this establishes what permissions existed
and when they were last exercised, which is critical if an agent is later found to have performed unauthorized actions.
(2) Falcon Audit Log entries for any permission scope modifications to AgentWorks agents in the past 180 days — look
specifically for scope escalation events where a client's permissions were expanded. (3) CrowdStrike Event Stream
API data for agent-initiated API calls (event type: AuthActivityAuditEvent) showing which scopes were actually invoked
versus merely granted — over-provisioned unused scopes and actively exploited scopes require different response
priorities.

Step 3: Detection Gap Assessment — determine whether your SIEM, EDR, and CSPM rules cover Al agent
process activity, API calls, and lateral movement; extend behavioral detection baselines to include
agent-initiated actions across integrated third-party applications.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection & Analysis: ensuring monitoring coverage exists for the specific actor
class (Al agents) before and during an incident
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Controls: NIST SI-4 (System Monitoring) — monitoring must extend to Al agent process activity and API call patterns
within Falcon AgentWorks; agents acting autonomously across 1,800+ integrations represent a new monitoring surface
not covered by conventional endpoint baselines, NIST AU-2 (Event Logging) — event types must be identified and
enabled that capture agent-initiated actions: Falcon API audit events, AgentWorks workflow execution logs, and
third-party app action logs triggered by agent API calls, NIST AU-6 (Audit Record Review, Analysis, And Reporting) —
review cadence must include Al agent behavioral patterns, not just user and endpoint activity, CIS 8.2 (Collect Audit
Logs) — logging must be explicitly enabled for AgentWorks agent execution events and GPT-5.4-Cyber API interaction
logs, which are not captured by default endpoint log pipelines

Compensating: Without a commercial SIEM, deploy the following: (1) Enable Falcon Event Streams APl and pipe
AuthActivityAuditEvent, APIAuditEvent, and DetectionSummaryEvent to a local Elasticsearch or Graylog instance. (2)
Write Sigma rules targeting agent service account activity — specifically: agent accounts executing API calls to
write-capable endpoints during off-hours, or agent accounts accessing data stores outside their defined workflow
application set. Sigma rule condition example: selection: EventType: APIAuditEvent AND ClientID|contains:
‘agentworks' AND Scope|contains: ‘write' — condition: selection. (3) Use osquery scheduled queries to detect
AgentWorks process trees on Windows hosts: SELECT p.name, p.cmdline, p.parent FROM processes p JOIN
processes pp ON p.parent = pp.pid WHERE pp.name = 'FalconAgentWorksHost.exe'; (4) For CSPM gap coverage
without a commercial tool, use Prowler (open source) against your cloud environment to identify over-permissioned
IAM roles that AgentWorks agents may have inherited.

Evidence: Capture before gap remediation: (1) Falcon Event Stream raw output for the past 30 days filtered to agent
service account ClientIDs — this is the pre-remediation behavioral baseline that new detection rules will be tuned
against. (2) A list of all third-party applications in the AgentWorks integration catalog that have received API callbacks
from agent accounts, extracted from application-side access logs (e.g., Salesforce login history, ServiceNow
transaction logs, AWS CloudTrail for any cloud-connected workflows). (3) Network flow data (NetFlow or firewall logs)
showing outbound API call destinations from the hosts running AgentWorks — establish which external endpoints
agents are communicating with, as lateral movement to non-baseline destinations is the primary detection indicator for
an agent operating outside its intended scope.

Step 4: Policy Enforcement — implement fine-grained access controls scoping each agent to the minimum
tool set required for its defined task; enforce MFA or privileged access workflows for any agent action that
modifies configurations, executes code, or accesses sensitive data.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment: implementing access restrictions to limit the blast radius of Al agent
over-permission before or during exploitation

Controls: NIST IR-4 (Incident Handling) — containment phase requires restricting access pathways available to the
threat actor or misconfigured component; Al agents with excessive Falcon API scopes must be re-scoped as a
containment action, NIST AC (Access Control family, per SI-2 remediation context) — access control enforcement for
AgentWorks agents must mirror the principle of least privilege applied to privileged human accounts, CIS 6.3 (Require
MFA for Externally-Exposed Applications) — any AgentWorks agent or GPT-5.4-Cyber integration that operates
against externally-exposed APls (SaaS platforms, cloud management consoles) must enforce MFA or PAM workflows
at the authorization boundary, CIS 6.5 (Require MFA for Administrative Access) — agent actions that modify Falcon
configurations, execute response actions (host isolation, policy changes), or access sensitive detection data must be
gated through a privileged access workflow requiring human-in-the-loop approval

Compensating: For teams without a PAM solution: (1) In the Falcon API credential manager, create task-scoped
OAuth2 clients per agent function (e.g., a triage agent gets a separate client from a response agent) — this limits blast
radius to a single workflow if one agent's credentials are compromised or behave anomalously. (2) Rotate all existing
AgentWorks OAuth2 client secrets immediately as a containment action, issuing new secrets only to re-scoped clients.
(3) Implement CrowdStrike Falcon Fusion approval gates: configure workflow steps that require a human analyst to
approve any action tagged as write, execute, or delete before the agent proceeds — this is available natively in Fusion
without additional licensing. (4) For GPT-5.4-Cyber TAC integrations, restrict API key permissions to the minimum
required roles in the OpenAl organization settings and set IP allowlisting to your SOC egress IPs only.

Evidence: Before executing scope reduction or secret rotation: (1) Capture the full pre-change OAuth2 client
configuration for each AgentWorks agent including scope arrays, creation date, last-used timestamp, and associated
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Fusion workflow IDs — this preserves the evidence record needed if a regulatory body later questions whether
over-permission was known and left unremediated. (2) Export CrowdStrike Audit Logs for all configuration-modifying
actions taken by agent accounts in the 90 days prior to enforcement — this establishes whether any agent has already
operated outside its intended scope, which would escalate this from a governance hardening exercise to an active
incident. (3) Document the pre-enforcement permission state with a signed hash or screenshot preserved in your
ticketing system, as this constitutes the baseline against which post-enforcement drift will be measured.

Step 5: Post-Deployment Review — establish a periodic review cycle for Al agent permission drift; define what
constitutes anomalous agent behavior in your environment and create runbooks for agent-initiated incident
scenarios before they occur.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: lessons learned, process improvement, and detection
refinement applied to the Al agent governance risk before a realized incident forces reactive action

Controls: NIST IR-8 (Incident Response Plan) — the IR plan must be updated to include Al agent-initiated incident
scenarios as named response scenarios, with defined criteria for when an agent's behavior triggers incident declaration
under RS.MA-01, NIST SI-7 (Software, Firmware, And Information Integrity) — periodic integrity checks must cover
AgentWorks agent configurations, Fusion workflow definitions, and API client scope assignments to detect
unauthorized drift, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — Al agent permission drift is
a governance vulnerability; the review cycle must be integrated into the existing vulnerability management cadence
with defined SLAs for remediation of over-permissioned agents, CIS 7.2 (Establish and Maintain a Remediation
Process) — agent permission drift discovered during review must enter the formal remediation workflow with
risk-based prioritization: write-capable agents drifting outside scope are treated as high-severity findings

Compensating: For a 2-person team without automated CSPM: (1) Schedule a monthly cron job or calendar reminder
to re-run the osquery and Falcon API enumeration scripts from Steps 1 and 2, diffing the output against the previous
month's baseline to surface new agents, scope changes, or orphaned API keys. (2) Create a minimal runbook in your
ticketing system (Jira, GitHub Issues, or even a shared Markdown file) with three named scenarios: (a) Agent
credential compromise — indicators: API calls from unexpected source IPs or at anomalous hours; response:
immediately revoke the associated OAuth2 client secret. (b) Agent scope creep — indicators: agent invoking API
endpoints outside its documented workflow; response: re-scope client and open a change review ticket. (c)
Agent-initiated lateral movement — indicators: API calls to third-party applications not in the agent's defined integration
list; response: isolate the workflow, preserve logs, escalate to IR. (3) Subscribe to CrowdStrike's release notes and
AgentWorks changelog via RSS to catch new capability additions that may implicitly expand agent permissions.

Evidence: Artifacts to collect and retain as the ongoing evidentiary record for Al agent governance: (1) Monthly diff
reports comparing AgentWorks agent inventory, OAuth2 client scope arrays, and Fusion workflow definitions against
the previous baseline — these are the audit trail demonstrating continuous governance oversight. (2) Falcon Audit Log
exports on a rolling 90-day retention schedule specifically filtered to agent ClientIDs — preserve these separately from
general audit logs as they constitute the behavioral record for any future forensic investigation into agent-initiated
actions. (3) Any anomaly alerts generated by the Sigma rules or osquery schedules deployed in Step 3 — even if
investigated and closed as false positives, retain them as evidence of detection capability operation and investigator
judgment.

I Detection Guidance

Al agents operating within Falcon AgentWorks will generate API call logs, process execution records, and
authentication events tied to service accounts or API keys, not to human user sessions. Detection focus areas:
(1) Service account or API key activity at unusual hours or volumes inconsistent with prior baselines; (2)
Process execution chains originating from Al agent processes rather than human-initiated sessions, look for
command interpreter activity (cmd.exe, PowerShell, bash) spawned by agent service identities; (3) API calls to
third-party integrated applications from agent identities accessing data scopes beyond defined workflow
parameters; (4) Token manipulation events (Windows Security Event ID 4672, 4673) associated with agent
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service accounts; (5) Data staging activity, large reads or archive operations against production data sources

initiated by agent identities. Query SIEM for agent service account activity against T1078, T1059, T1106, and

T1560 technique signatures. Establish a behavioral baseline for each deployed agent within 30 days of
deployment and alert on deviation. No I0C-based detection applies; this is behavioral and identity-based

monitoring.

I Framework Mappings

MITRE-ATTACK

T1071 — Application Layer Protocol

T1059 — Command and Scripting Interpreter
T1134 — Access Token Manipulation

T1078 — Valid Accounts

T1106 — Native API

T1548 — Abuse Elevation Control Mechanism
T1560 — Archive Collected Data

T1098 — Account Manipulation

NIST-800-53R5

CA-7 — Continuous Monitoring

SC-7 — Boundary Protection

Sl-4 — System Monitoring

CM-7 — Least Functionality

SI-3 — Malicious Code Protection

SI-7 — Software, Firmware, and Information Integrity
AC-2 — Account Management

AC-6 — Least Privilege

IA-2 — Identification and Authentication (Organizational Users)
IA-5 — Authenticator Management

CM-6 — Configuration Settings

AC-3 — Access Enforcement

SR-2 — Supply Chain Risk Management Plan

OWASP-TOP10-2021

A01:2021 — Broken Access Control

CIS-Vv8

6.1 — Establish an Access Granting Process
6.2 — Establish an Access Revoking Process
3.3 — Configure Data Access Control Lists

15.1 — Establish and Maintain an Inventory of Service Providers
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e 8.2 — Collect Audit Logs

SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

¢ CC9.2 — Manages risks associated with vendors and business partners

HIPAA-SECURITY

e 164.312(a)(1) — Access Control

ISO-27001-2022

* A.8.8 — Management of technical vulnerabilities

* A.5.21 — Managing information security in the ICT supply chain

¢ A.5.23 — Information security for use of cloud services

NIST-CSF-2

¢ GV.SC-01 — Cybersecurity supply chain risk management program

¢ DE.CM-01 — Networks and network services are monitored

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1071 Application Layer Protocol Command-And-Control

T1059 Command and Scripting Interpreter Execution

T1134 Access Token Manipulation Defense-Evasion

T1078 Valid Accounts Defense-Evasion

T1106 Native API Execution

T1548 Abuse Elevation Control Mechanism Privilege-Escalation

T1560 Archive Collected Data Collection

T1098 Account Manipulation Persistence

I Sources

Source URL Tier

Blog https://www.crowdstrike.com/en-us/blog/frontier-ai-for-defenders-cr... T3
https://www.crowdstrike.com/en-us/blog/crowdstrike-falcon-platform-... T3
https://www.crowdstrike.com/en-us/blog/crowdstrike-brings-ai-powere... T3
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Source

How Defenders Must
Respond to Frontier Al -
CrowdStrike

URL

https://www.crowdstrike.com/en-us/blog/crowdstrike-and-nvidia-redef...

https://www.crowdstrike.com/en-us/blog/frontier-ai-collapses-exploi...

Tier

T3

T3

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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