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Vercel Data Breach via Supply Chain
Compromise at Context AI
DATA BREACH | HIGH | CVSS 8.1

SCC Item ID SCC-DBR-2026-0097

Type Data Breach

Severity HIGH

CVSS Base Score 8.1

Affected Products Vercel platform, customer data (scope of affected customer records unconfirmed at time of
analysis)

Published 19 hours ago

Discovery Source Serper

Executive Summary

Vercel, a widely used cloud platform for hosting frontend applications, confirmed in April 2026 that

customer data was stolen through a supply chain attack. Attackers first compromised Context AI, a

third-party AI tool vendor used by Vercel employees, then used that access to hijack a Vercel employee

account and exfiltrate customer records. The full scope of affected customer data remains unconfirmed;

threat actors have claimed to be selling the stolen data, elevating reputational and downstream risk.

Technical Analysis

Attack chain: Threat actors compromised Context AI (a third-party AI vendor), obtained credentials or session

tokens belonging to a Vercel employee, then used that legitimate account access to exfiltrate customer data

from Vercel's platform. No CVE is assigned, this is an operational breach, not a software vulnerability disclosure.

Applicable CWEs: CWE-287 (Improper Authentication), CWE-522 (Insufficiently Protected Credentials),

CWE-441 (Unintended Proxy or Intermediary). Relevant MITRE ATT&CK techniques: T1586.002 (Compromise

Accounts: Email Accounts), T1530 (Data from Cloud Storage), T1199 (Trusted Relationship), T1078 (Valid

Accounts). No patch is available or applicable, this is a process and access-control failure. Attribution to the

Context AI supply chain vector is HIGH confidence per Vercel's own public disclosure. Full scope of stolen data

is LOW confidence, details remain incomplete as of analysis date. Vercel has published a security bulletin at

vercel.com/kb/bulletin/vercel-april-2026-security-incident.

Action Checklist
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1. Containment, Audit all active third-party vendor integrations that hold employee credentials, OAuth

tokens, or API keys with access to internal systems or customer data. Immediately revoke and rotate any

tokens issued to Context AI or similar AI tool vendors. Suspend integrations pending review if scope of

access cannot be confirmed.

2. Detection, Review identity and access management logs for anomalous employee account activity:

off-hours logins, unusual data access volumes, access from unfamiliar IP ranges or user agents. Query

SSO/IdP logs for session tokens issued to or via third-party AI tools. Look for bulk data access events

(T1530) or account actions not correlated to normal user behavior (T1078).

3. Eradication, Remove standing access for third-party AI tools that hold persistent employee credentials

or session tokens. Enforce just-in-time access provisioning for vendor integrations. Require

re-authentication and MFA step-up for any vendor-mediated access to production systems or customer

data stores.

4. Recovery, Verify that all compromised or suspect tokens and credentials have been invalidated.

Confirm no residual access paths exist through the Context AI integration or similar vendors. Monitor

customer-facing systems for anomalous activity over the next 30 days. If you are a Vercel customer,

review Vercel's published incident bulletin for specific guidance on whether your account data is confirmed

affected.

5. Post-Incident, Conduct a full third-party access inventory: document every vendor with employee-level

access, classify by data sensitivity, and apply least-privilege. Evaluate whether AI tool vendors in your

environment are subject to the same vendor risk management controls as other third parties. This breach

illustrates a known gap: AI productivity tools often receive broad access with minimal vendor security

scrutiny.

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate immediately to legal, privacy counsel, and executive leadership if Vercel's incident
bulletin confirms that your organization's customer records are in the exfiltrated dataset, as
this triggers breach notification obligations under GDPR (72-hour window), CCPA, and
applicable U.S. state breach notification statutes; also escalate if internal investigation reveals
the attacker's access window extended beyond the known Context AI compromise window,
indicating a broader supply chain intrusion.

Recovery Notes Verify recovery completeness by conducting a full OAuth application audit against a clean
baseline, confirming zero active tokens or refresh grants associated with Context AI or any AI
tool vendor whose security posture cannot be independently verified. Monitor Vercel
customer-facing dashboards, API authentication logs, and downstream SaaS integrations for
30 days post-eradication for evidence of credential stuffing or account takeover attempts
using exfiltrated customer data — threat actors claiming to sell the data suggest it may be
operationalized by secondary actors within weeks. If your organization is a Vercel customer,
subscribe to Vercel's security advisories and treat any unconfirmed customer data exposure
as confirmed for breach notification planning purposes until Vercel publishes definitive scope.
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Forensic Artifacts IdP OAuth token grant logs (Okta System Log event type `app.oauth2.token.grant` or Azure
AD Unified Audit Log operation `Consent to application`) showing Context AI app ID, granted
scopes, issuing employee UPN, and grant timestamp — establishes the initial access path
and permission scope available to the attacker after hijacking the employee account | SSO
session logs for the compromised Vercel employee account covering 30 days pre-incident,
specifically IdP authentication events showing source IP, user agent, MFA method, and
credential provider — anomalous entries with Context AI's OAuth client user agent or
non-corporate IPs indicate the account takeover event | Cloud storage or internal data
platform access logs (AWS S3 Access Logs, GCP Cloud Storage Data Access audit logs, or
equivalent) showing API calls (`ListObjects`, `GetObject`, bulk export operations) attributed to
the compromised employee account during the attacker dwell window — directly evidences
T1530 (Data from Cloud Storage) and defines the scope of exfiltrated customer records |
Context AI vendor's own OAuth application audit trail or any webhook/callback logs capturing
outbound data transmissions from Vercel's environment to Context AI endpoints during the
compromise window — these network artifacts may survive even if the attacker deleted
application-layer logs, and can be recovered from firewall or proxy egress logs filtered on
Context AI's known domain and IP ranges | Vercel's published incident bulletin and any
internal ticketing or SIEM alert records documenting when the anomalous employee account
activity was first detected versus when Context AI was confirmed compromised — the delta
between these timestamps establishes attacker dwell time and is required for regulatory
breach notification filings and post-incident review

Per-Action IR Details

Containment — Audit all active third-party vendor integrations that hold employee credentials, OAuth tokens,

or API keys with access to internal systems or customer data. Immediately revoke and rotate any tokens

issued to Context AI or similar AI tool vendors. Suspend integrations pending review if scope of access

cannot be confirmed.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: isolate affected components and prevent further

unauthorized access while preserving evidence

Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management) — revoke third-party vendor accounts

and OAuth grants, NIST IA-4 (Identifier Management) — retire compromised identifiers issued to Context AI, CIS 5.1

(Establish and Maintain an Inventory of Accounts) — enumerate all vendor-held credentials before revocation, CIS 6.2

(Establish an Access Revoking Process) — execute documented process to disable Context AI OAuth tokens and API

keys

Compensating: Without an enterprise PAM or CASB: export all OAuth application grants from your IdP (Okta: Admin

> Reports > OAuth 2.0 Token Grants; Azure AD: `Get-AzureADOAuth2PermissionGrant -All $true | Export-Csv

oauth_grants.csv`). For each grant associated with AI tool vendors, immediately run

`Revoke-AzureADUserAllRefreshToken -ObjectId ` (Azure AD) or call Okta API `DELETE

/api/v1/apps/{appId}/users/{userId}` to kill active sessions. Document revoked tokens with timestamps for the incident

record.

Evidence: Before revoking tokens, capture: (1) full OAuth token grant list from your IdP showing Context AI app ID,

granted scopes, issuing user, and grant timestamp; (2) last-used timestamps for each token to establish the active

exploitation window; (3) audit log entries from your IdP showing the Context AI integration's authorization history — in

Okta, System Log filtered on `app.oauth2.token.grant`; in Azure AD, Unified Audit Log filtered on `Add service principal

credentials` and `Consent to application`; (4) screenshot or export of Context AI's configured permission scopes before

revocation, as this establishes blast radius for customer data exposure.

Detection — Review identity and access management logs for anomalous employee account activity:

off-hours logins, unusual data access volumes, access from unfamiliar IP ranges or user agents. Query
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SSO/IdP logs for session tokens issued to or via third-party AI tools. Look for bulk data access events (T1530)

or account actions not correlated to normal user behavior (T1078).

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: correlate identity telemetry across SSO, IdP, and data

access logs to confirm account takeover and establish attacker dwell time

Controls: NIST IR-5 (Incident Monitoring) — track and document the compromised Vercel employee account activity,

NIST AU-6 (Audit Record Review, Analysis, and Reporting) — review IdP and SSO logs for anomalous session

activity, NIST AU-3 (Content of Audit Records) — verify logs capture source IP, user agent, session token ID, and

accessed resource, NIST SI-4 (System Monitoring) — monitor for T1078 (Valid Accounts) and T1530 (Data from Cloud

Storage) indicators, CIS 8.2 (Collect Audit Logs) — confirm IdP, SSO, and cloud storage audit logs are enabled and

centrally accessible

Compensating: Without a SIEM, use native IdP query tools: Okta System Log API — `GET

/api/v1/logs?filter=eventType+eq+"user.session.start"&since=2026-04-01T00:00:00Z` then pipe to `jq` to filter for

Context AI user agents or non-corporate IP ranges. Azure AD: `Search-UnifiedAuditLog -StartDate 04/01/2026

-EndDate 04/30/2026 -Operations "FileDownloaded,FileSyncDownloadedFull" -UserIds `. For bulk data access

detection without EDR, enable AWS CloudTrail or GCP Admin Activity logs and use the free Sigma rule

`proc_creation_win_susp_bulk_download` adapted for cloud API calls. Flag any session where data access volume

exceeds 3 standard deviations from the user's 30-day baseline.

Evidence: Capture before analysis: (1) Okta/Azure AD System Log entries for the compromised Vercel employee

account covering 30 days pre-incident, filtered on session start events — preserve raw JSON with `ipAddress`,

`userAgent`, `authenticationContext.credentialProvider`, and `client.device` fields; (2) SSO assertion logs showing

whether Context AI was the relying party at time of account takeover; (3) cloud storage or data warehouse access logs

(e.g., Vercel's internal tooling logs, AWS S3 access logs, or GCP Cloud Storage Data Access audit logs) showing

customer record queries attributed to the employee account during the attacker's access window — specifically look for

`ListObjects`, `GetObject`, or `SelectObjectContent` API calls at anomalous volume (MITRE T1530); (4) user agent

strings from IdP logs — attacker-controlled sessions originating through a compromised AI tool integration will often

present the vendor's OAuth client user agent rather than a browser string.

Eradication — Remove standing access for third-party AI tools that hold persistent employee credentials or

session tokens. Enforce just-in-time access provisioning for vendor integrations. Require re-authentication

and MFA step-up for any vendor-mediated access to production systems or customer data stores.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: remove the threat actor's foothold by eliminating persistent credential

access that enabled the Context AI-mediated account takeover

Controls: NIST IR-4 (Incident Handling) — execute eradication procedures consistent with the incident response plan,

NIST IA-5 (Authenticator Management) — revoke and replace all authenticators (tokens, API keys) associated with

Context AI integration, NIST AC-17 (Remote Access) — enforce MFA step-up for any vendor-mediated remote access

path to production systems, NIST SC-28 (Protection of Information at Rest) — ensure customer data stores require

direct authenticated access, not passthrough vendor sessions, CIS 6.3 (Require MFA for Externally-Exposed

Applications) — enforce MFA on all OAuth flows used by AI tool vendors, CIS 6.5 (Require MFA for Administrative

Access) — require MFA step-up specifically for vendor-mediated access to customer data

Compensating: Without enterprise PAM for JIT provisioning, implement manual JIT via a Slack/Teams approval

workflow: disable the OAuth integration at the IdP app level by default; employees request re-enablement for a defined

time window (e.g., 4 hours) via a tracked ticket; a second person re-enables and then disables after the window closes.

Use `auditd` on Linux systems or Windows Security Event ID 4648 (logon using explicit credentials) to detect any

re-use of previously revoked Context AI tokens. Deploy free Sigma rule `win_susp_mfa_bypass` to catch MFA

step-down attempts.

Evidence: Before completing eradication, preserve: (1) the full list of OAuth scopes and permission grants held by

Context AI at the time of removal — this is the definitive record of what data the attacker could have accessed via the

hijacked account; (2) IdP application audit log showing the Context AI app's access history including all users who had

granted it permissions, not just the compromised employee; (3) any refresh token issuance logs that would reveal
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whether the attacker obtained long-lived tokens capable of surviving a password reset — in Azure AD look for

`RefreshTokensValidFrom` property changes; in Okta look for `user.session.impersonation.grant` events.

Recovery — Verify that all compromised or suspect tokens and credentials have been invalidated. Confirm no

residual access paths exist through the Context AI integration or similar vendors. Monitor customer-facing

systems for anomalous activity over the next 30 days. If you are a Vercel customer, review Vercel's published

incident bulletin for specific guidance on whether your account data is confirmed affected.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: restore secure operational state, verify no residual attacker access

exists through vendor integrations, and monitor for re-compromise or downstream exploitation of exfiltrated customer

data

Controls: NIST IR-4 (Incident Handling) — execute recovery phase consistent with IR plan, confirm eradication prior

to restoration, NIST CP-10 (System Recovery and Reconstitution) — restore systems to a known secure state

following credential revocation, NIST SI-7 (Software, Firmware, and Information Integrity) — verify integrity of customer

data systems and access controls post-recovery, NIST AU-6 (Audit Record Review, Analysis, and Reporting) —

conduct ongoing monitoring of customer-facing systems for 30 days post-containment, CIS 7.1 (Establish and Maintain

a Vulnerability Management Process) — verify no residual access paths remain through Context AI or equivalent AI

tool integrations

Compensating: Without enterprise monitoring tools, deploy a free osquery scheduled query to check for unexpected

OAuth application re-registrations daily: query `SELECT * FROM azure_ad_apps WHERE display_name LIKE

'%context%' OR display_name LIKE '%ai%'` adapted to your directory. Set a cron job to diff the output against a

baseline taken immediately post-eradication and alert on any new entries. For customer-facing system monitoring,

enable Vercel's audit log streaming (if available) to a free ELK stack or to a cloud-native log sink (AWS CloudWatch

Logs free tier) with a 30-day retention window and alert on any data export or bulk API calls from customer accounts.

Evidence: During recovery verification, confirm and retain: (1) IdP token revocation receipts showing all Context

AI-associated refresh tokens and access tokens are invalidated, with timestamps — this is the audit trail demonstrating

eradication completeness; (2) a re-scan of the OAuth application registry confirming Context AI is fully deprovisioned

and no shadow applications with similar permission scopes were registered during the attacker's access window; (3)

Vercel's published incident bulletin or customer notification (when available) confirming which customer data fields

were exfiltrated — this determines breach notification obligations under GDPR, CCPA, or applicable state law; (4)

30-day post-eradication baseline of customer-facing system access logs to detect secondary exploitation of exfiltrated

credentials by the threat actor.

Post-Incident — Conduct a full third-party access inventory: document every vendor with employee-level

access, classify by data sensitivity, and apply least-privilege. Evaluate whether AI tool vendors in your

environment are subject to the same vendor risk management controls as other third parties. This breach

illustrates a known gap: AI productivity tools often receive broad access with minimal vendor security

scrutiny.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: conduct lessons-learned review, update vendor risk

management processes to close the AI tool access governance gap exposed by the Context AI supply chain

compromise

Controls: NIST IR-4 (Incident Handling) — update incident handling procedures to include AI tool vendor access as an

explicit threat vector, NIST IR-8 (Incident Response Plan) — revise IR plan to incorporate third-party AI tool

integrations in scope of vendor incident scenarios, NIST RA-3 (Risk Assessment) — re-assess risk posture for all

third-party AI tool integrations holding employee-level access, NIST SA-9 (External System Services) — enforce

security requirements for external AI tool vendors equivalent to other third-party service providers, NIST CA-3

(Information Exchange) — establish or update authorization agreements for AI tool vendor data access covering

customer data scope, CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory) — extend asset inventory

to include AI tool integrations as access-bearing assets, CIS 5.1 (Establish and Maintain an Inventory of Accounts) —

include vendor-held employee credentials and OAuth grants in the account inventory, CIS 7.1 (Establish and Maintain
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a Vulnerability Management Process) — add AI tool vendor security posture assessment to the vulnerability

management process

Compensating: Without a formal vendor risk management platform, build the third-party AI tool access inventory using

a structured spreadsheet: columns for vendor name, OAuth app ID, granted scopes, employee count with access, data

sensitivity classification (public/internal/confidential/restricted), last security review date, and MFA enforcement status.

Use `Get-AzureADServicePrincipal -All $true | Select DisplayName, AppId, ReplyUrls` or Okta Admin API `GET

/api/v1/apps?filter=status+eq+"ACTIVE"` to auto-populate vendor names and app IDs. Schedule quarterly reviews

using a free GRC tool such as Eramba Community Edition or a GitHub-tracked policy-as-code approach.

Evidence: For the lessons-learned record and to support any regulatory inquiry, preserve: (1) the complete

pre-incident OAuth application registry export showing what access Context AI held and when it was granted — this

establishes whether due diligence was performed at onboarding; (2) any vendor security questionnaire, SOC 2 report,

or risk assessment conducted for Context AI prior to integration — its absence or inadequacy is a finding; (3) the

incident timeline documenting dwell time from Context AI compromise to Vercel employee account takeover to

customer data exfiltration — this metric drives the lessons-learned recommendations and informs detection gap

analysis; (4) internal policy documentation showing whether AI tool vendors were explicitly included or excluded from

vendor risk management scope at the time of the breach.

Detection Guidance

Focus detection on identity and access abuse patterns consistent with T1078 (Valid Accounts) and T1199

(Trusted Relationship). Key log sources: SSO/IdP audit logs (Okta, Azure AD, Google Workspace), cloud

storage access logs, and any CASB or DLP telemetry covering customer data repositories. Behavioral

indicators: employee accounts accessing large volumes of customer records outside normal working patterns;

access originating from IP addresses associated with third-party SaaS vendors rather than corporate egress;

OAuth token grants to AI tool integrations followed by downstream data access. If your organization uses

Context AI or similar AI productivity tools with employee SSO integration, treat all tokens issued to those

integrations as potentially compromised and prioritize log review for the period preceding April 2026. No public

IOCs (IPs, domains, file hashes) have been confirmed as of analysis date, detection should focus on behavioral

and access anomalies rather than signature-based indicators.

Framework Mappings

MITRE-ATTACK

• T1586.002 — Email Accounts

• T1530 — Data from Cloud Storage

• T1199 — Trusted Relationship

• T1078 — Valid Accounts

NIST-800-53R5

• AC-2 — Account Management

• AC-6 — Least Privilege

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• IA-8 — Identification and Authentication (Non-Organizational Users)

• SR-2 — Supply Chain Risk Management Plan
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OWASP-TOP10-2021

• A07:2021 — Identification and Authentication Failures

• A04:2021 — Insecure Design

CIS-V8

• 6.3 — Require MFA for Externally-Exposed Applications

• 6.4 — Require MFA for Remote Network Access

• 6.5 — Require MFA for Administrative Access

• 5.2 — Use Unique Passwords

• 15.1 — Establish and Maintain an Inventory of Service Providers

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

• CC7.4 — Responds to identified security incidents

• CC9.2 — Manages risks associated with vendors and business partners

HIPAA-SECURITY

• 164.312(d) — Person or Entity Authentication

• 164.308(a)(5)(ii)(D) — Password Management

• 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.34 — Privacy and protection of personal information

• A.5.21 — Managing information security in the ICT supply chain

• A.5.23 — Information security for use of cloud services

NIST-CSF-2

• RS.CO-03 — Recovery activities and progress communicated

• GV.SC-01 — Cybersecurity supply chain risk management program

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1586.002 Email Accounts Resource-Development

T1530 Data from Cloud Storage Collection

T1199 Trusted Relationship Initial-Access

T1078 Valid Accounts Defense-Evasion
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Sources

Source URL Tier

https://techcrunch.com/2026/04/20/app-host-vercel-confirms-security... T2

Vercel April 2026
security incident |
Vercel Knowledge Base

https://vercel.com/kb/bulletin/vercel-april-2026-security-incident T3

Vercel Employee's AI
Tool Access Led to Data
Breach - Dark Reading

https://www.darkreading.com/application-security/vercel-employees-a... T3

Vercel confirms breach
as hackers claim to be
selling stolen data

https://www.bleepingcomputer.com/news/security/vercel-confirms-brea... T3

App host Vercel says it
was hacked and
customer data stolen -
Reddit

https://www.reddit.com/r/dataprotection/comments/1sqv6ci/app_host_v... T3
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