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Vercel Confirms Internal Security Breach; Threat
Actors Claim Data for Sale

| | CVSS 7.5
SCC Item ID SCC-DBR-2026-0096
Type Data Breach
Severity HIGH
CVSS Base Score 7.5
Affected Products Vercel cloud development platform (internal systems)
Published 16 hours ago
Discovery Source Serper

I Executive Summary

Vercel, a cloud development and deployment platform used broadly across software engineering teams,
has confirmed a breach of internal systems linked to an internal Al tool. Threat actors clam to have
exfiltrated data and are offering it for sale at approximately $2 million; however, the full scope of
compromised data has not been publicly confirmed by Vercel. Organizations whose development teams
use Vercel should treat this as a supply-chain adjacent risk, assess what credentials or pipeline
configurations may be stored in Vercel-connected systems, and monitor for official disclosures.

I Technical Analysis

According to reporting from BleepingComputer and LiveMint (both T3 news sources), Vercel's CEO has
confirmed unauthorized access to internal systems, with the breach vector attributed to an internal Al tool.
MITRE ATT&CK techniques associated with this incident include T1530 (Data from Cloud Storage), T1078
(Valid Accounts), and T1567 (Exfiltration Over Web Service). No CVE or CWE identifiers have been assigned,
this is not a publicly disclosed software vulnerability but an intrusion affecting internal infrastructure. No patch is
applicable at this stage. Threat actors are reportedly selling exfiltrated data for $2 million on underground
markets (claim not independently verified). Customer-facing production systems have not been confirmed as
compromised, but Vercel has not released a full scope assessment. Technical details are sourced from
BleepingComputer and LiveMint reporting and have not yet been independently confirmed against Vercel's
official security disclosure. Treat all specifics as preliminary pending official statement.

I Action Checklist
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1. Audit all Vercel API tokens, OAuth integrations, and service account credentials used by your
development pipelines. Rotate any tokens with access to internal repositories, environment variables, or
CI/CD secrets stored in or connected to Vercel. Target completion: within 48 hours of official Vercel
disclosure or immediately if your organization uses broad-access Vercel tokens. Prioritize tokens with
broad repository or environment access.

2. Review logs for anomalous access to Vercel environment variables, unexpected API calls from
Vercel-connected service accounts, or unusual data pull activity from cloud storage buckets linked to
Vercel projects. Query your SIEM for T1530-aligned events (cloud object storage access spikes) and
T1078 events (valid account use outside normal hours or geographies) tied to Vercel-associated identities.

3. Remove orphaned or overly permissive Vercel integrations. Revoke and reissue any secrets that were
stored as Vercel environment variables, particularly those granting access to production databases,
internal APIs, or code signing infrastructure. No vendor patch is applicable; the exposure is credential and
access-hygiene driven.

4. Verify that all rotated credentials have propagated cleanly through dependent pipelines without breaking
production deployments. Monitor downstream systems (databases, internal APIs, cloud storage buckets)
for access anomalies for a minimum of 14 days post-rotation. Re-validate that environment variable
storage practices align with least-privilege principles.

5. Conduct a formal review of how secrets and credentials are stored across all CI/CD and cloud
development tooling, not only Vercel. This incident exposes the control gap of using platform environment
variables as a primary secrets store without a dedicated secrets management solution (e.g., HashiCorp
Vault, AWS Secrets Manager). Document findings and update your third-party platform risk register.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to legal, privacy counsel, and executive leadership if forensic review of
Vercel environment variables reveals that any exposed secret provided access to systems
containing Pll, PHI, PCl-scoped data, or source code for customer-facing products, as this
triggers breach notification obligations under GDPR Article 33, CCPA, or HIPAA 8164.412
and may require customer disclosure.

Recovery Notes After all credentials are rotated, establish a clean-state baseline for each downstream system
(production databases, internal APIs, cloud storage buckets) by logging connection source
IPs, authentication success rates, and query volumes immediately post-rotation. Monitor
these baselines continuously for 14 days using whatever logging infrastructure is available
(CloudTrail, GCP Audit Logs, database slow-query logs, or nginx access logs), treating any
access from a previously Vercel-associated identity as a high-priority alert. At day 14, conduct
a final access review and formally close the incident only if no anomalies attributable to the
pre-rotation credential set are observed.
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Forensic Artifacts Vercel Audit Log export (Settings — Audit Log): filter on event types “token.created’,
‘secret.read’, “environment.read’, and “integration.connected” for the 90 days prior to breach
disclosure — these events would reflect unauthorized enumeration of pipeline secrets via
Vercel's internal Al tool interface | GitHub/GitLab Actions workflow run logs for all repositories
with Vercel deploy integrations: look for unexpected "VERCEL_TOKEN" usage, workflow runs
triggered outside business hours, or runs initiated by non-human actor identities in the 60-day
pre-disclosure window | AWS CloudTrail or GCP Audit Logs: "GetObject’, "ListBuckets’,
‘AssumeRole’, and "GetSecretValue™ events originating from IAM principals or service
accounts associated with Vercel deploy hooks — high-volume or off-hours access to these
APIs indicates secondary exploitation of rotated-but-not-yet-revoked credentials | Vercel API
access logs (if obtainable from Vercel support under incident disclosure): specifically
“Iv9/projects/{id}/env' and “/v5/user/tokens™ endpoint access events, which would indicate an
attacker enumerating environment variables programmatically via the Vercel REST API using
a compromised internal credential | Production database connection logs (PostgreSQL
‘pg_stat_activity’, MySQL “general_log", or equivalent): filter for new connection source IPs or
connection strings not present in the 30-day baseline prior to the Vercel breach disclosure,
which would indicate successful lateral movement using secrets extracted from Vercel
environment variables

Per-Action IR Details

Containment — Audit all Vercel API tokens, OAuth integrations, and service account credentials used by your
development pipelines. Rotate any tokens with access to internal repositories, environment variables, or
CI/CD secrets stored in or connected to Vercel. Prioritize tokens with broad repository or environment access.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management), CIS 5.1 (Establish and Maintain an
Inventory of Accounts), CIS 6.2 (Establish an Access Revoking Process)

Compensating: Export the full Vercel token list via the Vercel REST API: “curl -H 'Authorization: Bearer '
https://api.vercel.com/v5/user/tokens™ — pipe output through “jq" to extract token names, scopes, and last-used
timestamps. Cross-reference against your GitHub/GitLab service account list using “gh api /orgs/{org}/installations’
(GitHub CLI). Flag any token not seen in the past 30 days or with team-wide scope; revoke immediately via “curl -X
DELETE".

Evidence: Before revoking, capture a snapshot of all active Vercel tokens (names, scopes, creation dates, last-used
timestamps) via the Vercel API “/v5/user/tokens™ endpoint. Export Vercel audit logs from the Vercel dashboard
(Settings — Audit Log) covering the 90 days prior to breach disclosure — specifically filter for “token.created’,
“token.read’, and “integration.connected” events tied to service accounts. Preserve this export as a timestamped JSON
file before any rotation activity.

Detection — Review logs for anomalous access to Vercel environment variables, unexpected API calls from
Vercel-connected service accounts, or unusual data pull activity from cloud storage buckets linked to Vercel
projects. Query your SIEM for T1530-aligned events (cloud object storage access spikes) and T1078 events
(valid account use outside normal hours or geographies) tied to Vercel-associated identities.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST IR-5
(Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Without a SIEM: (1) Pull AWS CloudTrail logs and filter for “GetObject’, "ListBuckets’, and
"AssumeRole’ events from IAM roles associated with Vercel deploy hooks using: “aws cloudtrail lookup-events
--lookup-attributes AttributeKey=EventName,AttributeValue=GetObject --start-time ". (2) For GCP, run “gcloud logging
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read 'protoPayload.methodName="storage.objects.get" AND protoPayload.authenticationInfo.principalEmail:". (3) Use
the free Sigma rule “proc_creation_win_susp_service_account_usage.yml” adapted for cloud identity anomalies if log
forwarding to a local ELK stack is available.

Evidence: Capture the following before any access changes: Vercel Audit Log exports filtered on “environment.read’,
“secret.read’, and “deployment.create” events; AWS CloudTrail or GCP Audit Logs for storage “GetObject™ and IAM
"AssumeRole” events tied to Vercel service account principal ARNs/emails; GitHub Actions workflow run logs for any
jobs using "VERCEL_TOKEN" secrets, accessible at “https://api.github.com/repos/{owner}/{repo}/actions/runs™ — filter
for runs within 60 days pre-disclosure; and DNS query logs from your resolver (if available) for unexpected outbound
lookups to “vercel.com™ API endpoints from non-developer hosts.

Eradication — Remove orphaned or overly permissive Vercel integrations. Revoke and reissue any secrets
that were stored as Vercel environment variables, particularly those granting access to production databases,
internal APIs, or code signing infrastructure. No vendor patch is applicable; the exposure is credential and
access-hygiene driven.

NIST Phase: Eradication
Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST IR-4 (Incident Handling), NIST CM-7 (Least Functionality), NIST SI-2 (Flaw Remediation), CIS 5.3
(Disable Dormant Accounts), CIS 4.7 (Manage Default Accounts on Enterprise Assets and Software)

Compensating: Enumerate all Vercel project environment variables via “curl -H 'Authorization: Bearer '
'https://api.vercel.com/v9/projects/{projectid}/env'" for each project. Export results to CSV using “jq -r ".envs][] | [.key,
target, .updatedAt] | @csv". Cross-reference any keys matching patterns like * _SECRET", *_KEY",

* PASSWORD’, * TOKEN", *_DSN" against your secrets inventory. For database credentials, immediately rotate
via your DB provider CLI (e.g., "aws rds modify-db-instance --db-instance-identifier --master-user-password * or
“gcloud sql users set-password’). Remove orphaned integrations via Vercel dashboard - Integrations — remove any
integration not tied to an active, named owner.

Evidence: Before revoking environment variables, document the full list of secret key names (not values) stored in
Vercel per project and per environment (production/preview/development). Record which Vercel projects have
integrations connected to GitHub, GitLab, Bitbucket, Slack, or Datadog, as these OAuth grants may have persisted
beyond the breach window. Capture the Vercel integration list via “curl -H 'Authorization: Bearer '
https://api.vercel.com/vl/integrations/installations™ and preserve the raw JSON response as evidence prior to any
removal action.

Recovery — Verify that all rotated credentials have propagated cleanly through dependent pipelines without
breaking production deployments. Monitor downstream systems (databases, internal APIs, cloud storage
buckets) for access anomalies for a minimum of 14 days post-rotation. Re-validate that environment variable
storage practices align with least-privilege principles.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST CP-10 (System Recovery and Reconstitution), NIST SI-7 (Software,
Firmware, and Information Integrity), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)
Compensating: Validate credential propagation by triggering a test deployment for each affected Vercel project and
confirming successful downstream connectivity (database handshake, API auth, S3 presigned URL generation). Use
“osquery” on downstream servers to confirm new credential hashes are in use: "SELECT * FROM processes WHERE
cmdline LIKE '%%" (redacted for safety). Set up a lightweight cron-based alerting script that polls CloudTrail or GCP
Audit Logs daily for access denials on the old credential identifiers for the 14-day window, sending output to a shared
Slack channel or email alias.

Evidence: Before declaring recovery complete, confirm that Vercel deployment logs show zero failed authentications
post-rotation by reviewing the Vercel deployment event stream at "https://api.vercel.com/v6/deployments?limit=50" for
each project. Capture a baseline of successful access patterns for downstream databases and APIs immediately
post-rotation (connection counts, source IPs, query volumes) to establish a clean-state reference point for anomaly
detection during the 14-day monitoring window.
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Post-Incident — Conduct a formal review of how secrets and credentials are stored across all CI/CD and cloud
development tooling, not only Vercel. This incident exposes the control gap of using platform environment
variables as a primary secrets store without a dedicated secrets management solution (e.g., HashiCorp Vault,
AWS Secrets Manager). Document findings and update your third-party platform risk register.

NIST Phase: Post Incident
Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST RA-3 (Risk Assessment), NIST
SA-9 (External System Services), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Conduct a secrets sprawl audit using the open-source tool “truffleHog" (‘trufflehog git --repo --json’)
against all repositories that had Vercel integrations to identify any hardcoded or previously committed secrets that may
have been co-exposed. Use “gitleaks detect --source . --report-format json™ as a secondary scanner. Document
findings in a secrets inventory spreadsheet mapping each secret to its owning team, rotation frequency, and target
system. Use this as the foundation for a third-party platform risk register entry covering all SaaS CI/CD tools (Vercel,
Netlify, Railway, Render, etc.).

Evidence: Preserve the complete incident timeline including: all Vercel audit log exports, the pre/post token inventory
snapshots, the list of environment variable key names exposed per project, and records of which downstream systems
accepted the now-rotated credentials. These artifacts constitute the evidentiary record required for a lessons-learned
report under NIST IR-8 (Incident Response Plan) and may be required for breach notification assessment if PIl or
regulated data was reachable via any of the exposed credentials.

I Detection Guidance

No confirmed IOCs have been publicly released by Vercel as of this writing. Detection should focus on
behavioral indicators aligned to the identified MITRE techniques. For T1530: query cloud access logs (AWS
CloudTrail, GCP Audit Logs, Azure Monitor) for bulk object downloads or unusual ListBucket/GetObject calls
from Vercel-associated service accounts or IP ranges. For T1078: alert on valid account logins to Vercel or
connected services from new geographies, unusual hours, or non-organizational IP ranges. For T1567: monitor
egress logs for large or irregular data transfers to external endpoints from build or deployment systems.
Cross-reference any Vercel-connected service account activity against your baseline. Flag and investigate any
credential usage that postdates your last known rotation. Await Vercel's official disclosure for confirmed 10Cs
before treating absence of indicators as clearance. Regulatory assessment depends on Vercel's official
disclosure of breach scope. Pending that disclosure, treat all data stored in or connected to Vercel internal
systems as potentially exposed for risk assessment purposes.

I Indicators of Compromise

Context Confidence
URL No confirnmed | OCs Vercel has not released IOCs as of this LOW
publ i shed writing; monitor official Vercel security

disclosures for updates

I Framework Mappings

MITRE-ATTACK
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e T1530 — Data from Cloud Storage
e T1078 — Valid Accounts
e T1567 — Exfiltration Over Web Service

NIST-800-53R5

e AC-2 — Account Management
¢ AC-6 — Least Privilege
¢ |A-2 — Identification and Authentication (Organizational Users)

¢ |A-5 — Authenticator Management
ISO-27001-2022

¢ A.5.23 — Information security for use of cloud services

I MITRE ATT&CK Mapping

Technique ID Technigue Name Tactic

T1530 Data from Cloud Storage Collection

T1078 Valid Accounts Defense-Evasion

T1567 Exfiltration Over Web Service Exfiltration

I Sources

Source URL Tier
https://www.bleepingcomputer.com/news/security/vercel-confirms-brea... T3

Vercel data leak: CEO https://www.livemint.com/technology/tech-news/vercel-data-leak-ceo-... T3

confirms internal breach

linked to Al tool as ...

Cloud development https://www.facebook.com/verge/posts/cloud-development-platform-ver... T3

platform Vercel was

hacked - Facebook

Vercel confirms breach https://www.linkedin.com/posts/cyber-news-live_vercel-confirms-brea... T3

as hackers claim to be

selling stolen data

Vercel Says Internal https://www.reddit.com/r/cybersecurity/comments/1spvwgs/vercel_says... T3

Systems Hit in Breach :
rlcybersecurity - Reddit

DISCLAIMER

Generated by TJS Security Command Center | 2026-04-20 06:05 UTC SCC-DBR-2026-0096

TLP:CLEAR

Page 6



SECURITY COMMAND CENTER SCC- DBR- 2026- 0096
Tech Jacks Solutions TLP:CLEAR

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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