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Booking.com Suffers Data Breach, Warns
Customers of Exposed Information
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Published 5 hours ago
Discovery Source Serper

I Executive Summary

Booking.com has disclosed a data breach in which unauthorized parties accessed customer personal
information, with affected customers natified in mid-April 2026. The full scope of exposed data has not
been confirmed by official Booking.com disclosure; available reporting suggests personal data exposure
including names and email addresses, but the complete data inventory remains unconfirmed. The incident
affects the global booking platform's customer base, which numbers in the hundreds of millions.
Organizations whose employees use Booking.com for business travel should treat exposed credentials and
personal data as compromised until Booking.com provides definitive scope disclosure.

I Technical Analysis

Booking.com disclosed unauthorized access to customer personal data in April 2026. No CVE is associated;
this is a platform-level breach rather than a disclosed software vulnerability. Available reporting does not confirm
the specific attack vector, but mapped MITRE techniques suggest credential-based access (T1078, Valid
Accounts), cloud storage data access (T1530, Data from Cloud Storage), and email account collection (T1114,
Email Collection). Relevant weakness classifications: CWE-284 (Improper Access Control) and CWE-200
(Exposure of Sensitive Information to an Unauthorized Actor). Suspected exposed data types, names, email
addresses, reservation data, and payment details, are typical in travel platform breaches but have not been
officially enumerated by Booking.com in available reporting. No patch action applies; this is a third-party platform
breach requiring credential and monitoring response. Source quality score is 0.54; all available sources are T3
(news media). Official Booking.com disclosure should be treated as the authoritative source for scope
confirmation.
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I Action Checklist

1. Containment, Identify employees who use Booking.com accounts for business travel. Advise immediate
password resets for those accounts and for any accounts where the same password was reused. Disable
saved payment methods on Booking.com if the platform permits.

2. Detection, Review corporate email logs and identity provider logs for any Booking.com-related phishing
attempts or suspicious login activity originating from unfamiliar geolocations or IPs. Monitor for
spear-phishing targeting employees whose travel patterns may have been exposed. Check SSO/federated
identity logs if Booking.com is integrated into your identity provider.

3. Eradication, Enforce password resets for any corporate SSO or travel management accounts linked to
Booking.com. Rotate or cancel payment cards used exclusively or primarily through Booking.com if
payment data exposure is confirmed by official disclosure. Revoke any API tokens or integrations your
organization maintains with Booking.com's platform.

4. Recovery, Monitor affected employee accounts for unauthorized access attempts over the next 90 days.
Verify MFA is enforced on all corporate travel accounts and linked email addresses. Reconfirm card
issuers have flagged any cards that may have been exposed for enhanced monitoring.

5. Post-Incident, Review your organization's third-party travel platform risk inventory. Evaluate whether
corporate travel accounts should be provisioned through a dedicated travel management platform with
centralized credential governance. Document this incident as a case study for third-party data exposure
risk in your next GRC review cycle.

I IR/ Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to CISO and legal counsel if any confirmed unauthorized access to
corporate SSO accounts, corporate payment cards show fraudulent transactions, or if affected
employees include EU residents triggering GDPR Atrticle 33 breach natification obligations to
supervisory authorities within 72 hours of organizational awareness.

Recovery Notes Monitor all affected employee accounts via IdP risky sign-in reports weekly for a minimum of
90 days post-remediation, given that Booking.com-exposed Pll — including travel patterns,
booking history, email addresses, and potentially payment metadata — creates a
long-window spear-phishing and account takeover risk well beyond the initial breach date.
Verify that all Booking.com API integrations and OAuth grants have been fully revoked and
that no new integration requests from Booking.com domains are approved without a
re-scoped security review. Confirm with card issuers at the 30-day mark that enhanced fraud
monitoring remains active on any cards flagged during eradication.
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Forensic Artifacts Azure AD or Okta Sign-In Logs (JSON format, not CSV): retain all authentication events for
affected employee UPNs from 90 days pre-disclosure through 90 days post-remediation,
preserving full IP, ASN, device ID, risk score, and conditional access evaluation fields —
these will show if Booking.com-exposed credentials were used in corporate account takeover
attempts before detection | Corporate email gateway logs (Microsoft 365 Unified Audit Log or
Google Workspace Admin Log): preserve inbound message metadata for emails targeting
affected employees with Booking.com-themed subjects, spoofed sender domains
(booking[.Jcom lookalikes), or travel-confirmation lure content from April 2026 forward —
these are the primary delivery mechanism for post-breach spear-phishing exploiting exposed
itinerary data | Booking.com Partner Hub or travel management platform
(Concur/Navan/TripActions) API call history: capture full request logs including OAuth token
identifiers, originating IPs, timestamps, and APl methods called for the 90 days prior to
disclosure — abnormal API activity against employee booking records would indicate attacker
enumeration of travel data beyond the initial breach scope | IdP federation and SAML/OIDC
assertion logs: if Booking.com is integrated via SSO, preserve all SAML response and OIDC
token issuance logs covering the breach window — attacker use of stolen session cookies or
OAuth tokens to authenticate to the corporate IdP via the Booking.com federation would
appear here as anomalous assertion sources | Corporate DNS query logs (Windows DNS
debug log, Pi-hole query log, or Umbrella export): filter on Booking.com lookalike domains and
known phishing infrastructure from the April 2026 disclosure period forward — employee
workstations resolving fraudulent Booking.com credential-harvesting domains confirm active
exploitation of the exposed email addresses and travel context from this breach

Per-Action IR Details

Containment — Identify employees who use Booking.com accounts for business travel. Advise immediate
password resets for those accounts and for any accounts where the same password was reused. Disable
saved payment methods on Booking.com if the platform permits.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: isolate affected accounts and prevent further unauthorized
access to Booking.com-exposed credentials before lateral reuse occurs

Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management), NIST IA-5 (Authenticator Management),
CIS 5.2 (Use Unique Passwords), CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 6.2 (Establish an
Access Revoking Process)

Compensating: Export user account list from your HR system or Active Directory: run 'Get-ADUser -Filter * -Properties
EmailAddress | Export-Csv users.csv' and cross-reference against any corporate travel booking records, expense
reports, or email domains registered with Booking.com. For password reuse detection without a SIEM, use Have |
Been Pwned's free API (haveibeenpwned.com/API/v3) against your corporate email domain to identify exposed
addresses. Force password resets via AD: 'Get-ADUser -Filter {EmailAddress -like *@yourdomain.com'} | Set-ADUser
-ChangePasswordAtLogon $true'. Disable saved payment methods requires direct employee outreach — draft a
templated notification via IT helpdesk ticket.

Evidence: Before forcing resets, snapshot the current state: export Azure AD or Okta sign-in logs filtered on the
affected employees' UPNs for the 30 days prior to April 2026 notification date, capturing source IPs, user agents, and
geolocation data. Preserve corporate travel management platform records (Concur, TripActions, Navan, or similar)
showing which employee accounts are linked to Booking.com. Screenshot or export any Booking.com-linked SSO
federation entries from your IdP before they are modified. Document which employees have saved payment cards on
Booking.com via HR travel policy records — this establishes scope before eradication steps alter the environment.

Detection — Review corporate email logs and identity provider logs for any Booking.com-related phishing
attempts or suspicious login activity originating from unfamiliar geolocations or IPs. Monitor for
spear-phishing targeting employees whose travel patterns may have been exposed. Check SSO/federated
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identity logs if Booking.com is integrated into your identity provider.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: correlate identity provider and email gateway logs to
identify exploitation of Booking.com-exposed PII (names, travel itineraries, email addresses) as spear-phishing lures
Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2
(Event Logging), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs), CIS 6.3 (Require MFA for
Externally-Exposed Applications)

Compensating: For email log review without a SIEM: query Microsoft 365 via PowerShell — 'Search-UnifiedAuditLog
-StartDate 2026-03-01 -EndDate 2026-04-30 -Operations UserLoggedIn,MailltemsAccessed -ResultSize 5000' and
filter on affected employee UPNs. Search email subject lines for Booking.com lure patterns: 'Search-UnifiedAuditLog
-FreeText "booking.com" -Operations Send,Create'. For IdP log review without enterprise tooling, export Okta System
Log or Azure AD Sign-In logs (CSV) and parse with Python pandas or PowerShell: filter on 'riskState eq atRisk' or
unfamiliar ASNs. Use MXToolbox or AbuselPDB to manually score suspicious source IPs identified in login logs.
Deploy the Sigma rule 'proc_creation_win_phishing_attachment.yml' via Sysmon if endpoint visibility exists.

Evidence: Capture Microsoft 365 or Google Workspace email gateway logs for inbound messages spoofing
booking.com, booking-confirmation[.Jcom, or lookalike domains targeting affected employees — focus on April 2026
through 90 days post-disclosure. Export Azure AD or Okta Risky Sign-Ins report filtered on employees identified in
Step 1, retaining raw JSON (not summary CSV) to preserve full IP, device, and session context. Preserve |dP
federation logs showing any Booking.com SAML/OIDC authentication requests — these will show if attacker used
stolen Booking.com session tokens to pivot. Check DNS query logs (Pi-hole, Windows DNS debug logging, or Cisco
Umbrella exports) for employee workstations resolving Booking.com phishing domains. MITRE ATT&CK T1566.002
(Spearphishing Link) and T1078 (Valid Accounts) are the primary techniques to hunt.

Eradication — Enforce password resets for any corporate SSO or travel management accounts linked to
Booking.com. Rotate or cancel payment cards used exclusively or primarily through Booking.com if payment
data exposure is confirmed by official disclosure. Revoke any API tokens or integrations your organization
maintains with Booking.com's platform.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: remove attacker footholds by invalidating all credentials, tokens, and
payment instruments that may have been exposed in the Booking.com breach before they can be monetized or used
for account takeover

Controls: NIST IR-4 (Incident Handling), NIST IA-5 (Authenticator Management), NIST AC-2 (Account Management),
NIST SI-2 (Flaw Remediation), CIS 5.4 (Restrict Administrator Privileges to Dedicated Administrator Accounts), CIS
6.2 (Establish an Access Revoking Process), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Enumerate all Booking.com API integrations by querying your OAuth app inventory: in Azure AD run
'Get-AzureADServicePrincipal -All $true | Where-Object {$_.DisplayName -like "*booking*'}; in Okta use the APl GET
/apilvl/apps filtered on Booking.com. Revoke tokens immediately via the Booking.com Partner Hub API revocation
endpoint or via IdP admin console. For payment card rotation without a treasury management system, generate a
tracked helpdesk ticket per affected employee with a 5-business-day SLA for card issuer contact; use your corporate
card program's bulk compromise notification process if available (Amex, Visa, and Mastercard all offer issuer-side
compromise flagging). Document all revoked tokens and rotated credentials in your incident tracking system with
timestamps to satisfy NIST IR-5 (Incident Monitoring) documentation requirements.

Evidence: Before revoking API tokens, capture the full token metadata from your IdP or Booking.com Partner Hub:
token creation date, last-used timestamp, associated scopes, and originating IP — this establishes whether tokens
were already used by unauthorized parties. Export your travel management platform's (Concur, Navan, TripActions)
integration audit log showing Booking.com API call history for the 90 days prior to the breach disclosure. Preserve any
Booking.com webhook configuration records before deletion — attacker-modified webhooks are a known post-breach
persistence mechanism (MITRE ATT&CK T1546 — Event Triggered Execution). Retain IdP audit logs showing the
pre-reset MFA enrollment state for affected accounts.
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Recovery — Monitor affected employee accounts for unauthorized access attempts over the next 90 days.
Verify MFA is enforced on all corporate travel accounts and linked email addresses. Reconfirm card issuers
have flagged any cards that may have been exposed for enhanced monitoring.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: restore secure operational state for affected employee accounts and
maintain elevated monitoring for 90 days given that Booking.com-exposed PII (travel patterns, email addresses,
booking history) has a long exploitation window for targeted fraud

Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management), NIST IA-3 (Device Identification and
Authentication), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST SI-4 (System Monitoring), CIS 6.3
(Require MFA for Externally-Exposed Applications), CIS 6.4 (Require MFA for Remote Network Access), CIS 6.5
(Require MFA for Administrative Access)

Compensating: Without a SIEM, implement a scheduled weekly PowerShell job to pull Azure AD risky sign-ins for
affected users: 'Get-MgAuditLogRiskyUser -Filter "userPrincipalName eq \'user@domain.com\"" and email results to
the security team. For MFA enforcement verification, run 'Get-MgUser -All | Select-Object UserPrincipalName,
@{N="MFA";E={(Get-MgUserAuthenticationMethod -Userld $_.Id).AdditionalProperties}}' and flag any accounts
missing authenticator app or hardware token enrollment. For card monitoring confirmation, maintain a spreadsheet
tracking each affected employee's card issuer, date of compromise notification, and issuer-confirmed fraud alert status
— review weekly for 90 days. Use osquery to periodically verify no new OAuth app grants have appeared on affected
workstations: 'SELECT * FROM firefox_addons UNION SELECT * FROM chrome_extensions WHERE name LIKE
"%booking%"'.

Evidence: Maintain a running log of all Azure AD or Okta conditional access policy evaluations for affected accounts
during the 90-day window, specifically capturing any blocked sign-in attempts with risk scores above Medium — these
may indicate ongoing credential stuffing using Booking.com-exposed passwords. Retain card issuer fraud alert
confirmation emails or case numbers as evidence of notification and monitoring enroliment. Document MFA enroliment
verification results with timestamps — this serves as evidence of control restoration for any regulatory inquiry under
GDPR Article 33 or state breach notification laws given the Pll exposure scope.

Post-Incident — Review your organization's third-party travel platform risk inventory. Evaluate whether
corporate travel accounts should be provisioned through a dedicated travel management platform with
centralized credential governance. Document this incident as a case study for third-party data exposure risk
in your next GRC review cycle.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: use the Booking.com breach to drive formal third-party risk
program improvements, update the organization's vendor risk inventory, and incorporate lessons learned into GRC
review cycles and travel platform procurement criteria

Controls: NIST IR-8 (Incident Response Plan), NIST IR-6 (Incident Reporting), NIST SI-5 (Security Alerts, Advisories,
and Directives), NIST RA-3 (Risk Assessment), NIST CA-2 (Control Assessments), CIS 7.1 (Establish and Maintain a
Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 2.2 (Ensure
Authorized Software is Currently Supported)

Compensating: Without a dedicated GRC platform, create a structured third-party travel vendor risk register in a
shared spreadsheet tracking: vendor name, data categories shared (Pll, payment, travel itinerary), MFA support,
SSO/federation capability, breach history, and last security review date — prioritize Booking.com, Expedia for
Business, Airbnb for Work, and any regional equivalents in use. Document the Booking.com incident in your IR
lessons-learned log with fields for: detection timeline, scope of exposed data, remediation actions taken, and control
gaps identified. Present findings at the next security steering committee meeting using the CIS Controls v8 IG1 gap
analysis as a framework for prioritizing travel platform governance improvements. Reference CISA's guidance on
third-party risk management for supporting documentation.

Evidence: Compile the full incident timeline from initial Booking.com disclosure (mid-April 2026) through remediation
completion — including all employee notifications sent, password reset confirmations, API token revocations, and card
issuer contacts — to produce a complete post-incident record. Retain copies of Booking.com's official breach
notification and any subsequent updates from their security disclosure page as the authoritative source for scope
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determination. Preserve the pre-remediation IdP and email log exports as baseline evidence demonstrating the
organization's detection and response timeline, which may be required for regulatory inquiries given GDPR's 72-hour
supervisory authority notification requirement for processors handling EU resident data.

I Detection Guidance

No IOCs have been confirmed in available reporting. Detection focus should be behavioral. Monitor identity
provider and email gateway logs for phishing attempts referencing Booking.com, particularly emails
impersonating Booking.com customer notifications, a common follow-on tactic after travel platform breaches.
Watch for login anomalies on corporate accounts where employees may have reused Booking.com credentials:
unexpected geolocations, off-hours access, or rapid sequential login attempts. If your organization integrates
with Booking.com via API (for corporate booking workflows), review API access logs for anomalous query
patterns referencing customer or reservation data. No specific event IDs, hashes, or confirmed IOC patterns are
available at this time. Monitor Booking.com's official security disclosure channel and update detection rules
when confirmed indicators are published.

I Framework Mappings

MITRE-ATTACK

e T1078 — Valid Accounts
e T1530 — Data from Cloud Storage
e T1114 — Email Collection

NIST-800-53R5

* AC-2 — Account Management

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management

e AC-3 — Access Enforcement

e SC-28 — Protection of Information at Rest
OWASP-TOP10-2021

e A01:2021 — Broken Access Control
CIS-Vv8

e 6.1 — Establish an Access Granting Process

e 6.2 — Establish an Access Revoking Process
SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

e CC7.4 — Responds to identified security incidents

HIPAA-SECURITY
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e 164.312(a)(1) — Access Control
e 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

* A.8.8 — Management of technical vulnerabilities

e A.5.34 — Privacy and protection of personal information

NIST-CSF-2

¢ RS.CO-03 — Recovery activities and progress communicated

MITRE ATT&CK Mapping

Technique ID Technigue Name Tactic

T1078 Valid Accounts Defense-Evasion

T1530 Data from Cloud Storage Collection

T1114 Email Collection Collection
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