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Spring ISD Employees on Leave After Data
Breach Exposes Sensitive Info
DATA BREACH | MEDIUM

SCC Item ID SCC-DBR-2026-0088

Type Data Breach

Severity MEDIUM

Affected Products Spring Independent School District (Spring, TX), employee records

Published 7 hours ago

Discovery Source Serper

Executive Summary

Spring Independent School District (Spring, TX) confirmed an employee sent an email containing

employee Social Security numbers and other personally identifiable information to unintended recipients.

This is an accidental insider disclosure, not an external attack. The incident carries direct regulatory

exposure under state and federal data protection requirements and has resulted in at least one employee

being placed on administrative leave.

Technical Analysis

Incident type: accidental insider data disclosure via misdirected email. No CVE applies. Relevant CWEs:

CWE-200 (Exposure of Sensitive Information to an Unauthorized Actor) and CWE-359 (Exposure of Private

Personal Information to an Unauthorized Actor). MITRE ATT&CK technique T1048 (Exfiltration Over Alternative

Protocol) is mapped by the source data, though the mechanism here is email misdirection rather than intentional

exfiltration. Affected data: employee PII including Social Security numbers. Student data is not reported as

involved. No external intrusion vector, no malware, no software vulnerability. Root cause indicators point to

insufficient data handling controls, likely absent or unenforced DLP policy, lack of email controls restricting bulk

PII transmission, and insufficient access controls limiting who can aggregate and send sensitive HR records.

Action Checklist

1. Containment: Identify the misdirected email and all recipient addresses. Attempt recall if the mail

platform supports it (Exchange/M365 recall or admin purge). Contact unintended recipients directly and

request deletion. Document all recipients for breach notification scope.
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2. Detection: Pull email gateway logs for the sending account and identify the exact recipients,

timestamps, and attachment contents. Review DLP alerts; if none fired, that is a control gap to document.

Check whether similar emails were sent from the same account or shared mailbox in prior periods.

3. Eradication: Revoke or restrict the sending account's access to HR/PII data stores pending

investigation. Audit who has bulk-export permissions on employee records in your HRIS or directory.

Implement DLP rules if absent, or enforce existing DLP rules, blocking outbound email with SSN-pattern

content to external or unintended internal recipients.

4. Recovery: Confirm with legal and HR that all unintended recipients have been contacted and have

confirmed deletion. Validate that the affected employee records are secured and access is logged going

forward. Restore normal account access only after investigation is closed.

5. Post-Incident: Conduct a mandatory data handling refresher for all staff with access to PII. Review and

update the email policy to require two-person approval for any outbound communication containing

sensitive HR data. Document this incident in your breach register and evaluate whether state breach

notification obligations are triggered under Texas Business & Commerce Code Chapter 521.

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to legal counsel and district leadership if any unintended recipient
cannot be reached for deletion confirmation within 48 hours, if the exposed SSN count
exceeds the Texas BCC Chapter 521 notification threshold, if evidence emerges that the
disclosure was intentional rather than accidental, or if FERPA-protected student records were
co-mingled in the disclosure.

Recovery Notes Recovery is contingent on legal closure, not technical remediation — do not restore HRIS
bulk-export access until legal counsel has issued a written breach notification determination
under Texas BCC Chapter 521 and all unintended recipients have provided written deletion
confirmation. Monitor the sender account and all associated shared mailboxes via M365
mailbox audit logs (MailItemsAccessed, SendAs) for a minimum of 30 days post-restoration to
detect any recurrence or unauthorized access patterns. Confirm that the newly implemented
SSN DLP policy in Exchange has generated at least one test-trigger event to validate it is
active and correctly scoped before closing the incident.

Forensic Artifacts M365 Unified Audit Log (UAL) export for Operations: Send, SendAs, SendOnBehalf —
scoped to the sender's UPN for 90 days prior to incident, exported to CSV and preserved with
SHA-256 hash; this is the primary evidence source for recipient enumeration and
send-pattern analysis. | Exchange/M365 Message Trace report for the specific offending
message — captures all RCPT TO addresses, delivery timestamps, delivery status, and
message size; required for breach notification scope determination under Texas BCC Chapter
521. | HRIS audit log for the sender account showing all PII field access, report generation,
and bulk export events in the 30 days preceding the incident — specifically any queries
returning SSN fields from the employee records database (e.g., Skyward, PowerSchool, or
ADP audit trail). | M365 DLP policy configuration snapshot at time of incident — documents
whether a U.S. Social Security Number sensitive information type policy was active and
scoped to Exchange outbound mail; absence of this policy is a direct control deficiency
finding. | SHA-256 hash of the offending email attachment (the file containing SSNs) —
preserved before any deletion action to establish the exact data elements exposed, the
number of affected employee records, and the scope of PII fields included, all required for
regulatory notification content.
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Per-Action IR Details

Containment: Identify the misdirected email and all recipient addresses. Attempt recall if the mail platform

supports it (Exchange/M365 recall or admin purge). Contact unintended recipients directly and request

deletion. Document all recipients for breach notification scope.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy (CSF RS.MA-01: Execute IR plan and mitigate incident)

Controls: NIST IR-4 (Incident Handling), NIST IR-6 (Incident Reporting), NIST SI-12 (Information Management and

Retention), CIS 3.3 (Configure Data Access Control Lists)

Compensating: For M365 tenants without E3/E5 licensing: use Exchange Admin Center > Mail Flow > Message

Trace to pull the full delivery report for the offending message (filterable by sender, date range, and subject). Run the

PowerShell command 'Get-MessageTrace -SenderAddress -StartDate -EndDate | Export-Csv recipients.csv' to

enumerate all recipient addresses. For on-premises Exchange, use EAC > Mail Flow > Delivery Reports or the

Exchange Management Shell 'Get-MessageTrackingLog -Sender -EventId DELIVER'. Admin hard-delete via

'Search-Mailbox -Identity -SearchQuery "Subject:" -DeleteContent -Force' (requires Discovery Management role).

Evidence: Before initiating recall or contacting recipients, preserve: (1) the original message headers from the sending

mailbox (full RFC 5322 headers showing SMTP relay path and timestamp); (2) the Exchange/M365 Message Trace

export showing all RCPT TO addresses, delivery timestamps, and delivery status (delivered vs. deferred); (3) a copy of

the attachment or email body confirming PII scope (SSNs, full names, DOBs) — hash the file (SHA-256) before any

deletion action; (4) the sender's Sent Items folder state at time of discovery, preserved via in-place hold or litigation

hold before any account modification.

Detection: Pull email gateway logs for the sending account and identify the exact recipients, timestamps, and

attachment contents. Review DLP alerts — if none fired, that is a control gap to document. Check whether

similar emails were sent from the same account or shared mailbox in prior periods.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis (CSF DE.AE-02: Analyze potentially adverse events;

DE.AE-03: Correlate information from multiple sources)

Controls: NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST SI-4 (System

Monitoring), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: In M365 without a SIEM, use the Compliance Portal > Content Search or Audit Log Search (Unified

Audit Log) — filter on Operations: 'Send' and 'SendAs' for the sender's UPN over a 90-day lookback window. Export

the UAL to CSV and grep/filter for SSN-pattern content using PowerShell: 'Select-String -Pattern "\b\d{3}-\d{2}-\d{4}\b"

-Path '. For DLP gap documentation, navigate to M365 Compliance > Data Loss Prevention > Policy Matches and

confirm whether any SSN-pattern policy (built-in sensitive info type: U.S. Social Security Number) was configured and

scoped to Exchange — if absent, document as a control deficiency against NIST SI-4 and CIS 8.2. For historical

send-pattern review, run PowerShell: 'Get-MessageTrackingLog -Sender -Start -EventId SEND | Where-Object

{$_.RecipientAddress -notlike "*@springisd.org"}'.

Evidence: Preserve before analysis: (1) M365 Unified Audit Log export (Operations: Send, SendAs, SendOnBehalf)

for the sender account covering at minimum 90 days prior to incident date — this establishes whether the misdirected

send is isolated or part of a pattern; (2) M365 DLP policy configuration export showing all active Exchange policies and

their sensitive information type rules at the time of incident — documents whether an SSN-detection policy existed; (3)

HRIS or HR system access logs for the sender account showing bulk-export or report-generation events in the 72

hours preceding the send; (4) any prior DLP policy match reports or near-miss alerts for the same sender or shared

mailbox.

Eradication: Revoke or restrict the sending account's access to HR/PII data stores pending investigation.

Audit who has bulk-export permissions on employee records in your HRIS or directory. Implement or enforce

DLP rules blocking outbound email with SSN-pattern content to external or unintended internal recipients.

NIST Phase: Eradication
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Reference: NIST 800-61r3 §3.4 — Eradication (CSF RS.MA-01: Remove threat from environment and verify

eradication)

Controls: NIST IR-4 (Incident Handling), NIST SI-2 (Flaw Remediation), NIST SI-4 (System Monitoring), NIST AU-9

(Protection of Audit Information), CIS 3.3 (Configure Data Access Control Lists), CIS 5.4 (Restrict Administrator

Privileges to Dedicated Administrator Accounts), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: For HRIS access restriction without an enterprise PAM tool: disable the sending account's HRIS role

directly in the HR system (e.g., remove 'HR Reporter' or 'Bulk Export' role in systems like Skyward, PowerSchool, or

ADP) and document the role state before and after. For the permission audit, run an Active Directory query:

'Get-ADGroupMember -Identity "HR-DataExport" -Recursive | Select Name, SamAccountName' to enumerate all

accounts with bulk-export group membership. For DLP without E5 licensing, create a free M365 built-in DLP policy

using the 'U.S. Social Security Number (SSN)' sensitive information type scoped to Exchange with action 'Block' for

external recipients and 'Notify' for internal — this is available at the M365 E3 tier. Document the policy UUID and

activation timestamp for the incident record.

Evidence: Preserve before making access changes: (1) a full export of the sender's current HRIS role assignments

and permission groups — captured before any revocation so the investigation baseline is documented; (2) Active

Directory group membership snapshot for all groups granting access to HR data repositories or shared drives

containing employee PII (e.g., 'net group "HR Staff" /domain > hr_group_snapshot.txt'); (3) HRIS audit log showing the

sender's data access and export activity for the 30 days prior to incident — specifically any bulk report exports, SSN

field queries, or employee roster downloads; (4) current DLP policy configuration export confirming absence or

misconfiguration of SSN-detection rules at time of incident.

Recovery: Confirm with legal and HR that all unintended recipients have been contacted and have confirmed

deletion. Validate that the affected employee records are secured and access is logged going forward.

Restore normal account access only after investigation is closed.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery (CSF RC: Execute recovery plan, restore systems, verify integrity,

communicate)

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST AU-3 (Content of Audit Records),

NIST AU-11 (Audit Record Retention), NIST SI-7 (Software, Firmware, and Information Integrity), CIS 6.1 (Establish an

Access Granting Process), CIS 6.2 (Establish an Access Revoking Process)

Compensating: For recipient deletion confirmation without a dedicated legal hold platform: create a simple

acknowledgment log — a dated, signed email or form response from each unintended recipient confirming they have

permanently deleted the email and any attachments, including from Deleted Items and any backups or personal

devices. Store these confirmations in the incident record. For access restoration gate, require written sign-off from both

HR leadership and legal counsel before re-enabling HRIS bulk-export permissions — document the approval chain

with timestamps. For ongoing access logging of employee PII records post-incident, enable M365 Mailbox Auditing

('Set-Mailbox -Identity -AuditEnabled $true -AuditOwner SendAs,Send,MailItemsAccessed') and HRIS field-level audit

logging on SSN and PII fields if the system supports it.

Evidence: Before restoring account access, confirm the following are documented in the incident record: (1) written

deletion confirmations from each unintended recipient with timestamps; (2) legal counsel's written determination on

breach notification obligation under Texas Business and Commerce Code Chapter 521 (notification required if

sensitive PII was acquired by an unauthorized person); (3) updated HRIS access control list reflecting post-incident

permission state; (4) M365 mailbox audit log confirming no further anomalous send activity from the account or

associated shared mailboxes since containment.

Post-Incident: Conduct a mandatory data handling refresher for all staff with access to PII. Review and update

the email policy to require dual-approval for any outbound communication containing sensitive HR data.

Document this incident in your breach register and evaluate whether state breach notification obligations are

triggered under Texas Business & Commerce Code Chapter 521.

NIST Phase: Post Incident



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-DBR-2026-0088
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-04-13 08:11 UTC Page 5SCC-DBR-2026-0088

Reference: NIST 800-61r3 §4 — Post-Incident Activity (CSF GV, ID: Lessons learned, update policies, improve

detection, share intelligence)

Controls: NIST IR-2 (Incident Response Training), NIST IR-3 (Incident Response Testing), NIST IR-8 (Incident

Response Plan), NIST SI-5 (Security Alerts, Advisories, and Directives), NIST AU-11 (Audit Record Retention), CIS 7.1

(Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation

Process)

Compensating: For breach register documentation without a GRC platform: maintain a structured incident log in a

controlled-access spreadsheet or SharePoint site capturing: incident date, data elements exposed (SSNs, full names,

employee IDs), number of affected individuals, recipient list, containment actions taken, notification determination, and

regulatory filing dates. For Texas BCC Chapter 521 evaluation: the statute requires notification to affected individuals

'as quickly as possible' if sensitive PII (including SSN) was acquired by an unauthorized person — legal counsel must

determine whether unintended recipients constitute 'unauthorized acquisition.' For the dual-approval email control

without an enterprise workflow tool, implement a shared mailbox rule in Exchange/M365 that requires a second HR

approver to release any outbound message tagged by the SSN DLP policy before delivery — this is achievable via

M365 mail flow rules with a 'Require approval' action.

Evidence: For the post-incident record and any regulatory filing, preserve: (1) the complete incident timeline from initial

send to final recipient confirmation, with all timestamps; (2) the DLP gap analysis documenting that no SSN-detection

policy was active at time of incident — this is directly relevant to any regulatory inquiry; (3) training completion records

for all staff who received the data handling refresher, with dates and attestations; (4) the updated email policy version

with effective date; (5) legal counsel's written breach notification determination referencing Texas BCC Chapter 521

and, if applicable, FERPA (if any records touched student data) — retain for minimum 3 years per standard records

retention practice.

Detection Guidance

No external IOCs to hunt. Detection focus is internal. Review email gateway logs (Exchange admin center,

M365 Compliance Center, or equivalent) for outbound messages from HR or payroll accounts containing

attachments with SSN-pattern strings (regex: \d{3}-\d{2}-\d{4}, which matches XXX-XX-XXXX format). If a DLP

solution is deployed, audit whether a policy violation was generated and why it did not prevent transmission.

Check HRIS audit logs for bulk data exports in the 48 hours preceding the email. In M365 environments, use

Content Search in the Compliance Center to locate the email and its recipients. Flag any similar patterns from

other accounts as a secondary review.

Framework Mappings

MITRE-ATTACK

• T1048 — Exfiltration Over Alternative Protocol

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

NIST-800-53R5

• AC-3 — Access Enforcement

• SC-28 — Protection of Information at Rest

HIPAA-SECURITY

• 164.312(a)(1) — Access Control
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• 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.34 — Privacy and protection of personal information

SOC2-TSC

• CC7.4 — Responds to identified security incidents

NIST-CSF-2

• RS.CO-03 — Recovery activities and progress communicated

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1048 Exfiltration Over Alternative Protocol Exfiltration

Sources

Source URL Tier

https://nationaltoday.com/us/tx/spring/news/2026/04/13/spring-isd-e... T3

Spring ISD employees
on leave after
mistakenly leaking
sensitive ...

https://www.yahoo.com/news/articles/spring-isd-employees-leave-mist... T3

Spring ISD officials said
at least one employee
was placed on leave ...

https://www.instagram.com/p/DW-bzBIjNK7/ T3

Spring ISD officials said
at least one employee
was placed on leave ...

https://www.facebook.com/abc13Houston/posts/spring-isd-officials-sa... T3

Spring ISD employees
on leave after
mistakenly leaking
sensitive ...

https://www.facebook.com/abc13Houston/posts/spring-isd-employees-on... T3
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