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FBI Labels Surveillance System Data Breach
'Major Incident,' Notifies Congress, China-Linked
Hackers Suspected
DATA BREACH | CRITICAL

SCC Item ID SCC-DBR-2026-0082

Type Data Breach

Severity CRITICAL

Affected Products FBI internal surveillance system (specific system name not publicly confirmed)

Published 3 days ago

Discovery Source Serper

Executive Summary

The FBI has classified a breach of one of its internal surveillance systems as a 'major incident' under

FISMA and notified Congress within the required seven-day window. China-linked threat actors are

suspected but have not been officially attributed. The breach affects a federal law enforcement surveillance

system; the scope of data exfiltrated and operational impact remain undisclosed, creating material

uncertainty for any organization with data-sharing relationships with the FBI or federal law enforcement

infrastructure.

Technical Analysis

Affected system: an FBI internal surveillance system (specific system name not publicly disclosed). Entry vector,

dwell time, and exfiltrated data scope are not confirmed in available source material. MITRE ATT&CK

techniques associated with this incident type: T1119 (Automated Collection), T1213 (Data from Information

Repositories), T1078 (Valid Accounts, suggesting possible credential compromise or insider-access abuse). No

CVE or CWE identifiers are applicable; this is an intrusion incident, not a software vulnerability disclosure. The

'major incident' designation is defined under OMB Memorandum M-20-04 and FISMA, triggered when a breach

meets thresholds for impact on confidentiality, integrity, or availability of federal systems. Attribution to a

China-nexus actor is sourced from news reporting (The Hill, Fox News) and has not been confirmed by official

FBI or CISA statements as of available source material. Technical details are sourced from news reporting only;

official FBI or CISA disclosure has not yet confirmed the scope or attribution. Treat as preliminary pending

official advisory.



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-DBR-2026-0082
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-04-07 06:06 UTC Page 2SCC-DBR-2026-0082

Action Checklist

1. Containment: If your organization shares data with FBI systems (e.g., CJIS, eGuardian, federated

identity portals), law enforcement portals, or federal surveillance infrastructure, review active data-sharing

sessions and apply least-privilege access controls immediately. Suspend non-essential integrations

pending clarification of scope.

2. Detection: Review logs for anomalous access to law enforcement data-sharing portals or federated

identity systems. Hunt for T1078 indicators: unusual authentication times, service account logins from

unexpected source IPs, or MFA bypass events. Check SIEM for T1213 patterns: bulk data read operations

against repositories storing federal or partner data.

3. Eradication: No vendor patch is applicable; this is an intrusion incident. If credential compromise is

suspected (T1078), rotate credentials for any accounts with access to federal data repositories or law

enforcement portals. Enforce phishing-resistant MFA (FIDO2/PIV) on all privileged accounts connected to

federal systems.

4. Recovery: Validate integrity of any data shared with or received from FBI systems during the suspected

intrusion window. Monitor federal advisory channels (CISA, FBI Cyber Division) for IOC releases or official

attribution updates. Reestablish data-sharing sessions only after confirming partner system integrity

through official FBI/CISA guidance.

5. Post-Incident: Review third-party and federal data-sharing agreements for breach notification

obligations. Assess whether your organization's data classification and access controls align with CISA

Zero Trust Maturity Model and NIST SP 800-53 AC and IA control families. Document gaps in visibility into

federated or partner-system access as a finding for the next risk assessment cycle.

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate immediately to CISO, legal counsel, and executive leadership if forensic review
confirms any of the following: (1) evidence that CJIS-connected credentials or API keys were
accessed or exfiltrated, (2) data shared with FBI systems includes PII, PHI, or classified law
enforcement sensitive (LES) information triggering FISMA major incident downstream
notification obligations or state breach notification requirements, or (3) your organization lacks
the capability to determine whether data flows to FBI systems were compromised, as this
constitutes a material uncertainty requiring external IR firm engagement and potential
self-reporting to CISA.

Recovery Notes Do not reestablish any data-sharing sessions with FBI or CJIS-connected systems until official
FBI Cyber Division or CISA guidance explicitly clears the affected infrastructure — treat
absence of official clearance as a hold condition regardless of operational pressure. During
the recovery monitoring window (minimum 90 days given the China-nexus attribution and
historical PRC actor persistence TTPs), implement enhanced logging on all federated identity
events and data-sharing API calls, baselining normal volumes so that any resumed
anomalous bulk read activity consistent with T1213 is immediately detectable. Assign a
dedicated analyst to monitor CISA advisories and FBI Cyber Division bulletins weekly for IOC
releases tied to this incident, as official attribution packages for PRC state-sponsored
intrusions have historically been released weeks to months after initial disclosure.
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Forensic Artifacts Federated identity provider authentication logs (Azure AD/Entra sign-in logs, Okta System
Log, AD FS Event IDs 1200/1202/1203) scoped to accounts with CJIS or LEO portal access
— specifically capturing source IPs, authentication method, MFA satisfaction status, and
session duration during the suspected intrusion window to identify T1078 (Valid Accounts)
exploitation | Windows Security Event Log Event IDs 4624, 4625, 4648, 4768, 4769 on
domain controllers for service accounts used in federal portal integrations — Kerberoasting
artifacts (4769 with etype 0x17/RC4) and pass-the-hash indicators (4624 Type 3 with NTLM
from unexpected source) are consistent with PRC actor credential harvesting TTPs preceding
data repository access | API gateway, reverse proxy, or MFT solution access logs (nginx
access.log, IIS W3C logs, MOVEit Transfer audit logs) showing HTTP request methods, URI
paths, response sizes, and byte counts for connections to FBI/CJIS portal endpoints —
large-response GET operations against data repository endpoints are the primary artifact of
T1213 (Data from Information Repositories) bulk collection activity | Network flow records
(NetFlow v9/IPFIX or firewall session logs) for all outbound connections to FBI/federal partner
IP space during the 90-day window preceding disclosure — PRC state-sponsored actors
characteristically use low-and-slow exfiltration over extended periods; session duration
outliers and cumulative byte-count anomalies per destination are key indicators | Database
audit logs (SQL Server Audit, Oracle Unified Audit, PostgreSQL pgaudit) for any internal
databases storing data received from or shared with FBI systems — query execution logs
showing bulk SELECT operations, unusual row counts, or access by service accounts outside
normal application query patterns during the intrusion window would indicate the adversary
accessed data beyond the direct federal portal connection

Per-Action IR Details

Containment — If your organization shares data with FBI systems, law enforcement portals, or federal

surveillance infrastructure (e.g., LEO portals, CJIS-connected systems), review active data-sharing sessions

and apply least-privilege access controls immediately. Suspend non-essential integrations pending

clarification of scope.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: isolate affected systems and limit further exposure while

preserving evidence; CSF [RS] function — execute IR plan, categorize, contain, communicate, mitigate

Controls: NIST IR-4 (Incident Handling) — implement containment actions consistent with the incident response plan,

NIST AC-17 (Remote Access) — enforce restrictions on remote access to CJIS-connected or LEO portal sessions

pending scope clarification, NIST AC-4 (Information Flow Enforcement) — restrict data flows between your

environment and FBI/federal partner systems until integrity is confirmed, CIS 3.3 (Configure Data Access Control Lists)

— revalidate and tighten ACLs on repositories holding data shared with or received from federal law enforcement

systems, CIS 6.2 (Establish an Access Revoking Process) — suspend or revoke service accounts and API credentials

used for active FBI/CJIS portal integrations

Compensating: For teams without PAM or automated session management: enumerate all outbound connections to

FBI/CJIS endpoints using 'netstat -anob' (Windows) or 'ss -tulpn' (Linux) and manually document active sessions.

Disable service accounts tied to LEO portals via Active Directory by setting 'Account is disabled' in ADUC or running

'Disable-ADAccount -Identity ' in PowerShell. Use Windows Firewall ('netsh advfirewall firewall add rule') or iptables to

block outbound traffic to known CJIS/LEO portal IP ranges as an emergency isolation measure until official guidance is

issued.

Evidence: Before suspending integrations, capture a point-in-time snapshot: export Windows Security Event Log

filtering for Event ID 4624 (Logon) and 4648 (Explicit Credential Logon) scoped to service accounts used for FBI/CJIS

portal authentication. Capture full NetFlow or firewall session logs showing source/destination IPs, ports, byte counts,

and session duration for all connections to FBI portal infrastructure over the prior 30–90 days. Export API gateway or

reverse proxy access logs (e.g., nginx access.log, IIS W3C logs) showing request volume and response codes to

federal partner endpoints — bulk GET operations with large response sizes are indicators of T1213 data collection
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activity. Preserve these logs to write-once storage before any session termination.

Detection — Review logs for anomalous access to law enforcement data-sharing portals or federated identity

systems. Hunt for T1078 indicators: unusual authentication times, service account logins from unexpected

source IPs, or MFA bypass events. Check SIEM for T1213 patterns: bulk data read operations against

repositories storing federal or partner data.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: correlate indicators across sources, estimate scope and

impact, prioritize based on criticality; CSF [DE] function — DE.AE-02 (analyze adverse events), DE.AE-03 (correlate

from multiple sources), DE.AE-07 (integrate CTI into analysis)

Controls: NIST SI-4 (System Monitoring) — monitor for T1078 (Valid Accounts) and T1213 (Data from Information

Repositories) indicators specific to federated identity and LEO portal access, NIST AU-6 (Audit Record Review,

Analysis, and Reporting) — review authentication and access logs for anomalous patterns consistent with China-nexus

actor TTPs, NIST AU-3 (Content of Audit Records) — verify that log records for CJIS/LEO portal sessions include

source IP, user identity, timestamp, and data volume sufficient for forensic reconstruction, NIST IR-5 (Incident

Monitoring) — track and document all identified anomalous access events as potential incident indicators, CIS 8.2

(Collect Audit Logs) — confirm audit logging is enabled and centrally collected for all federated identity providers and

federal data-sharing endpoints

Compensating: Without SIEM: use PowerShell to query Windows Security Event Log on domain controllers for Event

ID 4624 (Type 3 network logon) and 4776 (credential validation) filtered to service accounts with CJIS/LEO portal

access — 'Get-WinEvent -FilterHashtable @{LogName="Security"; Id=4624} | Where-Object {$_.Message -match ""}'.

For MFA bypass detection, query Azure AD / Entra ID sign-in logs via Microsoft Graph CLI or the portal, filtering for

sign-ins with 'authenticationRequirement: singleFactorAuthentication' on privileged accounts. For T1213 bulk read

hunting without EDR, deploy osquery with a query against 'process_open_files' and 'process_events' tables to identify

processes making anomalous file read volumes against directories holding federal partner data. Use Sigma rule

'win_security_susp_failed_logon_reasons.yml' adapted for service account logon failures as a starting detection point.

Evidence: Query federated identity provider (Okta, Azure AD/Entra, AD FS) logs for authentication events to

FBI/CJIS-integrated applications, specifically: sign-ins from IP addresses outside expected corporate egress ranges,

successful authentications immediately following failed MFA attempts (T1078.004 — Cloud Accounts), and service

principal or application-credential logons outside business hours consistent with China-nexus actor operating hours

(UTC+8, approximately 01:00–09:00 UTC). Capture Windows Event ID 4662 (Object Access on AD objects) if directory

objects associated with CJIS-connected accounts were enumerated. Pull VPN/remote access logs for sessions

originating from infrastructure consistent with known PRC state-sponsored actor proxy use (Tor exit nodes, commercial

VPS providers in Southeast Asia) during the suspected intrusion window.

Eradication — No vendor patch is applicable; this is an intrusion incident. If credential compromise is

suspected (T1078), rotate credentials for any accounts with access to federal data repositories or law

enforcement portals. Enforce phishing-resistant MFA (FIDO2/PIV) on all privileged accounts connected to

federal systems.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: remove threat artifacts from environment, remediate vulnerabilities or

misconfigurations exploited during the incident, verify threat removal before recovery; CSF [RS] function — remove

threat, verify eradication

Controls: NIST IR-4 (Incident Handling) — execute eradication phase consistent with incident response plan, verifying

removal of compromised credentials and unauthorized access paths, NIST IA-5 (Authenticator Management) — rotate

all credentials (passwords, API keys, certificates, OAuth tokens) for accounts with access to FBI/CJIS-connected

systems; enforce FIDO2/PIV as phishing-resistant MFA per federal identity requirements, NIST IA-2 (Identification and

Authentication — Organizational Users) — enforce MFA for all accounts accessing federal law enforcement data

repositories, consistent with OMB M-22-09 and CISA Zero Trust guidance, NIST AC-2 (Account Management) — audit

all accounts with standing access to LEO portals; remove or suspend accounts not actively required for business

operations, CIS 5.4 (Restrict Administrator Privileges to Dedicated Administrator Accounts) — ensure no general-use
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accounts retain privileged access to CJIS or federal partner systems post-credential rotation, CIS 6.5 (Require MFA for

Administrative Access) — enforce phishing-resistant MFA on all administrative and service accounts with federal

system access

Compensating: For organizations without enterprise PAM: perform credential rotation manually using a documented

runbook — generate new passwords meeting NIST SP 800-63B requirements (minimum 15 characters, no complexity

rules, checked against breach corpus) using a local password manager (KeePass). Revoke and regenerate all API

keys/OAuth tokens for CJIS portal integrations via the respective portal's admin console. For FIDO2 enforcement

without enterprise MDM: deploy Windows Hello for Business via Group Policy (Computer Configuration > Windows

Settings > Security Settings > Public Key Policies > BitLocker Drive Encryption) as a no-cost FIDO2-compatible option

on Windows 10/11 endpoints. Document every rotated credential with timestamp and approver identity for the incident

record.

Evidence: Before rotating credentials, extract a complete list of all sessions, tokens, and API keys currently issued for

federal portal access — pull OAuth token issuance logs from Azure AD/Entra (Event ID: non-interactive sign-ins with

application permissions) and ADFS audit logs (Event ID 1200 — token issued) to establish baseline of what was

potentially in adversary possession. Capture Active Directory replication metadata ('repadmin /showrepl',

'Get-ADReplicationAttributeMetadata') to detect if the China-linked actor performed DCSync (T1003.006) or modified

account attributes on CJIS-connected service accounts. Preserve Kerberos TGT/TGS request logs (Windows Event ID

4768, 4769) for service accounts with CJIS access — anomalous Kerberoasting patterns (multiple 4769 events with

RC4 encryption type for service accounts) would indicate pre-compromise credential harvesting consistent with PRC

actor TTPs.

Recovery — Validate integrity of any data shared with or received from FBI systems during the suspected

intrusion window. Monitor federal advisory channels (CISA, FBI Cyber Division) for IOC releases or official

attribution updates. Reestablish data-sharing sessions only after confirming partner system integrity through

official FBI/CJIS guidance.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: restore systems and operations to normal, verify integrity before

reestablishing connections, implement additional monitoring during recovery period; CSF [RC] function — execute

recovery plan, restore systems, verify integrity, communicate

Controls: NIST IR-4 (Incident Handling) — recovery actions must be consistent with the incident response plan;

reestablish federal data-sharing sessions only after documented confirmation of partner system integrity, NIST SI-7

(Software, Firmware, and Information Integrity) — validate integrity of data received from FBI systems during the

intrusion window using cryptographic checksums or digital signatures where available, NIST SI-5 (Security Alerts,

Advisories, and Directives) — monitor CISA advisories and FBI Cyber Division notifications for IOCs, TTP updates,

and official guidance specific to this surveillance system breach, NIST CP-10 (System Recovery and Reconstitution) —

reestablish data-sharing integrations in a phased manner with enhanced monitoring, not bulk restoration, CIS 7.1

(Establish and Maintain a Vulnerability Management Process) — track federal advisory updates as inputs to your

vulnerability and threat management process during the recovery window

Compensating: Without automated integrity monitoring: generate SHA-256 hashes of all data files received from

FBI/federal partner systems during the suspected intrusion window using 'Get-FileHash -Algorithm SHA256'

(PowerShell) or 'sha256sum' (Linux) and compare against any prior baseline hashes if available. Stand up a manual

monitoring cadence: assign one analyst to check CISA (cisa.gov/news-events/cybersecurity-advisories) and FBI Cyber

Division advisories daily until official IOC packages are released for this incident. Create a recovery gate checklist

requiring documented FBI/CJIS confirmation before any data-sharing session is reestablished — treat absence of

official clearance as a continue-hold condition.

Evidence: Before reestablishing any federal data-sharing sessions, document the full audit trail of data flows during

the intrusion window: extract data transfer logs from MFT solutions (e.g., MOVEit, SFTP server logs) or API gateway

logs showing exact files, record counts, and byte volumes exchanged with FBI systems. Capture and retain any

cryptographic receipts, digital signatures, or hash manifests provided by federal systems for data integrity validation. If

data received from FBI systems was ingested into internal databases, query for anomalous records inserted during the

intrusion window using database audit logs (SQL Server Audit Events, Oracle Unified Audit) — China-linked actors

have historically used access to partner systems to stage or inject data as well as exfiltrate it.
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Post-Incident — Review third-party and federal data-sharing agreements for breach notification obligations.

Assess whether your organization's data classification and access controls align with CISA Zero Trust

Maturity Model and NIST SP 800-53 AC and IA control families. Document gaps in visibility into federated or

partner-system access as a finding for the next risk assessment cycle.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: conduct lessons-learned review, update IR plan and detection

capabilities, document findings, share intelligence; CSF [GV, ID] functions — update policies, improve detection, share

intelligence

Controls: NIST IR-4 (Incident Handling) — incorporate lessons learned from this federal partner breach into updated

incident handling procedures, specifically for third-party and federated system scenarios, NIST IR-8 (Incident

Response Plan) — update IR plan to include explicit procedures for incidents originating in federal partner systems

where your organization is a downstream affected party under FISMA major incident criteria, NIST RA-3 (Risk

Assessment) — document the gap in visibility into federated and partner-system access as a risk finding; assess

likelihood and impact in the context of CJIS data classification requirements, NIST AC-1 (Policy and Procedures —

Access Control) — review and update access control policies governing federal data-sharing relationships to align with

CISA Zero Trust Maturity Model Stage 2+ requirements, NIST IA-1 (Policy and Procedures — Identification and

Authentication) — assess current authentication controls for federal portal access against NIST SP 800-63B

AAL2/AAL3 requirements and OMB M-22-09 phishing-resistant MFA mandate, CIS 7.2 (Establish and Maintain a

Remediation Process) — formally track identified gaps in federated access visibility as risk-prioritized remediation

items with assigned owners and target dates

Compensating: For organizations without a GRC platform: document lessons learned in a structured after-action

report using the NIST 800-61r3 §4 template structure (incident summary, timeline, root cause, impact, corrective

actions). Use a free NIST SP 800-53 control self-assessment spreadsheet (available from NIST's CSRC resource

library) to score current state of AC and IA family controls against CISA Zero Trust Maturity Model criteria. Track

identified gaps as findings in a simple risk register (Excel/Google Sheets) with columns for finding, affected control, risk

rating, remediation owner, and target date — review monthly until closed.

Evidence: Compile the complete incident evidence package before closing: all log exports, credential rotation records,

session suspension timestamps, and data integrity validation results captured during prior phases. Obtain and retain a

copy of any FISMA major incident notification documentation or congressional notification records related to this

breach that are made available through official channels — these establish the regulatory timeline for your

organization's downstream notification obligations. Document the specific data categories shared with or received from

FBI systems during the intrusion window and map them to applicable breach notification frameworks (FISMA, CJIS

Security Policy §5.13, state breach notification laws, HIPAA if health data was involved in any shared investigative

records) as the basis for legal and compliance review.

Detection Guidance

No confirmed IOCs are publicly available as of source material date. Detection should focus on behavioral

indicators consistent with MITRE T1078, T1119, and T1213. Recommended hunts: (1) Authentication

anomalies, query for successful logins to federal portals or CJIS-adjacent systems outside business hours or

from unexpected geolocations. If your organization participates in CJIS (Criminal Justice Information Services),

prioritize query tuning on CJIS-connected systems and federated identity providers. Non-CJIS members should

focus on any direct integrations with federal law enforcement data repositories or portals. (2) Bulk data access,

alert on read operations exceeding baseline thresholds against repositories containing law enforcement or

partner data; (3) Credential reuse, cross-reference any recent credential exposure against accounts with federal

system access. Monitor CISA Advisories (cisa.gov/news-events/cybersecurity-advisories) and the FBI Cyber

Division for official IOC releases. This incident is attribution-unconfirmed; China-nexus TTP overlaps (e.g.,

living-off-the-land, valid account abuse, low-and-slow collection) should inform hunting priority but not be treated
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as confirmed indicators.

Indicators of Compromise

Type Value Context Confidence

DOMAI
N

not available No IOCs have been publicly released.
Monitor CISA and FBI Cyber Division for
official indicator disclosure.

LOW

Framework Mappings

MITRE-ATTACK

• T1119 — Automated Collection

• T1213 — Data from Information Repositories

• T1078 — Valid Accounts

NIST-800-53R5

• AC-6 — Least Privilege

• SC-7 — Boundary Protection

• SI-4 — System Monitoring

• AC-2 — Account Management

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

HIPAA-SECURITY

• 164.308(a)(6)(ii) — Response and Reporting

SOC2-TSC

• CC7.4 — Responds to identified security incidents

• CC6.3 — Authorizes, modifies, or removes access

ISO-27001-2022

• A.5.34 — Privacy and protection of personal information

NIST-CSF-2

• RS.CO-03 — Recovery activities and progress communicated

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1119 Automated Collection Collection
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Technique ID Technique Name Tactic

T1213 Data from Information Repositories Collection

T1078 Valid Accounts Defense-Evasion
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