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Federal Investigators Confirm '"Major’
Chinese-Linked Hack of FBI Surveillance System
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Discovery Source Gemini

I Executive Summary

Federal investigators have confirmed a major intrusion into an FBI system used to support surveillance
operations, attributed with medium confidence to a China-linked state-sponsored actor. The compromised
system is reported to hold sensitive surveillance data, creating potential adversary visibility into active
investigations, confidential human sources, and technical collection methods. Organizations with law
enforcement partnerships, classified data-sharing relationships, or personnel involved in federa
investigations should treat this as a counterintelligence risk requiring immediate review.

I Technical Analysis

The compromised system supports FBI surveillance operations; the specific platform, software stack, and attack
vector have not been publicly disclosed as of April 2026. No CVE, CWE, or malware family has been released.
MITRE ATT&CK techniques consistent with this incident profile include T1005 (Data from Local System), T1119
(Automated Collection), T1213 (Data from Information Repositories), T1078 (Valid Accounts), and T1567
(Exfiltration Over Web Service). The pattern is consistent with long-dwell-time, data-focused intrusions typical of
state-sponsored collection operations. No patch, vendor advisory, or public technical indicators of compromise
(IOCs) have been released. Attribution to Chinese state-sponsored actors is assessed at MEDIUM confidence
based on media reporting; no technical indicators have been publicly confirmed. CVSS scoring is not applicable
given the absence of a disclosed CVE.

I Action Checklist
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1. Containment: If your organization shares data with, or has network connectivity to, FBI or DOJ systems,
audit those trust relationships and access paths immediately. Temporarily restrict or review any API
integrations, VPN tunnels, or shared authentication mechanisms pending further disclosure from federal
partners.

2. Detection: Review logs for anomalous access to repositories holding sensitive investigation-related
data, legal hold systems, or case management platforms. Query for T1078 indicators: logins outside
business hours, service account usage from unexpected source IPs, and lateral movement from privileged
accounts. Monitor for bulk data staging activity consistent with T1119 and T1005.

3. Eradication: No public patch or remediation guidance is available for this specific incident. Focus on
hardening valid account controls: enforce MFA on all privileged accounts, rotate credentials for accounts
with access to sensitive data repositories, and audit service accounts for necessity and least-privilege
compliance.

4. Recovery: Validate access logs for sensitive data repositories against authorized user baselines for the
90 days prior to March 2026. Confirm no unauthorized data staging or exfiltration paths exist. Monitor
outbound connections for anomalous exfiltration patterns consistent with T1567 (web service exfiltration).

5. Post-Incident: This incident highlights risk in federal data-sharing partnerships and surveillance-adjacent
systems. Review your organization's counterintelligence exposure: catalog personnel with federal
investigation relationships, assess whether your organization holds data that may be of collection interest
to state actors, and validate that data repository access controls meet least-privilege standards. Revisit
insider threat detection coverage for privileged data access.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate immediately to CISO and legal counsel if log analysis confirms any unauthorized
access to repositories holding confidential human source (CHS) identities, active investigation
targets, technical surveillance methods, or personnel with undisclosed federal relationships —
these data categories create counterintelligence harm, potential witness safety risks, and
federal notification obligations that exceed standard breach response authority.

Recovery Notes Recovery validation must include a full 90-day retrospective access review against authorized
user baselines for every repository holding law-enforcement-partnership data or
surveillance-adjacent records, with particular focus on bulk read events and anomalous
outbound data transfers consistent with T1119/T1005/T1567 staging and exfiltration. Given
the state-sponsored attribution with medium confidence, maintain elevated monitoring posture
on all federal-integration endpoints and privileged accounts for a minimum of 180 days
post-containment, as China-linked actors in this cluster are known to re-establish footholds
through secondary access paths after initial eviction. Coordinate recovery milestones with
your federal partners — do not restore full FBI/DOJ connectivity until CISA or the relevant
federal authority issues explicit guidance confirming the scope and remediation status of the
compromised FBI surveillance system.
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Forensic Artifacts Active Directory authentication logs (Windows Security EventID 4624, 4625, 4648, 4768,
4769) for all service accounts and privileged users with access to federal-partnership data
repositories — specifically targeting Logon Type 3/10 events outside business hours and
Kerberos TGS requests for sensitive SPNs, which are consistent with valid account abuse
(T1078) by a state-sponsored actor operating in a low-and-slow collection posture | File
system audit logs (Windows Security EventID 4663 — An attempt was made to access an
object) on servers hosting case management platforms, legal hold systems, and
surveillance-support data repositories — bulk read events from a single account accessing
hundreds of distinct files within a compressed time window are a primary indicator of T1005
(Data from Local System) collection activity preceding exfiltration | Firewall and proxy egress
logs for all outbound connections from federal-integration DMZ segments — filter for large
outbound POST requests, anomalous byte-count sessions, and connections to cloud storage
or collaboration services not in your approved application inventory, consistent with T1567
(Exfiltration Over Web Service) tactics used by China-linked actors to blend exfil traffic with
legitimate business communications | DNS recursive resolver query logs from servers in your
federal-partner integration network — China-linked state-sponsored actors attributed to
operations targeting law enforcement and intelligence-adjacent systems have used DNS
tunneling and high-volume queries to recently-registered or low-reputation domains for C2
beaconing; export and frequency-analyze all unique domains queried by integration servers
over the 90-day window | VPN concentrator and remote access authentication logs
documenting all sessions established from FBI/DOJ-associated IP ranges or credentials —
capture session establishment timestamps, data transfer volumes, and any sessions initiated
outside normal federal business hours, which may indicate the compromised FBI system was
used as a pivot point to traverse the trust relationship into your environment

Per-Action IR Details

Containment — If your organization shares data with, or has network connectivity to, FBl or DOJ systems,
audit those trust relationships and access paths immediately. Temporarily restrict or review any API
integrations, VPN tunnels, or shared authentication mechanisms pending further disclosure from federal
partners.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: isolate affected systems and sever untrusted connectivity
while preserving evidence and maintaining operational continuity where possible.

Controls: NIST IR-4 (Incident Handling), NIST AC-17 (Remote Access) — restrict or suspend VPN/remote access
tunnels to FBI/DOJ endpoints pending trust re-evaluation, NIST SC-7 (Boundary Protection) — enforce boundary
controls at interconnection points with federal partner networks, NIST CA-3 (Information Exchange) — review and
suspend system interconnection agreements with FBI/DOJ until integrity of those systems is confirmed, CIS 4.4
(Implement and Manage a Firewall on Servers) — apply explicit deny rules blocking inbound/outbound traffic to
FBI/DOJ-associated IP ranges at perimeter firewall, CIS 6.2 (Establish an Access Revoking Process) — suspend or
scope-limit service accounts and shared credentials used for federal data-sharing integrations

Compensating: Export your firewall ruleset and identify any static routes, NAT rules, or allow-list entries referencing
FBI/DOJ IP blocks or FQDNSs. Use 'netstat -an' on servers hosting integration endpoints to identify active sessions to
federal partner IP ranges. Temporarily insert an explicit DROP rule on your perimeter firewall for those ranges and log
the change with timestamp and approver. For VPN tunnels, disable the tunnel profile at the concentrator level rather
than deleting it — this preserves configuration evidence. Document all trust paths in a spreadsheet: source IP,
destination IP, port, protocol, authentication method, and data classification of what transits that path.

Evidence: BEFORE restricting connectivity, capture the following: (1) Full firewall session table and connection state
logs showing active sessions to FBI/DOJ IP ranges — export from your firewall management console or run 'show
conn' on Cisco ASA / 'get session' on Palo Alto. (2) VPN tunnel status logs showing authentication events, session
establishment times, and data transfer volumes for the past 90 days — these reveal whether the compromised
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FBI-side system initiated any anomalous inbound sessions to your environment. (3) NetFlow or sFlow records for all
traffic between your network and federal partner IP space — look for unusual outbound volume or protocol anomalies
that may indicate the compromise propagated laterally into your environment from the FBI system. (4) API gateway
access logs for any integrations with DOJ/FBI systems — capture request/response metadata, authentication tokens
used, and payload sizes.

Detection — Review logs for anomalous access to repositories holding sensitive investigation-related data,
legal hold systems, or case management platforms. Query for T1078 indicators: logins outside business
hours, service account usage from unexpected source IPs, and lateral movement from privileged accounts.
Monitor for bulk data staging activity consistent with T1119 and T1005.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: correlate indicators across log sources, establish
baselines, and identify anomalous access patterns consistent with valid account abuse by a persistent state-sponsored
actor.

Controls: NIST IR-5 (Incident Monitoring) — track and document all anomalous access events to sensitive data
repositories, NIST AU-6 (Audit Record Review, Analysis, and Reporting) — systematically review authentication and
access logs for T1078 indicators specific to this intrusion pattern, NIST AU-2 (Event Logging) — verify that legal hold
systems, case management platforms, and sensitive data repositories are generating sufficient event types to detect
this activity, NIST SI-4 (System Monitoring) — monitor for bulk data collection behaviors (T1119, T1005) including
mass file enumeration and archive creation, CIS 8.2 (Collect Audit Logs) — confirm audit logging is active and
centralized for all systems holding law enforcement partnership data or federal investigation-adjacent records

Compensating: For case management and legal hold systems, query Windows Security Event Log using PowerShell:
'Get-WinEvent -LogName Security | Where-Object {$_.Id -in @(4624,4625,4648,4768,4769,4776) -and
$_.TimeCreated -gt (Get-Date).AddDays(-90)}' — filter results for service account logons (logon type 5) originating
from IPs outside your documented service account source ranges. For T1119 bulk staging detection without SIEM,
deploy Sysmon with EventID 11 (FileCreate) and EventID 23 (FileDelete) monitoring on servers hosting sensitive
repositories; filter for creation of .zip, .rar, .7z, or .tar archives by processes other than your backup agent. For lateral
movement from privileged accounts, query for EventID 4648 (Logon with Explicit Credentials) and EventID 4672
(Special Privileges Assigned) in rapid succession from the same account within short time windows using:
'Get-WinEvent -LogName Security | Where-Object {$_.Id -eq 4648} | Group-Object {$_.Properties[1].Value} |
Where-Object {$_.Count -gt 5}'

Evidence: BEFORE concluding detection scope: (1) Windows Security Event Log — EventID 4624/4625 (logon
success/failure) on servers hosting legal hold systems, case management platforms, and sensitive investigation data
repositories; specifically filter for Logon Type 3 (network) and Logon Type 10 (remote interactive) outside established
business hours baselines. (2) Active Directory authentication logs — Kerberos ticket requests (EventID 4768, 4769) for
service accounts associated with federal data-sharing integrations; anomalous TGS requests for sensitive SPNs may
indicate Kerberoasting as a precursor to valid account abuse. (3) File access audit logs (EventID 4663 — An attempt
was made to access an object) on file servers or SharePoint sites holding law-enforcement-partnership documents,
CHS-adjacent records, or surveillance-support data; look for bulk enumeration patterns where a single account
accesses hundreds of distinct files within minutes. (4) DNS query logs — state-sponsored actors operating in this
attribution cluster (China-linked, medium confidence) frequently use DNS-over-HTTPS or DNS tunneling for C2; review
recursive resolver logs for high-volume queries to recently-registered domains or domains with low Alexa/Umbrella
rank from servers in your federal-integration DMZ.

Eradication — No public patch or remediation guidance is available for this specific incident. Focus on
hardening valid account controls: enforce MFA on all privileged accounts, rotate credentials for accounts with
access to sensitive data repositories, and audit service accounts for necessity and least-privilege
compliance.

NIST Phase: Eradication

Reference: NIST 800-61r3 83.4 — Eradication: remove threat actor footholds, remediate vulnerabilities or
misconfigurations exploited during the intrusion, and verify that attacker persistence mechanisms have been
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eliminated.

Controls: NIST IR-4 (Incident Handling) — execute eradication procedures consistent with the IR plan, verifying
removal of attacker artifacts before transitioning to recovery, NIST IA-5 (Authenticator Management) — rotate all
credentials for accounts with access to sensitive data repositories; invalidate existing sessions, NIST IA-2
(Identification and Authentication — Organizational Users) — enforce MFA for all privileged account access,
specifically for accounts touching federal-partnership data systems, NIST AC-6 (Least Privilege) — audit and right-size
service account permissions; remove any standing access not required for documented operational function, NIST SI-2
(Flaw Remediation) — monitor for updated vendor guidance or federal advisories (CISA Emergency Directives) that
may provide specific eradication steps as this incident disclosure matures, CIS 5.4 (Restrict Administrator Privileges to
Dedicated Administrator Accounts) — validate that no general-use accounts hold administrative access to repositories
containing law-enforcement-partnership or surveillance-adjacent data, CIS 6.5 (Require MFA for Administrative
Access) — enforce MFA on all administrative accounts, prioritizing those with access to case management, legal hold,
and federal-integration systems, CIS 5.2 (Use Unique Passwords) — force credential rotation for all accounts that
authenticated to federal-partner systems or data repositories in the 90-day pre-incident window

Compensating: Force immediate credential rotation using Active Directory: 'Set-ADAccountPassword -ldentity -Reset
-NewPassword (ConvertTo-SecureString -AsPlainText " -Force)' followed by 'Set-ADUser -Identity
-ChangePasswordAtLogon $true' for all accounts with access to sensitive repositories. Enumerate service accounts
with excessive permissions using: 'Get-ADServiceAccount -Filter * | Get-ADObject -Properties *' and cross-reference
against your documented service catalog — any service account not tied to a documented, currently-active integration
should be disabled immediately. For MFA enforcement without enterprise tooling, implement Windows Hello for
Business or deploy a free TOTP solution (e.g., privacylDEA) for privileged account MFA. Audit service account
necessity by checking last-used timestamps: 'Search-ADAccount -Accountlnactive -TimeSpan 45.00:00:00 -UsersOnly'
— disable any inactive service account immediately per CIS 5.3.

Evidence: BEFORE rotating credentials and modifying account permissions, preserve: (1) A full export of current
Active Directory account attributes for all privileged and service accounts touching sensitive repositories —
'Get-ADUser -Filter * -Properties * | Export-Csv accounts_snapshot.csv' — this establishes a pre-eradication baseline
and preserves evidence of any attacker-modified account attributes (e.g., SID history injection, AdminSDHolder
abuse). (2) Current Kerberos ticket cache on all servers hosting sensitive data repositories — run 'klist' on each host to
document active sessions before invalidating credentials; attacker-established sessions may be visible here. (3)
Screenshot and log export of all current service account permissions in your case management and legal hold systems
before you reduce them — this documents the attack surface that existed and supports post-incident reporting. (4)
Windows event logs EventID 4723, 4724 (password change/reset attempts) for the 90-day window — if the
state-sponsored actor had already rotated credentials on compromised accounts to lock out defenders, this will show in
the log record.

Recovery — Validate access logs for sensitive data repositories against authorized user baselines for the 90
days prior to March 2026. Confirm no unauthorized data staging or exfiltration paths exist. Monitor outbound
connections for anomalous exfiltration patterns consistent with T1567 (web service exfiltration).

NIST Phase: Recovery

Reference: NIST 800-61r3 §83.5 — Recovery: restore systems to verified clean state, confirm attacker persistence has
been eliminated, and validate normal operations while maintaining heightened monitoring for re-intrusion.

Controls: NIST IR-4 (Incident Handling) — verify recovery actions are consistent with the IR plan; document all
systems validated as clean before returning to production, NIST AU-11 (Audit Record Retention) — confirm 90-day log
retention exists for all sensitive data repositories to support the required baseline comparison, NIST AU-6 (Audit
Record Review, Analysis, and Reporting) — systematically analyze access logs against authorized user baselines to
identify the full scope of unauthorized access during the intrusion window, NIST SI-7 (Software, Firmware, and
Information Integrity) — verify integrity of sensitive data repositories and case management systems to confirm data
was not modified or tampered with in addition to being exfiltrated, NIST CP-4 (Contingency Plan Testing) — validate
that backup and recovery procedures for sensitive data systems function correctly before declaring recovery complete,
CIS 3.4 (Enforce Data Retention) — verify that log retention policies supported the required 90-day lookback; adjust
retention minimums if gaps are identified
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Compensating: Build an authorized access baseline from your HR/IAM system: export the list of users with legitimate
access to sensitive repositories and their normal access patterns (hours, source IPs, access volumes). Compare
against the 90-day access log export using PowerShell: ‘Import-Csv access_logs.csv | Where-Object {$_.Username
-notin $authorizedUsers -or $_.SourcelP -notin $authorizedIPs}'. For T1567 web service exfiltration monitoring without
SIEM, configure DNS sinkholing or RPZ on your recursive resolver for known cloud exfiltration destinations (paste[.]ee,
file[.]io, anonfiles, transfer[.]Jsh) and monitor proxy/firewall logs using: 'grep -E
"(pastebin(file\.ioJanonfiles|transfer\.shimega\.nz)" /var/log/squid/access.log'. Deploy Wireshark or tcpdump at your
internet egress point with a capture filter for large outbound transfers to non-business cloud services: 'tcpdump -i ethO
-w exfil_capture.pcap "dst net 0.0.0.0/0 and greater 10000™ with post-capture analysis in Wireshark filtering on
high-byte-count sessions to unexpected destinations.

Evidence: BEFORE declaring recovery complete: (1) Proxy and firewall egress logs for the full 90-day pre-March 2026
window — specifically filter for large outbound POST requests or unusual data volumes to cloud storage services,
collaboration platforms (OneDrive, Google Drive, Dropbox), or pastebin-style services that could have served as T1567
exfiltration staging; China-linked actors in this attribution cluster have used legitimate cloud services to blend exfil traffic
with normal business activity. (2) DLP alert history (if applicable) or email gateway logs — review for large attachment
sends, forwarding rules to external addresses, or unusual email volume from accounts with access to
surveillance-adjacent data in the 90-day window. (3) NetFlow records showing total byte-count by destination for all
outbound connections from servers hosting sensitive repositories — establish a rolling daily average and flag sessions
where outbound volume exceeded 3x the daily mean. (4) File system audit logs (EventID 4663) for bulk read
operations followed by no corresponding legitimate business activity in your case management or legal hold systems
— exfiltration is typically preceded by enumeration and staging, which leaves a distinct read-volume spike in access
logs.

Post-Incident — This incident highlights risk in federal data-sharing partnerships and surveillance-adjacent
systems. Review your organization's counterintelligence exposure: catalog personnel with federal
investigation relationships, assess whether your organization holds data that may be of collection interest to
state actors, and validate that data repository access controls meet least-privilege standards. Revisit insider
threat detection coverage for privileged data access.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: conduct lessons-learned review, update IR plan and detection
capabilities, and implement systemic improvements to reduce recurrence risk — specifically addressing the
counterintelligence and trusted-partner attack vectors exposed by this incident.

Controls: NIST IR-4 (Incident Handling) — update the incident handling capability based on lessons learned from this
intrusion, specifically addressing trusted federal partner connectivity as an attack vector, NIST IR-8 (Incident Response
Plan) — revise the IR plan to incorporate procedures for incidents originating from or involving compromise of a trusted
federal partner system, NIST RA-3 (Risk Assessment) — conduct a focused risk assessment of all federal data-sharing
relationships and surveillance-adjacent data holdings, framed through state-sponsored collection threat modeling,
NIST AC-6 (Least Privilege) — validate that all data repositories holding information of potential intelligence collection
value enforce least-privilege access consistently, NIST SI-4 (System Monitoring) — implement or expand insider threat
detection coverage for privileged access to sensitive repositories, specifically behavioral analytics for bulk access
patterns, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — extend vulnerability management
scope to include trust relationship reviews and third-party connectivity assessments as recurring process elements,
CIS 5.1 (Establish and Maintain an Inventory of Accounts) — produce a complete inventory of accounts with access to
federal-partnership data and surveillance-adjacent systems as a standing artifact updated after any personnel change
Compensating: Conduct a structured counterintelligence exposure review using a simple two-axis mapping exercise:
(1) Catalog all data repositories your organization holds, scored by 'intelligence collection value to a state actor' (high =
CHS identities, technical collection methods, investigation targets; medium = law enforcement partnership
correspondence; low = general operational data). (2) For each high/medium repository, enumerate all accounts with
access and validate against a documented need-to-know list. For insider threat detection without commercial UEBA
tooling, configure Sysmon EventID 15 (FileCreateStreamHash) and EventID 11 (FileCreate) with rules targeting bulk
file operations by privileged accounts on sensitive repositories — write a Sigma rule targeting: process creating >50
files in <5 minutes from a sensitive directory path. Publish the rule to the open Sigma repository format for team reuse.
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Schedule a quarterly trust relationship review as a calendar event with a documented checklist: enumerate all active
federal partner connections, validate business justification, verify MFA enforcement, and confirm data classification of
what traverses each connection.

Evidence: For the lessons-learned record and future detection improvement: (1) Compile a complete timeline of all
access events to sensitive repositories during the intrusion window, annotated with account type (human vs. service),
source IP, access volume, and whether the access was subsequently determined to be authorized — this becomes the
detection gap analysis input. (2) Preserve a snapshot of all active federal-partner network connections and
authentication configurations as of the incident date — this documents the trust surface that existed and serves as the
baseline for the revised trust relationship policy. (3) Export current access control lists for all data repositories holding
law-enforcement-partnership or surveillance-adjacent data — compare against your documented need-to-know list and
record all discrepancies as findings requiring remediation. (4) Retain all IR documentation (timeline, containment
actions, evidence logs) per NIST AU-11 (Audit Record Retention) requirements — this incident may generate
regulatory reporting obligations or federal partner notification requirements that require documented evidence of your
organization's detection and response actions.

I Detection Guidance

No public IOCs have been released for this incident. Detection should focus on behavioral indicators aligned to
the disclosed MITRE techniques. For T1078 (Valid Accounts): alert on privileged account logins from new
source IPs, geolocations inconsistent with user baseline, or off-hours access to sensitive data systems. For
T1119 and T1005 (Automated and Local Data Collection): alert on bulk file access or scripted enumeration of
document repositories and case management systems. For T1213 (Data from Information Repositories):
monitor SharePoint, case management, and legal data platforms for mass access or download events by single
accounts. For T1567 (Exfiltration Over Web Service): inspect outbound HTTPS traffic to cloud storage endpoints
for large, anomalous transfers, particularly from systems holding sensitive data. In the absence of confirmed
IOCs, treat behavioral anomaly detection as the primary detection layer. Update detection rules if the FBI or
CISA release indicators.

I Framework Mappings

MITRE-ATTACK

e T1005 — Data from Local System

e T1567 — EXxfiltration Over Web Service

e T1078 — Valid Accounts

e T1213 — Data from Information Repositories

e T1119 — Automated Collection
NIST-800-53R5

* AC-2 — Account Management

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management

e SC-7 — Boundary Protection

e Sl-4 — System Monitoring
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MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1005 Data from Local System Collection
T1567 Exfiltration Over Web Service Exfiltration
T1078 Valid Accounts Defense-Evasion
T1213 Data from Information Repositories Collection
T1119 Automated Collection Collection
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DISCLAIMER
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