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I Executive Summary

The Oklahoma Tax Commission confirmed unauthorized access to its online tax filing system, resulting in
the exposure of W-2 and 1099 records containing Social Security numbers and other sensitive Pl
belonging to state taxpayers. The full scope of affected individuals has not been publicly confirmed. The
primary business risk is large-scale identity theft and tax fraud enabled by the exposed SSNs, with
secondary risk of regulatory scrutiny and reputational harm for any organization whose employees' tax
records were stored in the compromised system.

I Technical Analysis

Unauthorized actors accessed the Oklahoma Tax Commission's online tax filing portal and exfiltrated W-2 and
1099 files. The confirmed attack vector and exploitation method have not been publicly disclosed as of the
configuration date. If the attack vector involved data repository access or credential abuse, relevant MITRE
techniques would include T1213, T1078, and T1530. Without confirmed technical details, these mappings are
provisional. CWE-284 (Improper Access Control) is the associated weakness classification. No CVE has been
assigned. No vendor patch or advisory is available at this time. Attribution remains unknown. Source quality is
moderate (T3 regional news outlets); technical detail is limited pending official disclosure from the Oklahoma
Tax Commission or a federal partner such as CISA.

I Action Checklist

Generated by TJS Security Command Center | 2026-04-03 06:20 UTC SCC-DBR-2026-0076 Page 1



SECURITY COMMAND CENTER
Tech Jacks Solutions TLP:CLEAR

1. Step 1: Containment, If your organization used the Oklahoma Tax Commission's online filing portal on
behalf of employees or clients, identify which accounts and filings were submitted through the system and
flag those individuals for heightened monitoring. Contact the Oklahoma Tax Commission directly to
determine whether your specific submissions are within the breach scope.

2. Step 2: Detection, Review any anomalous activity in accounts associated with Oklahoma tax filings:
watch for new credit inquiries, IRS account changes, or Social Security Administration anomalies for
flagged individuals. Internally, review access logs for any third-party integrations or data feeds connected
to Oklahoma state tax systems.

3. Step 3: Eradication, No patch or remediation action is available to external organizations; the affected
system is operated by the Oklahoma Tax Commission. Ensure no credentials shared with or reused from
the OTC portal remain active in your environment. Rotate any shared credentials immediately.

4. Step 4: Recovery, Enroll affected employees or clients in the credit monitoring and fraud alert services
offered by the Oklahoma Tax Commission. Verify IRS Identity Protection PINs are in place for affected
individuals where applicable. Monitor for fraudulent tax return filings in the next filing cycle.

5. Step 5: Post-Incident, Assess your organization's exposure to third-party government portal risk: catalog
which state and federal systems hold employee or client Pll submitted on your behalf. Evaluate whether
your vendor risk management program covers government-operated web portals. Document this incident
as a case study for supply-chain and third-party data exposure controls.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to legal counsel and executive leadership if: (1) OTC confirms your
organization's specific filings are within breach scope (triggers state breach notification
obligations under Oklahoma PIPA and potentially all states where affected employees reside),
(2) any fraudulent tax returns are detected for affected individuals before your organization's
legitimate filings are processed, or (3) internal log review reveals unauthorized access to your
own payroll or HR systems potentially correlated with the OTC exposure — at that point the
incident classification upgrades from third-party breach impact to active compromise.

Recovery Notes The primary recovery window is bounded by the IRS tax filing season: the highest risk of
fraudulent W-2 and 1099 exploitation is between January 1 and April 15 of the tax year
following the breach, when threat actors race to file fraudulent returns using exposed SSNs
before legitimate filers do. Maintain active monitoring of IRS IP PIN enrollment status and
credit freeze confirmations for all affected individuals through at least one full filing cycle
post-breach. Verify recovery completion by confirming: (1) all affected individuals have
successfully filed legitimate returns without IRS rejection due to duplicate SSN use, (2) no
fraudulent Social Security earnings records have appeared on affected individuals' SSA
statements, and (3) no new credit accounts have been opened using the exposed SSN/PII
combination in the 12 months following the breach disclosure date.
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Forensic Artifacts OTC portal submission logs and confirmation receipts: records from your payroll or tax filing
software (ADP, Ceridian, Intuit, etc.) showing exact timestamps, file contents (W-2/1099 batch
files), and user accounts that submitted filings to the OTC online portal — establishes
definitive scope of which SSNs and PII categories were transmitted and are therefore
confirmed exposed | Internal proxy or DNS logs for outbound connections to Oklahoma Tax
Commission domains (tax.ok.gov, oktap.tax.ok.gov, and any associated CDN or API
endpoints): correlates internal workstation or server activity with OTC portal access, identifies
which endpoints touched the breached system and during what date range | Email inbox and
sent-items archives for the account(s) used to register and manage OTC portal access: OTC
portal registration confirmation emails, submission receipts, and any breach natification
communications from OTC — establishes the naotification chain of custody and may contain
portal account credentials in plaintext if sent via email | IRS e-Services account activity log
and Transcript Delivery System access records: if your organization is an authorized IRS e-file
provider or reporting agent, these logs show whether any unauthorized transcript or TIN
matching queries were run against the SSNs exposed in the OTC breach — a correlated
attack would use OTC-sourced SSNs to access IRS records | Credit bureau alert and fraud
notification records for affected individuals: formal documentation from Equifax, Experian,
TransUnion, or NSLDS of any new account openings, hard inquiries, or address changes on
affected individuals' credit files in the 30—180 days following the OTC breach disclosure —
these are the primary downstream forensic indicators that exposed SSN/W-2 data has been
operationalized for identity fraud

Per-Action IR Details

Step 1: Containment — If your organization used the Oklahoma Tax Commission's online filing portal on
behalf of employees or clients, identify which accounts and filings were submitted through the system and
flag those individuals for heightened monitoring. Contact the Oklahoma Tax Commission directly to
determine whether your specific submissions are within the breach scope.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: isolate affected accounts and data subjects, limit further
exposure of SSN/W-2/1099 PII submitted to the OTC portal, and establish direct communication with the affected
third-party operator (OTC) to scope organizational impact.

Controls: NIST IR-4 (Incident Handling) — implement handling capability covering containment of third-party PII
exposure, NIST IR-6 (Incident Reporting) — report suspected incident scope to internal IR capability and document
OTC contact attempts, NIST IR-5 (Incident Monitoring) — track and document which employee/client records were
submitted to OTC and flag those individuals, CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory) —
guery your asset/HR records to enumerate all individuals whose W-2 or 1099 data was submitted via the OTC portal,
CIS 3.2 (Establish and Maintain a Data Inventory) — cross-reference your data inventory to confirm which sensitive PlI
categories (SSN, wage data) were transmitted to the OTC online filing system

Compensating: Export your payroll or tax filing system records (ADP, Gusto, QuickBooks Payroll, or internal HR
database) to identify all employees and contractors for whom W-2 or 1099 filings were submitted to the OTC portal. A
2-person team can run a SQL query or spreadsheet filter on filing records by state = 'Oklahoma' and filing_year >=
[year of breach window]. Maintain a deduplicated list with SSN last-4, filing type (W-2 vs 1099), and submission date.
Use a shared encrypted spreadsheet (VeraCrypt container or BitLocker-protected drive) as your case tracking register
while awaiting OTC confirmation.

Evidence: Before flagging individuals, preserve the following: (1) Tax filing system export logs showing submission
timestamps, user accounts that initiated OTC portal uploads, and file manifests of transmitted records — specifically
any bulk upload confirmations or portal session receipts. (2) Email records of any OTC portal registration
confirmations, account credentials issuance, or submission acknowledgment emails received by your payroll/tax team.
(3) Browser history or proxy logs from workstations used to access the OTC online filing portal (https://oktap.tax.ok.gov
or equivalent) during the affected filing period — these establish which internal accounts touched the portal and when.
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Step 2: Detection — Review any anomalous activity in accounts associated with Oklahoma tax filings: watch
for new credit inquiries, IRS account changes, or Social Security Administration anomalies for flagged
individuals. Internally, review access logs for any third-party integrations or data feeds connected to
Oklahoma state tax systems.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: analyze available indicators of post-breach identity fraud
activity for OTC-exposed individuals and correlate internal access logs for any automated data feeds to Oklahoma
state tax infrastructure.

Controls: NIST AU-6 (Audit Record Review, Analysis, and Reporting) — review internal access logs for third-party
integrations and data feeds connected to OTC systems during and after the breach window, NIST AU-2 (Event
Logging) — verify that logging was enabled and capturing authentication events for any service accounts or API
integrations with OTC portal, NIST SI-4 (System Monitoring) — monitor for anomalous activity patterns in HR, payroll,
and identity systems affecting OTC-flagged individuals, NIST IR-5 (Incident Monitoring) — track downstream fraud
indicators (IRS account changes, SSA anomalies, credit bureau alerts) as incident observables for flagged individuals,
CIS 8.2 (Collect Audit Logs) — ensure audit logs from internal systems that interfaced with OTC (payroll platforms, HR
portals, tax software) are collected and retained for analysis

Compensating: For internal log review without a SIEM: (1) Query Windows Security Event Log on workstations and
servers used for OTC filings for Event ID 4648 (logon using explicit credentials) and Event ID 4624 (successful logon)
filtering on accounts used to access the OTC portal during the breach window — use PowerShell: Get-WinEvent
-FilterHashtable @{LogName='Security'; 1d=4624,4648; StartTime="[breach_start]’; EndTime="[breach_end]} |
Where-Object {$_.Message -like *[service_account_name]*}. (2) For credit/fraud monitoring without enterprise tooling,
enroll flagged individuals in free IRS Identity Protection PIN program and free SSA my Social Security account alerts.
(3) Use Have | Been Pwned API (free tier) to check corporate email addresses of flagged individuals for correlated
breach exposure that could amplify OTC SSN data.

Evidence: Capture before analysis: (1) Authentication logs from your payroll or tax software platform (ADP iHCM,
Ceridian Dayforce, Intuit, etc.) showing all logins, exports, and API calls to OTC-connected endpoints during the 90
days surrounding the breach disclosure date. (2) Network proxy or DNS query logs for outbound connections to
Oklahoma Tax Commission domains (tax.ok.gov, oktap.tax.ok.gov) — establish a baseline of normal filing-period traffic
vs. anomalous off-cycle queries. (3) IRS e-Services account activity logs if your organization is an authorized e-file
provider — check for unauthorized TIN matching queries or transcript requests against OTC-exposed SSNs. (4) Any
EDI or automated data exchange logs if your organization used batch file submission rather than manual portal entry
— these show exactly what Pl fields were transmitted.

Step 3: Eradication — No patch or remediation action is available to external organizations; the affected
system is operated by the Oklahoma Tax Commission. Ensure no credentials shared with or reused from the
OTC portal remain active in your environment. Rotate any shared credentials immediately.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: while root cause remediation is OTC's responsibility, external
organizations must eradicate residual risk by removing any credential reuse pathways from the OTC portal into internal
systems and verifying no lateral exposure exists.

Controls: NIST IR-4 (Incident Handling) — execute eradication actions within scope of external organizational control:
credential rotation, access revocation for OTC-linked accounts, NIST IA-5 (Authenticator Management) — rotate all
credentials that were used to authenticate to the OTC portal; verify no password reuse across internal systems, CIS
5.2 (Use Unique Passwords) — audit that the account(s) used to access OTC portal used unique passwords not
shared with internal enterprise systems, email, or other state/federal portals, CIS 5.4 (Restrict Administrator Privileges
to Dedicated Administrator Accounts) — verify that OTC portal access was conducted from non-privileged accounts,
not shared admin credentials, CIS 6.2 (Establish an Access Revoking Process) — formally revoke and rotate OTC
portal credentials; disable any service accounts exclusively used for OTC filing integrations

Compensating: Without a PAM (Privileged Access Management) tool: (1) Query Active Directory for all accounts
whose password description or notes fields reference OTC, Oklahoma Tax, or OKTAP using PowerShell: Get-ADUser
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-Filter * -Properties Description | Where-Object {$_.Description -match 'OTC|Oklahoma Tax|OKTAP'}. (2) Manually
audit the password manager vault (KeePass, Bitwarden free tier) for any entries tagged to OTC or tax.ok.gov and
rotate those credentials — use pwgen or a similar CLI tool to generate unique 20+ character replacements. (3) Check if
the email account used to register the OTC portal account is the same as an internal corporate email — if so, reset that
email account password immediately and enable MFA, as OTC credential compromise may enable password reset
attacks on the corporate inbox.

Evidence: Capture before rotating credentials: (1) Screenshot or export of the OTC portal account profile page
showing registered email, last login timestamp, and any linked payment methods or bank account data — this
establishes the full scope of what an attacker who compromised the OTC portal account could access. (2) Password
manager audit log or vault export (encrypted) documenting which credentials were associated with the OTC portal
account before rotation — preserves chain of custody evidence for the credential reuse scope assessment. (3) Active
Directory password last-set timestamps for all accounts identified as potentially sharing credentials with the OTC portal
— run: Get-ADUser -Identity [username] -Properties PasswordLastSet | Select Name, PasswordLastSet.

Step 4: Recovery — Enroll affected employees or clients in the credit monitoring and fraud alert services
offered by the Oklahoma Tax Commission. Verify IRS Identity Protection PINs are in place for affected
individuals where applicable. Monitor for fraudulent tax return filings in the next filing cycle.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: restore normal operations for affected individuals by enrolling protective
services, establishing identity fraud detection mechanisms, and defining a monitoring window aligned with the annual
IRS tax filing cycle (January—April).

Controls: NIST IR-4 (Incident Handling) — execute recovery phase actions including enrollment in protective services
and monitoring for fraud indicators specific to SSN/W-2 exposure, NIST IR-8 (Incident Response Plan) — ensure the
recovery plan addresses PII breach recovery procedures including credit monitoring enrollment and IRS IP PIN
coordination, NIST CP-2 (Contingency Plan) — document recovery timeline and monitoring duration, specifically
aligned to the next IRS filing season as the highest-risk window for tax fraud using exposed SSNs, CIS 7.2 (Establish
and Maintain a Remediation Process) — document the recovery actions taken for each affected individual as part of
the risk-based remediation tracking process

Compensating: Without enterprise identity protection tooling: (1) Provide affected individuals with direct links and
step-by-step instructions to enroll in IRS Identity Protection PIN program at irs.gov/identity-theft-central — the IP PIN
prevents fraudulent federal returns using their exposed SSN. (2) Direct individuals to place a free credit freeze (not just
fraud alert) at all three bureaus (Equifax, Experian, TransUnion) via their online portals — a freeze is stronger than a
monitoring alert and is free under federal law. (3) Create a shared tracking spreadsheet (encrypted) logging each
affected individual's enrollment status for OTC-offered credit monitoring, IRS IP PIN issuance, and credit freeze
confirmation — assign a 2-person team to follow up on non-responses weekly through the end of the filing season.

Evidence: Capture for recovery documentation: (1) Enrollment confirmation records for each affected individual in
OTC-provided credit monitoring services — retain as evidence of remediation actions taken, with timestamps. (2) IRS
IP PIN issuance confirmations where obtained — document which individuals received PINs before the next filing
season opens (January). (3) IRS e-Services transcript request logs (if your organization is an authorized preparer) —
run quarterly transcript pulls for affected clients to detect fraudulent returns filed using exposed W-2 or 1099 data
before your legitimate filings process.

Step 5: Post-Incident — Assess your organization's exposure to third-party government portal risk: catalog
which state and federal systems hold employee or client Pll submitted on your behalf. Evaluate whether your
vendor risk management program covers government-operated web portals. Document this incident as a
case study for supply-chain and third-party data exposure controls.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity: conduct lessons-learned to improve third-party government
portal risk coverage, update vendor risk management scope to include state/federal tax and compliance portals, and
share intelligence to improve organizational detection of similar Pll exposure events.
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Controls: NIST IR-4 (Incident Handling) — update incident handling procedures to address third-party government
portal breach scenarios as a recognized incident category, NIST IR-8 (Incident Response Plan) — revise the IR plan to
include government-operated portals in third-party risk scope and define escalation criteria for state tax authority
breach notifications, NIST RA-3 (Risk Assessment) — perform a targeted risk assessment of all state and federal
portals holding organizational Pl (IRS e-Services, SSA Business Services Online, state unemployment portals,
workers comp portals) as a direct output of this incident, NIST SA-9 (External System Services) — formalize oversight
requirements for government-operated external services that process employee or client Pll; government portals are
external system services even if not traditional vendors, CIS 7.1 (Establish and Maintain a Vulnerability Management
Process) — extend vulnerability and risk management process to include monitoring of security advisories and breach
notifications from government portal operators (CISA alerts, state agency notifications), CIS 3.2 (Establish and
Maintain a Data Inventory) — update data inventory to catalog all external government systems (federal and all 50
states where applicable) that receive employee or client PIl as part of compliance filing obligations

Compensating: Without an enterprise GRC platform: (1) Build a Government Portal Pll Register in a spreadsheet
cataloging: portal name, operator (state/federal agency), Pl categories submitted (SSN, EIN, wage data, etc.), number
of individuals affected, submission frequency, and breach notification contact — start with the highest-volume portals:
IRS e-Services, SSA BSO, all states where you file payroll taxes. (2) Set up free RSS or email alert subscriptions to
CISA (cisa.gov/news-events/cybersecurity-advisories) and each state's IT security office to receive breach notifications
for government systems you use. (3) Add a quarterly review task to your IR calendar to check the CISA Known
Exploited Vulnerabilities catalog and news sources for breaches at government portals in your filing footprint — this is
the manual equivalent of a third-party risk monitoring feed.

Evidence: Capture for post-incident documentation: (1) Final incident timeline document covering: date OTC breach
was publicly disclosed, date your organization identified potential exposure, date OTC contact was made, date affected
individuals were notified, and date protective enrollments were completed — this timeline is required evidence for any
regulatory breach notification obligations (state data protection laws, HIPAA if any PHI was co-located). (2) Complete
list of government portals identified in the post-incident PII catalog assessment, with Pl categories and individual
counts — establishes the risk baseline for the next assessment cycle. (3) Written lessons-learned report including gap
identification in your vendor risk management program's coverage of government portals, assigned remediation
owners, and target completion dates — file with your IR documentation under NIST IR-5 (Incident Monitoring) records
retention requirements.

I Detection Guidance

No IOCs have been publicly released. Detection for affected individuals and organizations should focus on
downstream fraud indicators rather than network-level signatures. Monitor for: IRS notices of duplicate tax return
filings; unexpected credit inquiries on affected individuals' reports; Social Security Administration account
changes not initiated by the individual; and state tax authority communications referencing prior-year filings. For
internal detection, search HR and payroll system logs for any data exports or API calls to Oklahoma Tax
Commission endpoints within the past 12 months. Flag any accounts whose credentials were used on the OTC
portal for password reuse exposure across internal systems. No confirmed malware, IP addresses, domains, or
file hashes have been attributed to this incident at this time.

I Framework Mappings

MITRE-ATTACK

e T1213 — Data from Information Repositories
e T1078 — Valid Accounts
e T1530 — Data from Cloud Storage
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NIST-800-53R5

* AC-2 — Account Management
¢ AC-6 — Least Privilege
¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |IA-5 — Authenticator Management
* AC-3 — Access Enforcement
e Sl-4 — System Monitoring
OWASP-TOP10-2021
e A01:2021 — Broken Access Control
CIS-Vv8

e 6.1 — Establish an Access Granting Process
e 6.2 — Establish an Access Revoking Process

e 8.2 — Collect Audit Logs
SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

e CC7.4 — Responds to identified security incidents
HIPAA-SECURITY

e 164.312(a)(1) — Access Control
e 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022
¢ A.5.34 — Privacy and protection of personal information
NIST-CSF-2

¢ RS.CO-03 — Recovery activities and progress communicated

¢ DE.CM-01 — Networks and network services are monitored

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1213 Data from Information Repositories Collection
T1078 Valid Accounts Defense-Evasion
T1530 Data from Cloud Storage Collection

I Sources
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Source URL Tier
https://www.koco.com/article/oklahoma-tax-commission-data-breach-ra... T3
OK Tax Commission at https://kfor.com/news/local/ok-tax-commission-at-center-of-massive-... T3

center of massive data
breach - KFOR.com

Oklahoma Tax https://www.youtube.com/watch?v=Ys4Z97pQpbs T3
Commission data

breach raises concerns

- YouTube

Questions remain after https://www.aol.com/news/questions-remain-oklahoma-tax-commission-2... T3
Oklahoma Tax

Commission reveals

data ...

Oklahoma Tax https://okcfox.com/news/local/oklahoma-tax-commission-warns-securit... T3
Commission warns

security incident,

exposing ...

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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