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INTELLIGENCE BRIEFING

Security Command Center 2026-04-30 19:02 UTC

Critical cPanel & WHM Authentication Bypass
Vulnerability, Emergency Patches Released

CVE VULNERABILITY | CRITICAL | CVSS 9.8

SCC Item ID SCC-CVE-2026-0107

Type CVE Vulnerability

Severity CRITICAL

CVSS Base Score 9.8

Affected Products cPanel & WHM (versions unconfirmed, see cPanel security advisories for patched release
specifics)

Published 12 hours ago

Discovery Source Serper

I Executive Summary

A critical authentication bypass vulnerability in cPanel and WHM, widely used web hosting control
software, allows unauthenticated remote attackers to gain root-level administrative access. Evidence
suggests the flaw was exploited as a zero-day before emergency patches were released. Any organization
running cPanel or WHM hosting infrastructure that has not applied the emergency patch is at immediate
risk of complete server compromise.

I Technical Analysis

The vulnerability involves two chained weaknesses: CWE-288 (authentication bypass using alternate path) and
CWE-306 (missing authentication for critical function). Together, they allow a remote, unauthenticated attacker
to bypass cPanel and WHM authentication controls entirely and achieve root-level access on affected hosting
servers. MITRE ATT&CK techniques align to T1190 (Exploit Public-Facing Application), T1078 (Valid Accounts,
post-bypass session abuse), and T1068 (Exploitation for Privilege Escalation). CVSS base score is 9.8
(Critical); vector pending confirmation. No CVE identifier has been confirmed at time of analysis, see cPanel
security advisories at https://docs.cpanel.net/security/cpanel-security-advisories/ for affected version ranges and
patched release numbers (URL not actively verified; confirm before use). Emergency patches have been
released by cPanel. Zero-day exploitation prior to public disclosure is assessed as likely based on available
reporting. CVSS and EPSS data are not fully available at this time. Not currently listed on CISA KEV (may be
pending addition once threat confirmation is formalized).
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I Action Checklist

1. Step 1: Containment, Immediately restrict external access to cPanel (port 2082/2083) and WHM (port
2086/2087) interfaces via firewall or network ACL until patching is complete. Prioritize any internet-facing
hosting servers. If patching cannot happen within hours, take the WHM interface offline or restrict to
allowlisted IPs only.

2. Step 2: Detection, Review authentication logs in /usr/local/cpanel/logs/access_log and /var/log/secure
for anomalous login events, especially successful root sessions without corresponding valid credential
entries, unusual API calls, or access from unexpected source IPs. Review logs from at least 90 days prior
to patch application to capture potential pre-disclosure exploitation. Look for session tokens created
without a preceding authentication success event. Check for new cPanel or system user accounts created
in the past 30 days.

3. Step 3: Eradication, Apply the emergency cPanel and WHM security patch released by cPanel
immediately. Consult https://docs.cpanel.net/security/cpanel-security-advisories/ for the specific patched
build number and upgrade path (e.g., cPanel & WHM version [X.X.X.X] released [date] or later). Run 'upcp
--force' to force an update to the latest patched release if auto-update is not enabled. Confirm the installed
version matches the patched release listed in the advisory.

4. Step 4: Recovery, After patching, audit all cPanel and system-level accounts for unauthorized additions
or privilege changes. Reset credentials for all WHM root and reseller accounts. Verify file integrity on
critical system binaries using a known-good baseline. Monitor authentication logs for 72 hours post-patch
for residual unauthorized access attempts indicating a persistent foothold.

5. Step 5: Post-Incident, This vulnerability exposes the risk of internet-facing administrative interfaces
without network-layer access controls. Implement IP allowlisting for WHM access as a permanent control.
Evaluate whether cPanel auto-update was disabled and remediate that gap. Review incident response
runbooks to ensure hosting infrastructure is included in patch SLAs. If zero-day exploitation is confirmed,
initiate a compromise assessment of all affected servers before returning them to production.

I IR/ Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to senior IR leadership, legal counsel, and affected customer notification workflows
immediately if forensic evidence confirms pre-patch exploitation (session tokens or root logins
predating patch application), as this constitutes a confirmed breach of all hosted customer
data, web applications, and databases on the affected cPanel server, likely triggering breach
notification obligations under GDPR, CCPA, or HIPAA depending on hosted data
classification.
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Recovery Notes Before returning any cPanel/WHM server to production after confirmed or suspected zero-day
exploitation, conduct a full compromise assessment — do not rely on patching alone, as
attackers with pre-patch root access could have installed kernel rootkits, added SSH
backdoors, planted web shells across hosted accounts, or exfiltrated cPanel configuration
files containing all hosted domain credentials and database passwords. Monitor
/usr/local/cpanel/logs/access_log and /var/log/secure continuously for 72 hours post-recovery,
alerting on any WHM API calls from previously unseen IPs or root session establishments
outside your defined admin IP allowlist. Verify integrity of all customer-hosted files using
find-based modification time analysis ('find /home -newer /tmp/patch_timestamp -type f') to
identify attacker-planted files in hosted web roots that could re-establish access after server
recovery.

Forensic Artifacts /usr/local/cpanel/logs/access_log — Primary artifact: contains HTTP request records for
WHM/cPanel interfaces; look for successful (HTTP 200/302) session creation requests to
/login/, /json-api/, or /xml-api/ endpoints from external IPs without a corresponding credential
POST, which is the behavioral signature of an authentication bypass exploit against this
vulnerability. | /var/cpanel/sessions/ directory — Contains active cPanel session token files;
tokens with creation timestamps during the suspected exploitation window but no
corresponding authentication event in access_log indicate forged or bypassed session
establishment, a direct artifact of this authentication bypass class of vulnerability. |
Ivar/log/secure (or /var/log/auth.log on Debian) — Records PAM authentication and su/sudo
events; search for 'session opened for user root' entries originating from cPanel daemon
processes (cpaneld, whostmgrd) during the exploitation window without a preceding
successful password authentication entry. | SSH authorized_keys files across /root/.ssh/ and
all ’/home/*/.ssh/ directories — Attackers with root access via WHM authentication bypass
would plant SSH public keys for persistent access that survives credential resets; collect and
hash all authorized_keys files immediately as a persistence indicator. | Web shells in hosted
account document roots (/home/*/public_html/) — Root-level compromise via WHM provides
the ability to write files to any hosted account; scan for PHP web shells using 'find /home
-name "*.php" -newer | xargs grep -l "eval\|base64_decode\|system\|passthru™ as
post-exploitation persistence artifacts specific to a cPanel hosting environment compromise.

Per-Action IR Details

Step 1: Containment — Immediately restrict external access to cPanel (port 2082/2083) and WHM (port
2086/2087) interfaces via firewall or network ACL until patching is complete. Prioritize any internet-facing
hosting servers. If patching cannot happen within hours, take the WHM interface offline or restrict to
allowlisted IPs only.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SC-7 (Boundary Protection), CIS 4.4 (Implement and Manage a
Firewall on Servers), CIS 4.5 (Implement and Manage a Firewall on End-User Devices)

Compensating: On Linux hosting servers without a managed firewall, immediately execute: 'iptables -1 INPUT -p tcp
--dport 2082 -j DROP && iptables -1 INPUT -p tcp --dport 2083 -j DROP && iptables -1 INPUT -p tcp --dport 2086 -j
DROP && iptables -I INPUT -p tcp --dport 2087 -j DROP' then allowlist your admin IPs with ‘iptables -I INPUT -s -p tcp
--dport 2086 -j ACCEPT'". Save rules with 'iptables-save > /etc/iptables/rules.v4'. For WHM servers using CSF
(ConfigServer Security & Firewall — common in cPanel environments), use 'csf -d ' for rapid block.

Evidence: Before isolating, capture current active network connections to WHM/cPanel ports using 'ss -tnp sport =
:2086 or sport = :2087 or sport = :2082 or sport = :2083' and save output — active sessions at time of containment may
identify attacker source IPs. Also capture ‘last -F' and 'w' output to document currently logged-in users. Preserve
/proc//net/tcp for any suspicious processes bound to these ports before firewall rules drop visibility.
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Step 2: Detection — Review authentication logs in /usr/local/cpanel/logs/access_log and /var/log/secure for
anomalous login events, especially successful root sessions without corresponding valid credential entries,
unusual API calls, or access from unexpected source IPs. Look for session tokens created without a
preceding authentication success event. Check for new cPanel or system user accounts created in the past
30 days.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 8§3.2 — Detection and Analysis

Controls: NIST AU-6 (Audit Record Review, Analysis, And Reporting), NIST AU-3 (Content Of Audit Records), NIST
Sl-4 (System Monitoring), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Run this grep chain against cPanel's access log to surface authentication bypass indicators: 'grep -E
"(200|302).*(login|session|whm)" /usr/local/cpanel/logs/access_log | grep -v "POST.*passwd™" to find successful
session establishments without credential POST. Cross-reference with: 'grep "session opened for user root"
/var/log/secure | awk "{print $1,$2,$3,$11}" to identify root sessions. For new account detection: ‘grep
"useradd\|adduser" /var/log/secure && cat /etc/passwd | awk -F: "\$3>=1000{print}" filtered against a known-good
baseline. Use 'aureport --auth --success' if auditd is running for a structured authentication success summary.
Evidence: The authentication bypass mechanism for this class of cPanel vulnerability typically leaves a session token
in /usr/local/cpanel/logs/access_log with a 200 or 302 response to a WHM session endpoint (e.g., /login/?login_only=1
or /json-api/ calls) originating from an external IP without a preceding successful credential POST. Capture: full
/usr/local/cpanel/logs/access_log (do not truncate), /var/log/secure from 30 days prior, cPanel session files under
/var/cpanel/sessions/ (token files with anomalous creation timestamps), and output of 'getent passwd' to document all
system users at time of investigation.

Step 3: Eradication — Apply the emergency cPanel and WHM security patch released by cPanel immediately.
Consult https://docs.cpanel.net/security/cpanel-security-advisories/ for the specific patched build number
and upgrade path. Run 'upcp --force' to force an update to the latest patched release if auto-update is not
enabled. Confirm the installed version matches the patched release listed in the advisory.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST SI-2 (Flaw Remediation), NIST SI-7 (Software, Firmware, And Information Integrity), NIST CM-6
(Configuration Settings), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2 (Establish and
Maintain a Remediation Process), CIS 7.4 (Perform Automated Application Patch Management)

Compensating: Before running 'upcp --force’, snapshot the server state if on a VM platform (take hypervisor-level
snapshot for rollback capability). Verify the installed cPanel build pre-patch with '/usr/local/cpanel/cpanel -V' and
document it. Post-patch, run ‘/usr/local/cpanel/cpanel -V' again and compare against the patched build number in the
cPanel security advisory. Validate patch integrity by checking cPanel's RPM/package signatures: 'rpm -Va | grep
cpanel' to detect any files diverging from expected checksums. If the server was already compromised prior to
patching, patching alone does not eradicate a persistent foothold — treat as active incident and proceed to full
compromise assessment before returning to production.

Evidence: Before applying the patch, preserve the pre-patch cPanel installation state: capture 'rpm -qa | grep cpanel >
/tmp/cpanel_pkgs_prepatch.txt', a full directory listing of /usr/local/cpanel/bin/ with hashes (‘'md5sum
/usr/local/cpanel/bin/* > /tmp/cpanel_bin_hashes_prepatch.txt'), and any web shell candidates in cPanel's document
root paths (/home/*/public_html/) using 'find /home -name "*.php" -newer /usr/local/cpanel/logs/access_log -Is'. This
pre-patch snapshot is critical for post-incident comparison to identify attacker-placed files that survive patching.

Step 4: Recovery — After patching, audit all cPanel and system-level accounts for unauthorized additions or
privilege changes. Reset credentials for all WHM root and reseller accounts. Verify file integrity on critical
system binaries using a known-good baseline. Monitor authentication logs for 72 hours post-patch for
residual unauthorized access attempts indicating a persistent foothold.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery
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Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management), NIST IA-5 (Authenticator Management),
NIST SI-7 (Software, Firmware, And Information Integrity), NIST AU-6 (Audit Record Review, Analysis, And Reporting),
CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 5.3 (Disable Dormant Accounts)

Compensating: Account audit: run ‘cat /etc/passwd | awk -F: "\$3==0{print \$1}" to identify all UID-0 (root-equivalent)
accounts — any beyond 'root' itself is an IOC. For cPanel reseller accounts with root escalation: 'whmapil listresellers |
grep -A2 acl' to enumerate reseller ACL assignments. For file integrity without a commercial tool, use AIDE (free): 'aide
--check’ against a post-patch initialized database, or manually: 'rpm -Va' for RPM-managed binaries and 'debsums -c'
on Debian-based systems. For the 72-hour monitoring window, set up a cron job: 'crontab -e' then */15 * * * * grep
"session opened for user root" /var/log/secure >> /tmp/root_sessions_monitor.txt' and review the output file at shift
change.

Evidence: Collect and preserve before resetting credentials or modifying accounts: full output of ‘whmapil listaccts'
and ‘whmapil listresellers' to document all cPanel accounts and their privilege levels at time of recovery; SSH
authorized_keys files across all home directories (‘find /root /home -name authorized_keys -exec cat {} \;") for
attacker-planted SSH persistence; cron jobs across all users (‘for u in $(cut -d: -f1 /etc/passwd); do crontab -l -u $u
2>/dev/null; done'); and /etc/sudoers plus /etc/sudoers.d/ contents for unauthorized privilege escalation entries
introduced during the compromise window.

Step 5: Post-Incident — This vulnerability exposes the risk of internet-facing administrative interfaces without
network-layer access controls. Implement IP allowlisting for WHM access as a permanent control. Evaluate
whether cPanel auto-update was disabled and remediate that gap. Review incident response runbooks to
ensure hosting infrastructure is included in patch SLAs. If zero-day exploitation is confirmed, initiate a
compromise assessment of all affected servers before returning them to production.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SI-2 (Flaw Remediation), NIST
SI-5 (Security Alerts, Advisories, And Directives), NIST RA-3 (Risk Assessment), CIS 7.1 (Establish and Maintain a
Vulnerability Management Process), CIS 7.3 (Perform Automated Operating System Patch Management), CIS 4.4
(Implement and Manage a Firewall on Servers)

Compensating: For permanent WHM IP allowlisting using cPanel's built-in CSF or iptables, add allowlist entries to
Jetc/csflcst.allow and set "'TCP_IN' in /etc/csf/csf.conf to exclude ports 2086/2087 from public access. To verify and
re-enable cPanel auto-update, check /etc/cpupdate.conf — 'CPANEL=daily' should be set; if it was 'never' or 'manual’,
document this as a contributing factor in the lessons-learned report. For the compromise assessment of
zero-day-affected servers, use Rootkit Hunter (‘'rkhunter --check --skip-keypress') and chkrootkit as free first-pass tools,
understanding these are not definitive — memory forensics with LIME (Linux Memory Extractor) and Volatility should
follow if deep compromise is suspected.

Evidence: For the compromise assessment of zero-day-exploited servers, collect full memory image using LIME
kernel module (‘insmod lime.ko path=/tmp/memory.lime format=lime") before any further system changes; disk image
of / and /home partitions for offline analysis; full web shell scan across all hosted accounts (‘find /home/*/public_html
/var/lwww -name "*.php" -0 -name "*.phtml" | xargs grep -l "eval(base64_decode\|system(\$_\|passthru" 2>/dev/null >
/tmp/webshell_candidates.txt'); and the complete /usr/local/cpanel/logs/ directory archived and cryptographically
hashed (sha256sum) for evidentiary integrity before returning servers to production.

I Detection Guidance

Monitor cPanel and WHM authentication logs at /usr/local/cpanel/logs/access_log for authentication success
events that lack a valid preceding credential submission. Look for root-level WHM sessions originating from IPs
not in your administrative allowlist. Check /var/log/secure and /var/log/messages for unexpected su or sudo
escalations to root. Review cPanel API token creation events for tokens issued without a corresponding
authenticated session. Behavioral indicators include new cPanel accounts, modified reseller privileges,
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unexpected cron jobs, or new SSH authorized_keys entries. Web server access logs should be reviewed for
unusual POST requests to cPanel or WHM login endpoints, particularly those returning 200/302 responses from
unknown source IPs. No confirmed public IOCs (IPs, hashes, domains) are available at time of analysis.

I Framework Mappings

MITRE-ATTACK

e T1190 — Exploit Public-Facing Application
e T1078 — Valid Accounts

e T1068 — Exploitation for Privilege Escalation
NIST-800-53R5

* CA-8 — Penetration Testing

* RA-5 — Vulnerability Monitoring and Scanning

e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity

* AC-2 — Account Management

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management

¢ |IR-5 — Incident Monitoring
OWASP-TOP10-2021

* AQ07:2021 — Identification and Authentication Failures
CIS-V8

* 6.3 — Require MFA for Externally-Exposed Applications
e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management
HIPAA-SECURITY

e 164.312(d) — Person or Entity Authentication
SOC2-TSC

e CC6.1 — Logical access security software, infrastructure, and architectures
ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities
NIST-CSF-2

e DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria
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MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1190 Exploit Public-Facing Application Initial-Access

T1078 Valid Accounts Defense-Evasion

T1068 Exploitation for Privilege Escalation Privilege-Escalation
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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