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CVE-2026-32202: Windows Shell Spoofing
Vulnerability Under Active Exploitation,
Immediate Patching Required

CVE VULNERABILITY | | CVSS 7.5

SCC Item ID SCC-CVE-2026-0085

Type CVE Vulnerability

CVE ID CVE-2026-32202

Severity HIGH

CVSS Base Score 7.5

EPSS Score 0.0009 (26th percentile)

Affected Products Microsoft Windows (Windows Shell component)
Published 2026-04-28T01:50:00

Discovery Source Rss

I Executive Summary

Microsoft confirmed active exploitation of CVE-2026-32202, a high-severity Windows Shell spoofing
vulnerability patched in May 2026. The flaw alows attackers to manipulate shell-level trust or visual
presentation to deceive users and potentialy bypass origin checks, with reported linkage to APT28, a
Russian state-sponsored threat actor. Organizations running unpatched Windows systems face elevated
risk of credential theft, malware delivery, or deeper compromise; the CVSS score of 7.5 understates
operational urgency given confirmed in-the-wild exploitation.

I Technical Analysis

CVE-2026-32202 affects the Windows Shell component across Microsoft Windows platforms, patched during
the May 2026 Patch Tuesday cycle. The vulnerability is classified under CWE-290 (Authentication Bypass by
Spoofing), CWE-346 (Origin Validation Error), and CWE-451 (User Interface Misrepresentation of Critical
Information), indicating the flaw manipulates shell-level trust signals or visual presentation layers to deceive
users or bypass origin validation. CVSS base score is 7.5 (High). EPSS score is 0.00092 (25.8th percentile) at
time of data capture; note this pre-dates public confirmation of active exploitation and should not be used for
prioritization. MITRE ATT&CK techniques mapped include T1574 (Hijack Execution Flow), T1566 (Phishing),
T1203 (Exploitation for Client Execution), T1036/T1036.005 (Masquerading/Match Legitimate Name or
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Location), T1204 (User Execution), and T1082 (System Information Discovery). Akamai research links
exploitation to APT28 activity; full exploitation chain details are pending independent verification against the
Microsoft Security Advisory (msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-32202) and NVD entry
(nvd.nist.gov/vuln/detail/CVE-2026-32202). Attribution to APT28 is sourced from Akamai (T3) and has not been
independently confirmed by a primary government source at time of writing.

I Action Checklist

1. Containment: Identify all Windows endpoints and servers that have not received the May 2026 Patch
Tuesday update. Prioritize internet-facing systems, endpoints used by privileged users, and systems in
sensitive network segments. Consult the Microsoft Security Advisory at
msrc.microsoft.com/update-guide/vulnerability/ CVE-2026-32202 for affected product scope. Consider
isolating unpatched high-value systems from the internet pending patch deployment.

2. Detection: Search endpoint detection logs for indicators consistent with T1036/T1036.005
(masquerading), T1574 (hijack execution flow), and T1204 (user execution) on Windows hosts. Review
Windows Event Logs for anomalous shell process launches, unexpected child processes spawned from
Explorer.exe or shell extensions, and process execution from unusual paths. Cross-reference with any
APT28-associated IOCs published by CISA or Microsoft; no confirmed IOC list was available in the source
data provided.

3. Eradication: Apply the May 2026 Patch Tuesday security update for Windows Shell as identified in the
Microsoft Security Advisory. Verify patch installation via Windows Update history or patch management
tooling. If Akamai's research identifies the patch as incomplete for specific exploitation chains, monitor for
a superseding advisory and apply supplemental guidance when available.

4. Recovery: After patching, validate successful deployment across the environment using your patch
management platform. Monitor affected systems for anomalous shell activity for at least 14 days
post-patch. Review endpoint telemetry for signs of pre-patch compromise, particularly persistence
mechanisms consistent with T1574 and T1036.

5. Post-Incident: Evaluate whether user execution controls (T1204) are sufficient: review email attachment
filtering, web content controls, and endpoint application allowlisting. Assess whether shell-level trust
validation is monitored in your detection stack. Document any gaps in patch SLA compliance exposed by
this incident and update patching priority criteria to account for confirmed active exploitation independent
of CVSS score.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to executive leadership, legal counsel, and your CISO immediately if forensic
evidence confirms pre-patch compromise on any system — specifically: discovery of
APT28-linked IOCs, unauthorized shell extension registrations, COM hijack artifacts, or
outbound connections to known APT28 C2 infrastructure — as confirmed state-sponsored
actor access to privileged systems or systems holding PII/PHI may trigger mandatory breach
notification obligations under applicable regulatory frameworks (HIPAA, GDPR, state data
breach statutes).
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Recovery Notes After confirming patch deployment via KB verification and shell32.dll file version validation,
reintegrate previously isolated systems in order of criticality, beginning with internet-facing
assets once host-based monitoring (Sysmon + osquery) is confirmed active. Maintain
enhanced logging of Explorer.exe process lineage and shell extension DLL loads for a
minimum of 14 days post-patch, extending to 30 days for any system where pre-patch activity
was ambiguous, given APT28's documented use of long-dwell persistence mechanisms. Any
detection of T1574 or T1036 artifacts activating after the patch window should be treated as a
new incident, not a recovery artifact, and triaged under the full NIST 800-61r3 lifecycle.

Forensic Artifacts Zone.ldentifier Alternate Data Stream (ADS) on recently downloaded files — absence or
tampering with these ADS entries directly evidences shell trust spoofing via CVE-2026-32202,
recoverable via 'Get-ltem -Stream Zone.ldentifier' or Autopsy/FTK ADS enumeration |
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Shell Extensions\Approved and
HKCU\Software\Classes\CLSID registry hives — APT28 exploitation of a shell trust
vulnerability would likely register a malicious COM object or shell extension here as a T1574
persistence mechanism; export and diff against a clean baseline | Windows Security Event ID
4688 (Process Creation) logs filtered on processes spawned by Explorer.exe or dllhost.exe
with image paths in % TEMP%, %APPDATA%Y, or non-standard directories — primary
telemetry source for detecting T1036.005 masquerading and T1204 user execution triggered
by the spoofed shell interaction | Sysmon Event ID 7 (Image Loaded) entries for unsigned or
anomalous DLLs loaded into Explorer.exe or shell32.dll process space during the exploitation
window — captures T1574 DLL hijack payloads delivered after shell-level trust was bypassed
| Windows Prefetch files (%WINDIR%\Prefetch\) and ShimCache
(HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\AppCompatCache) for
evidence of short-lived malicious executables launched via the spoofed shell interaction —
APT28 tooling often executes transiently, and these sources preserve execution evidence
even after file deletion

Per-Action IR Details

Containment — Identify all Windows endpoints and servers that have not received the May 2026 Patch
Tuesday update. Prioritize internet-facing systems, endpoints used by privileged users, and systems in
sensitive network segments. Consult the Microsoft Security Advisory at
msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32202 for affected product scope. Consider
isolating unpatched high-value systems from the internet pending patch deployment.

NIST Phase: Containment
Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SI-2 (Flaw Remediation), CIS 1.1 (Establish and Maintain Detailed
Enterprise Asset Inventory), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Run 'Get-HotFix -1d KB' via PowerShell remoting across all Windows hosts to enumerate unpatched
systems — substitute the specific KB number from the Microsoft Security Advisory for CVE-2026-32202 once
confirmed. For hosts without WinRM, use a free vulnerability scanner such as OpenVAS or the Nessus Essentials tier
(up to 16 IPs) with the May 2026 patch check plugin. Segment unpatched high-value hosts by updating host-based
firewall rules using 'netsh advfirewall' to block inbound connections from untrusted networks until patching is complete.
Evidence: Before isolating any system, capture: (1) current Windows Update history via 'Get-HotFix | Export-Csv' to
establish a patch baseline; (2) running process list with parent-child relationships via 'Get-Process' or Sysmon Event ID
1 (Process Create) logs filtered on Explorer.exe and shell extension host processes (dllhost.exe, rundli32.exe); (3)
network connection state via 'netstat -anob' to identify active outbound connections from shell-related processes prior
to isolation; (4) a memory image of any system suspected of pre-patch compromise using WinPmem (free) before
network isolation severs C2 channels that may reveal APT28 infrastructure.
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Detection — Search endpoint detection logs for indicators consistent with T1036/T1036.005 (masquerading),
T1574 (hijack execution flow), and T1204 (user execution) on Windows hosts. Review Windows Event Logs for
anomalous shell process launches, unexpected child processes spawned from Explorer.exe or shell
extensions, and process execution from unusual paths. Cross-reference with any APT28-associated IOCs
published by CISA or Microsoft; no confirmed IOC list was available in the source data provided.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 8§3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST IR-5
(Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Deploy or verify Sysmon configuration using the SwiftOnSecurity Sysmon config
(github.com/SwiftOnSecurity/sysmon-config) — ensure Event ID 1 (Process Create), Event ID 7 (Image Loaded), and
Event ID 11 (File Create) are enabled. Query collected Sysmon logs using the Sigma rule
‘proc_creation_win_explorer_child_suspicious.yml' (SigmaHQ repository) for child processes of Explorer.exe with
anomalous image paths or mismatched extensions consistent with T1036.005 shell spoofing. For APT28 10C
correlation, query CISA's AA22-076A advisory and current Threat Intel feeds via OpenCTI (free, self-hosted) or check
MISP community feeds for CVE-2026-32202 or APT28 (G0007) tagged indicators. Run ‘wevtutil ge Security
/q:"*[System[EventID=4688]]" /f:text' filtered on cmd.exe, powershell.exe, or wscript.exe spawned under Explorer.exe
or shell host processes.

Evidence: Capture before analysis: (1) Windows Security Event Log Event ID 4688 (Process Creation with command
line — requires audit process tracking policy enabled) filtered on processes spawned by Explorer.exe, dllhost.exe, or
shell extension hosts with image paths outside %SystemRoot% or %ProgramFiles%; (2) Sysmon Event ID 7 (Image
Loaded) for unsigned or low-prevalence DLLs loaded into Explorer.exe or shell extension processes — this targets
T1574 DLL hijack chains that a shell spoofing exploit may use for payload delivery; (3) Windows Security Event ID
4648 (Explicit Credential Use) and 4624/4625 (Logon Success/Failure) following anomalous shell process launches,
consistent with APT28 credential-harvesting post-exploitation; (4) Windows Application Event Log entries from
Windows Error Reporting (WER) for crashes in shell32.dll or explorer.exe that may indicate failed exploit attempts or
shellcode triggering access violations.

Eradication — Apply the May 2026 Patch Tuesday security update for Windows Shell as identified in the
Microsoft Security Advisory. Verify patch installation via Windows Update history or patch management
tooling. If Akamai's research identifies the patch as incomplete for specific exploitation chains, monitor for a
superseding advisory and apply supplemental guidance when available.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST SI-2 (Flaw Remediation), NIST SI-7 (Software, Firmware, and Information Integrity), NIST CM-6
(Configuration Settings), CIS 7.3 (Perform Automated Operating System Patch Management), CIS 7.4 (Perform
Automated Application Patch Management)

Compensating: Deploy the May 2026 Patch Tuesday update via WSUS (free, built into Windows Server) or use
‘wusa.exe finstall /kb: /quiet /norestart' for targeted deployment on isolated hosts. Post-install, verify patch application
with 'Get-HotFix -Id KB' and validate shell32.dll file version against the patched version listed in the Microsoft Security
Advisory using 'Get-ltem C:\Windows\System32\shell32.dll | Select-Object Versioninfo'. If APT28 persistence artifacts
are found (see evidence field), eradicate them before re-connecting systems: run Autoruns (Sysinternals, free) to
enumerate and remove suspicious shell extension registrations, COM object hijacks, or scheduled tasks dropped by
the adversary. Use YARA rules tagged for APT28 tooling (available via MITRE ATT&CK G0007 references and open
YARA repositories) against the filesystem before reintegration.

Evidence: Before applying the patch, preserve: (1) Current file version and hash of C:\Windows\System32\shell32.dl|
and any associated shell extension DLLs registered under
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Shell Extensions\Approved — document any unsigned or
anomalous entries consistent with T1574 COM hijacking used by APT28; (2) Registry export of
HKCU\Software\Classes\CLSID and HKLM\Software\Classes\CLSID for COM object registrations that may have been
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planted as persistence mechanisms leveraging the shell trust vulnerability; (3) Scheduled task XML exports via
'schtasks /query /fo XML /v > tasks_baseline.xml' to document any APT28-dropped persistence tasks before
eradication; (4) Full disk image or at minimum a forensic copy of % TEMP%, %APPDATA%\Roaming, and
%LOCALAPPDATA% directories on systems with confirmed or suspected pre-patch exploitation, as APT28 commonly
stages tools in these paths.

Recovery — After patching, validate successful deployment across the environment using your patch
management platform. Monitor affected systems for anomalous shell activity for at least 14 days post-patch.
Review endpoint telemetry for signs of pre-patch compromise, particularly persistence mechanisms
consistent with T1574 and T1036.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis,
and Reporting), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Establish a 14-day monitoring baseline using Sysmon Event ID 1 and ID 7, focusing on Explorer.exe
child process chains and DLL loads into shell processes post-patch. Use osquery with the query 'SELECT name, path,
pid, parent FROM processes WHERE parent IN (SELECT pid FROM processes WHERE name = "explorer.exe")'
scheduled every 15 minutes to catch T1036/T1574 persistence that survived patching. For integrity validation of the
Windows Shell component, run 'sfc /scannow' immediately post-patch and again at the 7-day mark to detect
unauthorized modifications to shell32.dll or associated system files. Set a Windows Task Scheduler alert using a
PowerShell script to notify via email if Explorer.exe spawns cmd.exe, powershell.exe, or wscript.exe — a low-cost
tripwire for lingering APT28 implants activating post-patch.

Evidence: During the recovery monitoring window, collect and retain: (1) Sysmon Event ID 1 logs showing
Explorer.exe or shell extension host process lineage daily for the 14-day window — compare against pre-patch
baseline to identify T1574 persistence chains that survived eradication; (2) Windows Security Event ID 4697 (Service
Installed) and 4698 (Scheduled Task Created) to catch APT28 re-establishing persistence via services or tasks
post-patch; (3) Windows Security Event ID 4663 (Object Access — File) on shell32.dIl and %WINDIR%\System32 to
detect any unauthorized write attempts indicating a threat actor attempting to re-exploit or tamper post-patch; (4) DNS
guery logs from the host resolver (Event ID 3006 in Microsoft-Windows-DNS-Client/Operational) for lookups to
domains associated with APT28 C2 infrastructure, to identify implants attempting callback after the vulnerability
window is closed.

Post-Incident — Evaluate whether user execution controls (T1204) are sufficient: review email attachment
filtering, web content controls, and endpoint application allowlisting. Assess whether shell-level trust
validation is monitored in your detection stack. Document any gaps in patch SLA compliance exposed by this
incident and update patching priority criteria to account for confirmed active exploitation independent of
CVSS score.

NIST Phase: Post Incident
Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SI-3 (Malicious Code Protection),
NIST SI-5 (Security Alerts, Advisories, and Directives), CIS 7.1 (Establish and Maintain a Vulnerability Management
Process), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Implement Windows Attachment Manager Group Policy (‘Do not preserve zone information in file
attachments' set to Disabled) to ensure Mark of the Web (MotW) zone flags are preserved on downloaded files — this
directly addresses shell-level trust spoofing mechanisms like those exploited via CVE-2026-32202 where zone
identifiers may be manipulated. Deploy AppLocker or WDAC (Windows Defender Application Control, free and built-in)
rules to restrict execution of scripts and binaries from % TEMP%, %APPDATA%, and user-writable paths — blocking
T1204 user execution vectors exploited in APT28 campaigns. Create a documented patch SLA policy addendum
specifying that any CVE tagged 'Exploited in the Wild' by CISA KEV (Known Exploited Vulnerabilities catalog) triggers
a 48-hour emergency patching SLA regardless of CVSS score, with executive notification if the deadline is missed.
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Evidence: For lessons-learned documentation, preserve: (1) Patch compliance report showing time-to-patch delta

between CVE-2026-32202 public disclosure (May 2026 Patch Tuesday) and full deployment across the environment —

this quantifies SLA gaps for the post-incident review; (2) Windows Zone.ldentifier Alternate Data Stream (ADS)
samples from files delivered during the incident window via 'Get-ltem -Stream Zone.ldentifier' — absence or

manipulation of these ADS entries is a direct forensic indicator of shell trust spoofing consistent with CVE-2026-32202;
(3) Email gateway and web proxy logs covering the 30-day window prior to detection, filtered for file types commonly

weaponized by APT28 (.Ink, .iso, .zip containing .Ink, .html with embedded scripts) to reconstruct the initial access

vector for the lessons-learned report.

I Detection Guidance

Monitor Windows Event Logs for anomalous process execution originating from Windows Shell components,
including unexpected child processes under Explorer.exe and shell extension hosts (dllhost.exe). Look for
processes executing from user-writable paths or temp directories (T1036.005). Review Sysmon Event ID 1
(Process Create) for unusual parent-child process relationships involving shell components. Correlate with

T1574 patterns: DLL search order abuse or side-loading in Windows Shell context. No confirmed IOCs (hashes,
IPs, domains) were present in the source data; monitor CISA and the Microsoft MSRC advisory for IOC updates.
Note: EPSS score of 0.00092 was captured before confirmed exploitation announcement and does not reflect

current exploit probability; prioritize this CVE based on confirmed active exploitation status, not EPSS percentile.

I Framework Mappings

MITRE-ATTACK

T1574 — Hijack Execution Flow

T1566 — Phishing

T1203 — Exploitation for Client Execution

T1036.005 — Match Legitimate Resource Name or Location
T1204 — User Execution

T1036 — Masquerading

T1082 — System Information Discovery

NIST-800-53R5

AT-2 — Literacy Training and Awareness
CA-7 — Continuous Monitoring

SC-7 — Boundary Protection

SI-3 — Malicious Code Protection

Sl-4 — System Monitoring

SI-8 — Spam Protection

SI-2 — Flaw Remediation

IA-2 — Identification and Authentication (Organizational Users)

IR-5 — Incident Monitoring

CIS-v8
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¢ 6.3 — Require MFA for Externally-Exposed Applications
e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management
HIPAA-SECURITY

e 164.312(d) — Person or Entity Authentication
SOC2-TSC

e (CC6.1 — Logical access security software, infrastructure, and architectures
ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities
NIST-CSF-2

e DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1574 Hijack Execution Flow Persistence
T1566 Phishing Initial-Access
T1203 Exploitation for Client Execution Execution
T1036. 005 Match Legitimate Resource Name or Location Defense-Evasion
T1204 User Execution Execution
T1036 Masquerading Defense-Evasion
T1082 System Information Discovery Discovery
I Sources
Source URL Tier
Security News https://thehackernews.com/2026/04/microsoft-confirms-active-exploit... T3
CVE-2026-32202 Detail - https://nvd.nist.gov/vuln/detail/CVE-2026-32202 T1
NVD
CVE-2026-32202 - CVE https://www.cve.org/CVERecord?id=CVE-2026-32202 T3
Record
A Shortcut to Coercion: https://www.akamai.com/blog/security-research/incomplete-patch-apt2... T3
Incomplete Patch of
APT28's Zero-Day ...
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Source URL Tier
Microsoft Windows: https://www.rapid7.com/db/vulnerabilities/microsoft-windows-cve-202... T3

CVE-2026-32202 -
Rapid7 Vulnerability
Database

Microsoft Security https://msrc.microsoft.com/update-guide/vulnerability/CVE-2026-32202 T1
Advisory

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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