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Critical RCE in protobuf.js
(GHSA-xg3m-2v4x-88gqg) via Unsafe Function()
Constructor, Public PoC Available

CVE VULNERABILITY | CRITICAL | CVSS 9.5

SCC Item ID SCC-CVE-2026-0052

Type CVE Vulnerability

Severity CRITICAL

CVSS Base Score 9.5

Affected Products protobufjs (protobuf.js) versions 8.0.0 and below, 7.x branch below 7.5.4; Node.js/npm
ecosystem

Published 2026-04-18T11:09:44

Discovery Source Rss

I Executive Summary

A critical remote code execution vulnerability in protobuf.js, one of the most widely used JavaScript
serialization libraries with approximately 50 million weekly npm downloads, allows attackers to run
arbitrary code by supplying malicious data schemas. Any Node.js application that accepts Protocol Buffer
schema definitions from untrusted sources (APIs, user input, third-party integrations) is at risk. A public
proof-of-concept exploit is available, meaning exploitation requires minimal expertise; organizations
should treat this as an active threat requiring immediate action.

I Technical Analysis

GHSA-xg3m-2v4x-88gg is a critical code injection vulnerability in the protobuf.js npm library (protobufjs). Root
cause: the library uses the Function() constructor, functionally equivalent to eval(), during Protocol Buffer
schema parsing. An attacker who can supply or influence a .proto schema triggers arbitrary JavaScript
execution in the Node.js process context. Affected versions: protobufjs <8.0.0 (patch status under confirmation;
see GHSA advisory for latest updates) and protobufjs <7.5.4 (patched per April 2026 release). CVSS base
scores range from 9.4 to 9.5 across sources, reflecting minor methodology differences; treat as CVSS 9.4-9.5
critical. CWEs: CWE-94 (Code Injection), CWE-20 (Improper Input Validation), CWE-116 (Improper Encoding or
Escaping of Output). MITRE ATT&CK: T1059.007 (JavaScript execution), T1190 (Exploit Public-Facing
Application), T1195.001/T1195.002 (Supply Chain Compromise), T1210 (Exploitation of Remote Services). No
CVE identifier assigned at time of analysis; GHSA-xq3m-2v4x-88gg is the authoritative identifier. A public PoC
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has been published, substantially lowering the exploitation bar. Highest-risk deployments: applications that
parse schemas from user input, third-party integrations, or network-sourced data.

I Action Checklist

1. Containment: Run 'npm Is protobufjs' (or equivalent for your package manager) across all Node.js
services and CI/CD pipelines to identify every instance. For services on the 7.x branch, restrict schema
ingestion from untrusted sources at the API gateway or application layer until patch 7.5.4 is applied. For
services on the 8.x branch, confirm patch availability via GHSA-xq3m-2v4x-88gg before proceeding; apply
compensating controls (input blocking, process isolation) in the interim.

2. Detection: Search application logs for unexpected schema loading events or unusual protobuf parsing
activity. Monitor Node.js process behavior for anomalous child process spawning, outbound network
connections, or filesystem writes initiated from protobuf parsing contexts. Query your SCA/SBOM tooling
(Snyk, Dependabot, FOSSA) for protobufjs version flags. Review npm audit output: 'npm audit
--audit-level=critical'. Look for GHSA-xg3m-2v4x-88gg in any SCA scan results.

3. Eradication: Upgrade protobufjs to =7.5.4 on all 7.x branch deployments per the April 2026 patch
release documented in GHSA-xq3m-2v4x-88gg. For 8.x branch, monitor the advisory and GitHub
repository for patch release; do not assume an unpatched 8.x version is safe. Update package-lock.json or
yarn.lock and rebuild all affected containers and deployment artifacts. Confirm no transitive dependency
re-introduces a vulnerable version.

4. Recovery: After patching, re-run 'npm audit' and SCA tooling to confirm the advisory no longer flags.
Redeploy affected services from clean build artifacts. Monitor application logs and runtime behavior for 72
hours post-deployment for anomalous activity that could indicate pre-patch compromise. If any service
accepted untrusted schema input prior to patching, treat it as potentially compromised and conduct a
focused log review for the period of exposure.

5. Post-Incident: Evaluate whether your SBOM process would have surfaced this dependency and its
version before exploitation was possible. Implement automated SCA scanning (npm audit, Snyk, or
equivalent) in CI/CD pipelines with pipeline-breaking thresholds for critical findings. Review all services
that consume third-party serialization or schema-parsing libraries for similar Function()/eval() patterns.
Assess whether schema input validation controls exist and whether untrusted schema ingestion is a
necessary architecture pattern.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to CISO, legal, and privacy counsel immediately if log review of the exposure
window reveals any HTTP request body or API payload containing a proto schema descriptor
with dynamic code patterns (Function(), eval()) successfully processed by a Node.js service
handling PII, PHI, financial data, or authentication credentials, as this constitutes a confirmed
or probable RCE event with potential data breach notification obligations under GDPR Atrticle
33, HIPAA 8164.412, or applicable state breach notification laws.
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Recovery Notes After redeployment from clean build artifacts, verify recovery integrity by running 'npm audit
--audit-level=critical' AND 'npm Is protobufjs' on the deployed container or host — not just the
build environment — since base image layers may cache a vulnerable version of protobufjs
independent of the application's package.json. Maintain active monitoring of Node.js process
telemetry (child process spawning, unexpected outbound connections, filesystem writes to
/tmp/ or /dev/shm/) for a minimum of 72 hours post-redeployment, with particular focus on any
service that accepted untrusted protobuf schema input during the exposure window. For 8.x
branch services where a patch is not yet available, recovery is conditional: document the
compensating controls (input blocking, process isolation, API gateway schema validation) in
your risk register and set a calendar-triggered re-review tied to the GHSA-xq3m-2v4x-88gg
advisory update cycle, reassessing daily until a patch is released.

Forensic Artifacts Node.js application stdout/stderr logs and any structured application logs (Winston, Bunyan,
Pino output) for the exposure window — filter for protobuf schema loading events, unexpected
JSON parse errors on descriptor input, or stack traces originating from protobufjs/src/reader.js
or protobufjs/lib/parse.js, which are the code paths involved in schema processing where the
Function() constructor exploit is triggered | API gateway or reverse proxy access logs (NGINX
access.log, AWS API Gateway execution logs, Kong proxy logs) for all endpoints that accept
Content-Type: application/protobuf or application/json payloads used as schema descriptors
— look for unusually large request bodies, repeated requests with structurally similar but
varied schema payloads (fuzzing pattern), or requests from a single source IP across multiple
schema-consuming endpoints (reconnaissance pattern) | Auditd or Sysmon process creation
records for child processes spawned by the node or node.js binary (PPID matching Node.js
PID) — any sh, bash, curl, wget, nc, python, or perl child processes are high-confidence
indicators of successful Function() constructor RCE exploitation via GHSA-xq3m-2v4x-88gg |
Filesystem modification records from inotifywait (Linux) or Sysmon Event ID 11 (FileCreate)
for new files written to /tmp/, /dev/shm/, /var/tmp/, or the Node.js application working directory
by the process owner of the vulnerable service — post-exploitation staging (dropper scripts,
reverse shell payloads, cron persistence files) would appear here immediately following
successful RCE | Network flow records or tcpdump captures for outbound connections from
Node.js service hosts on non-standard ports or to non-whitelisted external IP ranges initiated
during the exposure window — the Function() constructor RCE payload in
GHSA-xq3m-2v4x-88gg would typically be used to establish a reverse shell or beacon to
attacker-controlled infrastructure, producing outbound TCP connections that are anomalous
relative to the service's normal egress profile (npm registry, known APIs, internal services)

Per-Action IR Details

Containment — Run 'npm Is protobufjs' (or equivalent for your package manager) across all Node.js services
and CI/CD pipelines to identify every instance. For services on the 7.x branch, block schema ingestion from
untrusted sources at the API gateway or application layer until patch is applied. For services on the 8.x
branch, confirm patch availability via GHSA-xq3m-2v4x-88gg before proceeding; apply compensating
controls (input blocking, process isolation) in the interim.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST CM-7 (Least Functionality), NIST SI-10 (Information Input Validation),
CIS 4.4 (Implement and Manage a Firewall on Servers), CIS 7.1 (Establish and Maintain a Vulnerability Management
Process)

Compensating: Two-person team without enterprise tooling: (1) Run 'find /app /srv /opt -name package.json | xargs
grep -l protobufjs' on each host, then 'npm Is protobufjs 2>/dev/null' in each discovered project root to enumerate all
instances including transitive dependencies. (2) At the NGINX or HAProxy layer, add a temporary rule to reject or
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sandbox any request body or query parameter containing JSON keys that map to schema-defining fields (e.g., 'type’,
fields', 'nested’, 'options' in protobuf descriptor format) using a WAF rule or a lightweight Express middleware that
rejects payloads matching protobuf schema structure before they reach the protobufjs parser. (3) For Node.js process
isolation with no budget, use 'node --experimental-vm-modules' combined with a child_process wrapper that runs the
protobuf parsing in a separate sandboxed process with '--max-old-space-size' caps, so exploit payloads cannot reach
the parent process's memory space.

Evidence: Before implementing containment blocks, snapshot the following: (1) Full 'npm Is --all --json >
dependency-tree-$(hostname)-$(date +%s).json’ output from each service — this establishes the exact protobufjs
version and dependency chain at time of incident, critical for scoping. (2) Current AP| gateway access logs (NGINX:
/var/log/nginx/access.log; AWS API Gateway: CloudWatch Logs group /aws/apigateway/) filtered for endpoints that
accept schema or proto descriptor input — preserve at least 30 days prior to containment action. (3) Node.js process
list snapshot: 'ps auxf > process-snapshot-$(date +%s).txt' to capture any currently running Node processes that may
have already loaded a malicious schema via the Function() constructor exploit path.

Detection — Search application logs for unexpected schema loading events or unusual protobuf parsing
activity. Monitor Node.js process behavior for anomalous child process spawning, outbound network
connections, or filesystem writes initiated from protobuf parsing contexts. Query your SCA/SBOM tooling
(Snyk, Dependabot, FOSSA) for protobufjs version flags. Review npm audit output: 'npm audit
--audit-level=critical'. Look for GHSA-xq3m-2v4x-88gg in any SCA scan results.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2
(Event Logging), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs), CIS 7.1 (Establish and Maintain a
Vulnerability Management Process)

Compensating: Deploy Sysmon on Windows Node.js hosts with EventID 1 (Process Create) rules that alert on
node.exe or node spawning cmd.exe, powershell.exe, sh, bash, or curl as child processes — this directly detects the
RCE payload execution path via the Function() constructor. On Linux, use auditd with '-a always,exit -F arch=b64 -S
execve -F ppid=$(pgrep -f node)" to catch child process spawning from Node.js PIDs. For network detection without
SIEM, run 'tcpdump -i any -w /tmp/protobuf-capture.pcap host and port 443 or port 80' during peak API activity and
analyze with Wireshark for unexpected outbound C2 connections originating from Node.js process ports. Write a
Sigma rule targeting Sysmon Event ID 1 where Parentimage contains 'node' and Image matches known
shell/interpreter binaries for pipeline-level alerting without a SIEM backend.

Evidence: The GHSA-xq3m-2v4x-88gg exploit uses protobuf.js's schema loading path to inject a malicious Function()
constructor call, effectively achieving eval() on attacker-controlled input. Evidence specific to this mechanism: (1)
Application-level logs (e.g., Morgan middleware output, Winston logs, or stdout redirected to /var/log/app/) for requests
containing raw .proto descriptor JSON or binary schema payloads sent to protobuf-consuming endpoints — look for
oversized or structurally anomalous schema payloads around the time of suspected exploitation. (2) Node.js --inspect
or --prof output if profiling was enabled: check for unexpected V8 code generation events or dynamic function
compilation entries. (3) Filesystem write artifacts: any new .js, .sh, or binary files written to /tmp/, /dev/shm/, or the
application working directory by the node process owner — these are post-exploitation staging artifacts consistent with
RCE via Function() execution. (4) Outbound DNS and TCP connection logs from the Node.js service host for
connections not matching known upstream dependencies or CDNSs, initiated within the window the vulnerable service
was accepting schema input.

Eradication — Upgrade protobufjs to =7.5.4 on all 7.x branch deployments per the April 15, 2026 patch release
documented in GHSA-xg3m-2v4x-88gg. For 8.x branch, monitor the advisory and GitHub repository for patch
release; do not assume an unpatched 8.x version is safe. Update package-lock.json or yarn.lock and rebuild
all affected containers and deployment artifacts. Confirm no transitive dependency re-introduces a vulnerable
version.

NIST Phase: Eradication
Reference: NIST 800-61r3 §3.4 — Eradication
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Controls: NIST SI-2 (Flaw Remediation), NIST CM-3 (Configuration Change Control), NIST SA-10 (Developer
Configuration Management), CIS 7.3 (Perform Automated Operating System Patch Management), CIS 7.4 (Perform
Automated Application Patch Management), CIS 2.2 (Ensure Authorized Software is Currently Supported)

Compensating: After running 'npm install protobufjs@”7.5.4 --save', run 'npm Is protobufjs' again and pipe through
'grep -v "7\.5\.[4-9]\|7\.[6-9]" to surface any remaining sub-7.5.4 instances pulled in transitively by other dependencies.
For lockfile integrity, use 'npm ci' instead of 'npm install' in all Cl builds post-patch to enforce deterministic installs from
the updated lock file. To catch transitive re-introduction in container builds, add a Dockerfile RUN step: 'npm Is
protobufjs 2>&1 | grep -E "[0-9]+\.[0-9]+\.[0-9]+" | awk -F@ "{print \$2}" | while read v; do node -e "const s=v.split(\".\");
if(s[0]===\"7\" && parselnt(s[2])<4) process.exit(1); fi; done™ — fail the build if a vulnerable version is detected. For 8.x
services, pin to the last known 7.x safe version using an 'overrides' block in package.json until an 8.x patch is released.

Evidence: Before rebuilding containers or redeploying, preserve the following forensic state of the pre-patch
environment: (1) Full container image digests (‘docker inspect --format {{.Id}}') and running container filesystem
snapshots (‘docker diff ') for any containers running the vulnerable protobufjs version — changes to
/app/node_modules/ or /tmp/ since container start may indicate in-container post-exploitation. (2) The exact
package-lock.json or yarn.lock from each affected service at time of incident, hashed with 'sha256sum
package-lock.json’, to document the dependency chain that introduced the vulnerability. (3) Git history of package.json
and lock files (‘git log --follow -p package-lock.json') to determine when the vulnerable protobufjs version was
introduced and which commit or dependency change triggered it — relevant for supply chain attribution.

Recovery — After patching, re-run 'npm audit' and SCA tooling to confirm the advisory no longer flags.
Redeploy affected services from clean build artifacts. Monitor application logs and runtime behavior for 72
hours post-deployment for anomalous activity that could indicate pre-patch compromise. If any service
accepted untrusted schema input prior to patching, treat it as potentially compromised and conduct a
focused log review for the period of exposure.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST SI-7 (Software, Firmware, and Information Integrity), NIST CP-10
(System Recovery and Reconstitution), NIST AU-11 (Audit Record Retention), CIS 7.2 (Establish and Maintain a
Remediation Process), CIS 4.6 (Securely Manage Enterprise Assets and Software)

Compensating: Post-redeploy verification without enterprise tooling: (1) Run 'npm audit --audit-level=critical --json | jq
".vulnerabilities | to_entries[] | select(.value.via[] | .ghsa? == \"GHSA-xq3m-2v4x-88gg\")" to confirm the specific
advisory is cleared. (2) For the 72-hour monitoring window, use a cron job running every 5 minutes: 'lsof -p $(pgrep -f
node) -i | grep ESTABLISHED >> /var/log/node-connections.log' to log all active outbound TCP connections from
Node.js processes — review for new or unexpected destination IPs that were not present in pre-incident baselines. (3)
For services that accepted untrusted schema input, use osquery with 'SELECT pid, name, cmdline, cwd FROM
processes WHERE name = "node" OR name = "node.js" combined with file integrity monitoring via 'aide --check' or
‘tripwire --check' on /app/, /tmp/, and /etc/ to detect any persistence mechanisms (cron entries, SSH authorized_keys
modifications, new setuid binaries) left by a pre-patch compromise.

Evidence: Before declaring recovery complete, collect and retain: (1) 'npm audit --json' output post-patch as a signed
artifact confirming GHSA-xq3m-2v4x-88gg is resolved — store with timestamp for compliance documentation. (2) For
services that accepted untrusted proto schema input during the exposure window, pull all HTTP request bodies (or API
Gateway request logs) for the exposure period and grep for payloads containing 'Function(', 'eval(’, or proto descriptor
JSON with unexpected 'rule' or 'type' field values inconsistent with your application's expected schema — these
indicate active exploitation attempts or successful exploitation. (3) Node.js heap snapshots (‘kill -USR2 ' to trigger v8
heap dump) taken from any service suspected of pre-patch compromise, preserved before container teardown for
post-mortem memory forensics.

Post-Incident — Evaluate whether your SBOM process would have surfaced this dependency and its version
before exploitation was possible. Implement automated SCA scanning (npm audit, Snyk, or equivalent) in
CI/CD pipelines with pipeline-breaking thresholds for critical findings. Review all services that consume
third-party serialization or schema-parsing libraries for similar Function()/eval() patterns. Assess whether
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schema input validation controls exist and whether untrusted schema ingestion is a necessary architecture
pattern.

NIST Phase: Post Incident
Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SA-10 (Developer Configuration
Management), NIST SI-2 (Flaw Remediation), NIST RA-3 (Risk Assessment), CIS 7.1 (Establish and Maintain a
Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 2.1 (Establish and
Maintain a Software Inventory)

Compensating: Two-person team post-incident hardening: (1) Generate a current SBOM using 'cyclonedx-npm
--output shom.json' (free, open-source) on every Node.js project and store the output in version control — this creates
an auditable baseline for detecting future vulnerable transitive dependencies like protobufjs without requiring
commercial SCA tooling. (2) Write a YARA rule targeting the Function() constructor exploit pattern used by
GHSA-xg3m-2v4x-88gg — scan all .js files in node_modules for dynamic code generation patterns: 'strings:
$func_constructor = "new Function(" $eval_call = "eval(" condition: any of them' — run via 'yara -r rule.yar
node_modules/' in Cl to catch similar eval/Function() patterns in other schema-parsing or serialization libraries (e.g.,
avsc, msgpack, flatbuffers bindings). (3) Add a mandatory pre-commit hook using 'husky' + 'npm audit' that blocks
commits introducing new critical-severity dependencies, preventing recurrence at the developer workstation level with
zero infrastructure cost.

Evidence: Post-incident intelligence artifacts to preserve for lessons learned and future threat hunting: (1) The full
GHSA-xg3m-2v4x-88gg advisory text and any associated GitHub issue/PR from the protobufjs repository documenting
the vulnerable code path — specifically the schema loading logic that permitted Function() constructor invocation — to
guide code review of similar libraries. (2) Any WAF or API gateway logs showing schema-injection attempts against
your endpoints during the exposure window, preserved as IOC baseline for future detection rule tuning. (3) The
complete dependency graph ('npm Is --all --json") from the incident state, archived alongside the post-patch graph, to
support supply chain risk analysis and identify other first/third-party packages that depend on protobufjs and may
reintroduce the vulnerability via transitive dependency resolution.

I Detection Guidance

Primary detection approach: run 'npm audit --audit-level=critical' and query your SCA platform for
GHSA-xq3m-2v4x-88gg across all Node.js repositories and deployed artifacts. In runtime logs, look for protobuf
schema parsing events that originate from network-received or user-supplied input rather than bundled
application schemas. Behavioral indicators: unexpected child process spawning from Node.js worker processes,
outbound connections initiated from services that should not make them, filesystem write activity in sensitive
paths during request processing. In containerized environments, compare running image digests against
known-good build artifacts; a pre-patch compromise may have introduced persistence. No public IOCs (IPs,
domains, hashes) are associated with this vulnerability at this time; detection is behavior- and version-based
rather than signature-based.

I Framework Mappings

MITRE-ATTACK

e T1195.001 — Compromise Software Dependencies and Development Tools
e T1552.001 — Credentials In Files

e T1195.002 — Compromise Software Supply Chain

e T1190 — Exploit Public-Facing Application
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e T1059.007 — JavaScript

e T1210 — Exploitation of Remote Services
NIST-800-53R5

e CM-7 — Least Functionality
¢ SA-9 — External System Services
¢ SR-3 — Supply Chain Controls and Processes
e SI-7 — Software, Firmware, and Information Integrity
¢ CA-8 — Penetration Testing
¢ RA-5— Vulnerability Monitoring and Scanning
e SC-7 — Boundary Protection
e SI-2 — Flaw Remediation
¢ AC-6 — Least Privilege
e SI-10 — Information Input Validation
OWASP-TOP10-2021
e A03:2021 — Injection
CIS-Vv8

e 16.10 — Apply Secure Design Principles in Application Architectures
e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management
ISO-27001-2022

¢ A.8.26 — Application security requirements

¢ A.8.8 — Management of technical vulnerabilities

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1195. 001 Compromise Software Dependencies and Initial-Access
Development Tools

T1552. 001 Credentials In Files Credential-Access

T1195. 002 Compromise Software Supply Chain Initial-Access

T1190 Exploit Public-Facing Application Initial-Access

T1059. 007 JavaScript Execution

T1210 Exploitation of Remote Services Lateral-Movement
I Sources
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Source URL Tier
Security News https://www.bleepingcomputer.com/news/security/critical-flaw-in-pro... T3
Arbitrary code https://github.com/protobufjs/protobuf.js/security/advisories/GHSA-... T3
execution in protobufjs -
GitHub
protobufjs 8.0.0 https://security.snyk.io/package/npm/protobufjs/8.0.0 T3

vulnerabilities - Snyk
Security Database

Critical 9.4 CVSS https://securityonline.info/protobufjs-rce-vulnerability-cvss-9-4-p... T3
Remote Code Execution
Hits protobuf.js

A critical 9.4 CVSS https://x.com/the_yellow_fall/status/2044972864307187894 T3
vulnerability in

protobuf.js puts 220

million ...
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