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I Executive Summary

Canadian authorities arrested three individuals operating vehicle-mounted rogue cellular base stations
across the Greater Toronto Area, linked to approximately 13 million unsolicited SMS phishing messages
sent since November 2025. The attack operates at the radio frequency layer, bypassing carrier spam filters,
number reputation systems, and standard anti-phishing controls entirely. Employees using unprotected
Android devices with 2G enabled in dense urban areas are potentially exposed to credential-harvesting
smishing with no carrier-side mitigation available.

I Technical Analysis

Three Canadian nationals operated IMSI catcher / false base station hardware from vehicles across the GTA,
forcing nearby mobile devices to associate with rogue cells and injecting phishing SMS payloads. The primary
exploitation vector is a 2G protocol downgrade attack: rogue base stations broadcast stronger signals than
legitimate towers, prompting handsets to switch to GSM, which lacks mutual authentication (CWE-287). Once
on GSM, the absence of encryption enables plaintext SMS injection (CWE-319). Devices that do not validate
network authenticity before association are vulnerable (CWE-940). Android handsets with 2G support enabled
are the documented high-risk surface; iOS devices with 2G disabled or ‘Lockdown Mode' active have a reduced
attack surface. MITRE ATT&CK coverage: T1566.004 (Spearphishing via Voice/SMS), T1598.003 (Phishing for
Information via SMS), T1111 (Multi-Factor Authentication Interception), T1660 (SMS Pumping), T1557
(Adversary-in-the-Middle). No CVE is assigned; the vulnerability class is documented in NIST Mobile Threat
Catalogue under CEL-3 (Downgrade Attacks via Rogue Base Station). No carrier patch is available; mitigation is
device-side and policy-side only. This is Canada's first confirmed enforcement action of this type; the technique
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is operationally established in East and Southeast Asia and is now confirmed active in North American urban
environments.

I Action Checklist

1. Containment: Disable 2G on all corporate-managed Android devices via MDM policy immediately. On
Android 12+, push a restriction profile disabling 2G radio access. For devices not supporting
MDM-enforced 2G disable, issue a manual configuration advisory: Settings > Network & Internet > SIMs >
Allow 2G (toggle off). iOS devices do not support 2G by default; verify no legacy carrier profiles re-enable
it.

2. Detection: Monitor MDM and UEM consoles for devices reporting unexpected network type changes
(LTE/5G to GSM/2G) in urban field locations. Review mobile threat defense (MTD) telemetry; tools such
as Microsoft Defender for Endpoint (mobile), Lookout, or Zimperium log radio access type transitions. Flag
any SMS-delivered links clicked by users in the GTA or other dense urban areas since November 2025.
Check identity provider logs for authentication attempts preceded by mobile SMS OTP delivery to
corporate numbers.

3. Eradication: Remove the attack vector by enforcing 2G disable across the MDM fleet (see
Containment). Where MDM enforcement is not possible for BYOD devices accessing corporate resources,
require use of authenticator app-based MFA (TOTP or push) instead of SMS OTP. Revoke SMS as an
MFA factor for all privileged accounts and high-value targets. Coordinate with HR/IT to identify employees
regularly present in GTA urban corridors.

4. Recovery: Validate MDM policy push confirms 2G disabled across enrolled device inventory. Re-test
authentication flows to confirm SMS MFA dependencies have been replaced by app-based factors.
Monitor for any account takeover indicators (impossible travel, credential stuffing alerts, new device
registrations) on accounts belonging to employees in the affected geography for 30 days post-remediation.
Brief affected users on what a legitimate corporate SMS will and will not ask them to do.

5. Post-Incident: Audit reliance on SMS-based MFA across all applications and services; this campaign
confirms SMS OTP is an unreliable second factor in physical-layer attack scenarios. Review mobile device
policy to formalize 2G-disable requirements. Add rogue base station / IMSI catcher threat scenarios to the
mobile threat model. Consider adding NIST Mobile Threat Catalogue CEL-3 controls to the GRC control
library. Evaluate MTD deployment coverage for field and hybrid workers in urban environments.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to CISO and legal/privacy counsel if IdP logs confirm any SMS OTP
interception resulted in successful account takeover, unauthorized access to systems
containing PII or regulated data (triggering PIPEDA breach notification obligations in Canada),
or if any corporate account credential was used post-smishing to access financial, HR, or
customer data systems.
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Recovery Notes Verify recovery by pulling a final MDM compliance report confirming 2G radio disable policy
shows 'Compliant' status across 100% of enrolled Android devices, with exceptions
documented and BYOD compensating controls (app-based MFA enrollment) confirmed via
IdP authentication method reports. Sustain a 30-day monitoring window on Azure AD Risk
Detections or Okta Threatlnsight for impossible travel, new device registration, and credential
stuffing indicators on all accounts belonging to employees with GTA work locations or mobile
carrier activity since November 2025. If any account takeover is confirmed during the
monitoring window, re-enter the containment phase for the affected account immediately and
preserve all IdP session, audit, and sign-in log evidence prior to any remediation action.

Forensic Artifacts MDM/UEM radio access type (RAT) transition logs — Jamf or Intune device network type
history showing LTE/5G-to-GSM/2G downgrades per device, timestamped and correlated
against employee GTA location records (badge access, calendar entries, VPN logins from
mobile carrier IP ranges) for the November 2025 to present window — primary evidence that
a device was within range of the rogue base station. | Identity provider SMS OTP delivery and
authentication logs — Azure AD sign-in logs (event: 'Sign-in activity', MFA method field =
'SMS") or Okta System Log (event type: 'user.authentication.auth_via_mfa', factor:
'token:software:sms') correlated against RAT transition timestamps to identify sessions where
an OTP may have transited a rogue BTS connection. | Mobile Threat Defense (MTD)
telemetry — Zimperium zIPS, Lookout, or Microsoft Defender for Endpoint (mobile) network
event logs showing rogue base station detection alerts (anomalous cell tower ID, unexpected
MCC/MNC, signal strength anomalies), radio access type transition events, and any flagged
SMS containing URLs delivered to corporate devices in GTA corridors. | Corporate SMS
gateway delivery records — Twilio, AWS SNS, or carrier-side delivery logs for any SMS OTP
sent to corporate mobile numbers, covering November 2025 to present; cross-reference OTP
delivery timestamps against MTD RAT transition events to identify potential interception
windows where the OTP was delivered while the device was on a 2G/GSM connection. |
User-reported smishing message corpus — IT helpdesk tickets, email forwards, and
screenshots submitted by GTA-corridor employees containing suspicious SMS messages
since November 2025; extract sender numbers, URL patterns (domain registrar, hosting
provider, redirect chains), and lure text to build threat-specific IOC set for future detection
rules and awareness training aligned to confirmed Toronto SMS Blaster campaign lure
characteristics.

Per-Action IR Details

Containment — Disable 2G on all corporate-managed Android devices via MDM policy immediately. On
Android 12+, push arestriction profile disabling 2G radio access. For devices not supporting MDM-enforced
2G disable, issue a manual configuration advisory: Settings > Network & Internet > SIMs > Allow 2G (toggle
off). iOS devices do not support 2G by default; verify no legacy carrier profiles re-enable it.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST CM-7 (Least Functionality) — restrict device radio capabilities to
minimum required, CIS 4.6 (Securely Manage Enterprise Assets and Software), CIS 7.2 (Establish and Maintain a
Remediation Process)

Compensating: For teams without MDM: distribute a scripted advisory using Android Debug Bridge (ADB) — 'adb
shell settings put global preferred_network _mode 9' disables 2G on select Android builds (NR/LTE preferred). For
BYOD without ADB access, issue a mandatory written advisory with screenshots for the 'Allow 2G' toggle path specific
to Android 12+ (Settings > Network & Internet > SIMs > Allow 2G). Maintain a manual attestation spreadsheet with
device ID, user, and toggle-off confirmation date. For iOS, pull carrier bundle version via MDM or 'Settings > General >
About > Carrier' and verify no legacy profile is installed via 'Settings > General > VPN & Device Management'.
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Evidence: Before pushing the MDM restriction profile, capture: (1) current MDM device inventory export showing each
enrolled Android device's OS version, carrier, and last-known network type (GSM/WCDMA/LTE) to establish
2G-capable population baseline; (2) screenshot or MDM console export of any existing radio access type (RAT)
restrictions already applied; (3) carrier profile list from iOS devices via MDM (Jamf: 'Mobile Device > General > Carrier
Settings Version') to document pre-existing state before any changes invalidate the baseline.

Detection — Monitor MDM and UEM consoles for devices reporting unexpected network type changes
(LTE/5G to GSM/2G) in urban field locations. Review mobile threat defense (MTD) telemetry — tools such as
Microsoft Defender for Endpoint (mobile), Lookout, or Zimperium log radio access type transitions. Flag any
SMS-delivered links clicked by users in the GTA or other dense urban areas since November 2025. Check
identity provider logs for authentication attempts preceded by mobile SMS OTP delivery to corporate
numbers.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring) — extend monitoring scope to mobile radio access type telemetry, NIST
AU-6 (Audit Record Review, Analysis, and Reporting), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs) —
ensure MTD and MDM telemetry feeds are captured alongside standard endpoint logs

Compensating: For teams without commercial MTD (Lookout/Zimperium): (1) Export MDM device network type logs
— in Microsoft Intune: Device > Monitor > Device Compliance exports last-checked network type. In Jamf: use
‘Network Information’ inventory field. (2) For IdP log review without SIEM: pull Azure AD or Okta sign-in logs via CLI —
'az ad signin-logs list --filter "createdDateTime ge 2025-11-01" — then grep for authentication events on accounts
registered with corporate mobile numbers, cross-referenced against SMS OTP delivery timestamps. (3) For SMS
link-click detection without MTD: query Google Workspace or Microsoft 365 Safe Links reports for mobile user-agent
click events since November 2025, filtering on GTA-based IP geolocations or mobile carrier egress IPs.

Evidence: Capture before analysis: (1) MTD/MDM console exports showing radio access type (RAT) transition events
per device — specifically LTE-to-GSM downgrades — timestamped against employee GTA location records (badge,
calendar, VPN login from mobile carrier IP) since November 2025; (2) IdP sign-in logs (Azure AD audit log event
'Sign-in activity', Okta System Log event type 'user.authentication.sso') filtered for MFA method = SMS OTP, correlated
against timestamps where the device was reporting 2G connectivity; (3) Email and collaboration platform logs showing
any forwarded smishing URLs from corporate mobile numbers to internal email (a common victim behavior); (4) Carrier
call detail records (CDRs) if available via corporate mobile plan — rogue base station interactions may appear as
anomalous tower handoffs or failed authentication events in CDR data.

Eradication — Remove the attack vector by enforcing 2G disable across the MDM fleet (see Containment).
Where MDM enforcement is not possible for BYOD devices accessing corporate resources, require use of
authenticator app-based MFA (TOTP or push) instead of SMS OTP. Revoke SMS as an MFA factor for all
privileged accounts and high-value targets. Coordinate with HR/IT to identify employees regularly present in
GTA urban corridors.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST IA-5 (Authenticator Management) — revoke SMS OTP as an authenticator for privileged accounts,
NIST IA-2 (Identification and Authentication — Organizational Users), NIST IR-4 (Incident Handling), CIS 6.3 (Require
MFA for Externally-Exposed Applications) — enforce app-based MFA replacing SMS factor, CIS 6.5 (Require MFA for
Administrative Access)

Compensating: For teams managing IdP without enterprise tooling: (1) In Azure AD/Entra ID, use 'Authentication
Methods > SMS' policy blade to disable SMS as a method for privileged roles — this can be done via Microsoft Graph
API: 'PATCH /policies/authenticationMethodsPolicy/authenticationMethodConfigurations/sms' with 'state: disabled'
scoped to admin role groups. (2) In Okta, navigate to Security > Authenticators > SMS Factor > Disable, then enforce
TOTP (Google Authenticator or Okta Verify) via a factor enroliment policy targeted at the 'Privileged Users' group. (3)
For BYOD identification of GTA-corridor employees: cross-reference HR location data with VPN login records showing
mobile carrier IP ranges (Rogers: 64.230.0.0/15, Bell: 184.145.0.0/16, Telus: 207.34.0.0/16) to identify devices that
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connected from GTA carrier infrastructure since November 2025.

Evidence: Before revoking SMS MFA factors, capture: (1) Full export of current MFA method registrations per user
from I1dP (Azure AD: 'GET /reports/authenticationMethods/userRegistrationDetails'; Okta: Admin > Reports > User
Authentication Report) — this establishes pre-eradication state for audit and confirms which accounts had SMS as
primary or backup factor; (2) Any SMS OTP delivery logs from the SMS gateway provider (Twilio, AWS SNS, or carrier)
for corporate numbers, covering November 2025 to present, to identify any OTP interceptions that may have already
resulted in account compromise; (3) MDM compliance report confirming 2G-disable policy has been received and
applied per device before marking eradication complete.

Recovery — Validate MDM policy push confirms 2G disabled across enrolled device inventory. Re-test
authentication flows to confirm SMS MFA dependencies have been replaced by app-based factors. Monitor for
any account takeover indicators (impossible travel, credential stuffing alerts, new device registrations) on
accounts belonging to employees in the affected geography for 30 days post-remediation. Brief affected users
on what a legitimate corporate SMS will and will not ask them to do.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST AU-6 (Audit Record Review, Analysis, and Reporting) — sustained
monitoring of ATO indicators post-remediation, NIST IA-2 (Identification and Authentication — Organizational Users),
CIS 5.1 (Establish and Maintain an Inventory of Accounts) — verify no rogue accounts created during smishing
window, CIS 6.3 (Require MFA for Externally-Exposed Applications)

Compensating: For teams without automated ATO monitoring: (1) Run a weekly manual query against Azure AD
sign-in logs for impossible travel events: ‘az ad signin-logs list --filter "riskEventTypes/any(t:t eq impossibleTravel’)"
--output table' scoped to GTA-corridor employee accounts. (2) For new device registration monitoring in Okta: Admin >
Reports > System Log, filter event type 'device.enrollment.create' for the 30-day post-remediation window. (3) Conduct
MDM compliance verification via Intune: Devices > Monitor > Device Compliance, export and filter
‘restrictedToAllowedApps: 2G = false' to confirm policy receipt. (4) Deliver user briefing via internal email explicitly
stating: corporate systems will never send an SMS asking employees to click a link to verify credentials, reset a
password, or approve an urgent transfer — a direct countermessage to observed GTA smishing lure patterns.
Evidence: Capture for recovery validation and potential future forensics: (1) MDM compliance report export
post-policy-push, showing device ID, user, OS version, and 2G restriction policy applied timestamp — this is the
authoritative record that containment/eradication was completed; (2) IdP authentication method report
post-SMS-revocation confirming zero enrolled SMS factors on privileged accounts; (3) 30-day rolling export of risky
sign-in events (Azure AD Risk Detections API or Okta ThreatInsight logs) filtered to GTA-corridor employees, stored as
evidence of monitoring coverage; (4) User briefing delivery records (email send receipts or LMS completion records)
for audit trail of awareness communication.

Post-Incident — Audit reliance on SMS-based MFA across all applications and services; this campaign
confirms SMS OTP is an unreliable second factor in physical-layer attack scenarios. Review mobile device
policy to formalize 2G-disable requirements. Add rogue base station / IMSI catcher threat scenarios to the
mobile threat model. Consider adding NIST Mobile Threat Catalogue CEL-3 controls to the GRC control
library. Evaluate MTD deployment coverage for field and hybrid workers in urban environments.

NIST Phase: Post Incident
Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-8 (Incident Response Plan) — update mobile threat model and IR plan with rogue base station
scenario, NIST RA-3 (Risk Assessment) — incorporate physical-layer cellular attack surface into enterprise risk
register, NIST SI-2 (Flaw Remediation) — formalize 2G-disable and SMS MFA deprecation as documented
remediation requirements, NIST CA-7 (Continuous Monitoring) — add MTD telemetry as a monitored feed for radio
access type anomalies, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — add IMSI catcher /
rogue BTS to mobile threat scenarios in vulnerability management scope, CIS 7.2 (Establish and Maintain a
Remediation Process)
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Compensating: For teams without a GRC platform to track control additions: (1) Document the NIST Mobile Threat
Catalogue CEL-3 (Cellular Network Interception) control gap as a risk register line item in a structured spreadsheet
(Risk ID, Threat Scenario: Rogue BTS/SMS Blaster, Affected Assets: all mobile devices in urban field use, Current
Control: none, Recommended Control: MDM 2G-disable + MTD deployment, Owner, Target Date). (2) For MTD
coverage evaluation without budget: Zimperium zIPS and Lookout both offer free trial tiers — use to pilot RAT
transition detection on a subset of field worker devices in GTA corridors. (3) Update the mobile device acceptable use
policy (AUP) to explicitly prohibit reliance on SMS OTP for corporate authentication, citing this Toronto SMS Blaster
campaign as the documented threat basis. (4) Add a tabletop exercise scenario based on the GTA arrest case: an
employee receives an SMS appearing to be from IT Security asking them to re-authenticate via a link while commuting
in downtown Toronto — walk through detection, reporting, and containment steps.

Evidence: For lessons-learned documentation: (1) Aggregate all MTD/MDM RAT transition events from November
2025 to present to quantify the number of devices that experienced LTE-to-2G downgrades in GTA corridors — this is
the blast radius evidence for the post-incident report; (2) Export final IdP report showing SMS MFA factor count before
and after remediation across all applications — quantifies risk reduction achieved; (3) Compile any user-reported
smishing messages received during the campaign window (corporate IT helpdesk tickets, email forwards) to document
lure characteristics specific to this Toronto SMS Blaster campaign for future awareness training; (4) Document MDM
policy version history showing 2G-disable rule creation date, applied device count, and exceptions — formal evidence
of control implementation for GRC audit purposes.

I Detection Guidance

There is no reliable carrier-side detection path; the attack bypasses telecom infrastructure controls. Detection
relies on device telemetry and post-delivery indicators. (1) MDM/UEM radio type logs: alert on transitions from
LTE/5G to GSM (2G) for enrolled devices, particularly in urban field locations. (2) Mobile Threat Defense
platforms (Zimperium, Lookout, Defender for Endpoint mobile): look for rogue base station detection events,
unexpected cell ID changes, or signal anomaly alerts. (3) Identity provider logs: correlate SMS OTP delivery
events with subsequent authentication from new devices, unusual geolocations, or failed MFA attempts; a
smishing-captured OTP may be replayed within seconds. (4) Email/endpoint security: flag any URLs from
SMS-delivered messages that reach corporate-managed endpoints or are reported by users. Cross-reference
with mobile threat defense logs for correlation with rogue cell detection events. (5) User-reported indicators:
employees in the GTA or similar dense urban areas reporting unexpected SMS messages from apparent
corporate or financial senders should be treated as potential IOC events. No file hashes, IP addresses, or
domain I0Cs are publicly attributed to this campaign as of reporting.

I Indicators of Compromise

Type Value Context Confidence

URL none published No specific phishing URLSs, domains, IP LOW
addresses, or file hashes have been
publicly attributed to this campaign as of
reporting. Organizations should treat any
unexpected SMS containing a link
received in the GTA since November
2025 as a potential IOC and submit to
internal threat intel for analysis.
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I Framework Mappings

MITRE-ATTACK
e T1566.004 — Spearphishing Voice
e T1598.003 — Spearphishing Link
e T1111 — Multi-Factor Authentication Interception
e T1660 — Phishing
e T1557 — Adversary-in-the-Middle
OWASP-TOP10-2021

e A02:2021 — Cryptographic Failures

e A07:2021 — ldentification and Authentication Failures
NIST-800-53R5

¢ SC-8 — Transmission Confidentiality and Integrity

¢ |A-2 — Identification and Authentication (Organizational Users)

¢ |A-8 — Identification and Authentication (Non-Organizational Users)
e AT-2 — Literacy Training and Awareness

e SC-13 — Cryptographic Protection
CIS-Vv8

¢ 3.10 — Encrypt Sensitive Data in Transit

¢ 6.3 — Require MFA for Externally-Exposed Applications
* 6.4 — Require MFA for Remote Network Access

¢ 6.5 — Require MFA for Administrative Access

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks
HIPAA-SECURITY

e 164.312(e)(1) — Transmission Security
e 164.312(d) — Person or Entity Authentication
e 164.308(a)(5)(i) — Security Awareness and Training

SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

ISO-27001-2022

e A.5.34 — Privacy and protection of personal information

¢ A.8.24 — Use of cryptography

I MITRE ATT&CK Mapping
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Technique ID Technique Name Tactic
T1566. 004 Spearphishing Voice Initial-Access
T1598. 003 Spearphishing Link Reconnaissance
T1111 Multi-Factor Authentication Interception Credential-Access
T1660 Phishing Initial-Access
T1557 Adversary-in-the-Middle Credential-Access
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