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Cybersecurity agencies flags use of covert
networks by China-linked actors for espionage,
offensive operations
THREAT CAMPAIGN | HIGH | CVSS 8.8

SCC Item ID SCC-CAM-2026-0222

Type Threat Campaign

Severity HIGH

CVSS Base Score 8.8

Affected Products SOHO routers, IoT devices, and edge hardware (various vendors and models); residential
and small business network infrastructure globally

Published 2026-04-24

Discovery Source Gemini

Executive Summary

China-linked threat actors, including groups designated Volt Typhoon and Salt Typhoon, are

systematically compromising SOHO routers and IoT devices worldwide to build covert proxy networks

used for espionage and offensive cyber operations. Any organization whose internet traffic passes through

residential or small-business network infrastructure may unknowingly provide cover for these actors, and

any network reachable via edge devices is a potential target. The primary business risk is undetected,

persistent adversary access to sensitive networks, with secondary risk of being misidentified as an attack

source.

Technical Analysis

A joint advisory from NCSC-UK, CISA, FBI, NSA, and Five Eyes partners (IC3 CSA 260312, 2026-03-12)

documents China-nexus actors, including Volt Typhoon and Salt Typhoon, compromising SOHO routers and IoT

edge devices at scale to construct residential proxy botnets. AVrecon malware is confirmed as one mechanism

for router infection. Compromised devices are weaponized as botnet nodes to route malicious traffic through

legitimate-appearing IP addresses, obscuring attribution. Attack techniques include adversary-in-the-middle

(AiTM) via T1557, DNS hijacking, multi-hop proxy chaining (T1090.003), cryptographic weakening (T1600), valid

account abuse (T1078), and botnet infrastructure acquisition (T1584.005, T1583.008). Application-layer protocol

abuse (T1071) supports command-and-control traffic blending. Relevant weaknesses: CWE-16 (configuration

management), CWE-255 (credentials management), CWE-912 (hidden functionality in embedded firmware),
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CWE-306 (missing authentication for critical function). No single CVE governs this campaign, exploitation

targets misconfigured or end-of-life edge hardware across multiple vendors. Microsoft research (2026-04-07)

corroborates industrialized botnet construction at scale. Attribution confidence: HIGH (multi-agency consensus).

Action Checklist

1. Step 1: Containment. Immediately audit all internet-facing SOHO routers, IoT devices, and edge

hardware in your environment. Disable remote management interfaces (SSH, Telnet, HTTP admin) that

are not operationally required. Block inbound management traffic from the internet at the perimeter

firewall. Identify and isolate any devices that are end-of-life and cannot receive firmware updates.

2. Step 2: Detection. Review outbound traffic logs for anomalous proxy-like behavior: high-volume

connections to residential IP ranges, unexpected DNS resolution changes, repeated connections to

unfamiliar IPs on non-standard ports. Query firewall and SIEM for T1090.003 patterns (multi-hop proxy

chains) and T1557 indicators (AiTM). Check DNS resolver logs for unauthorized changes to forwarding

configurations. Cross-reference egress IPs against CISA and IC3 CSA 260312 IOC lists when published.

Monitor for AVrecon behavioral signatures in endpoint and network detection tooling.

3. Step 3: Eradication. Apply all available firmware updates to SOHO routers and IoT edge devices

immediately; prioritize internet-facing hardware. For devices with no available patch or that are end-of-life,

plan replacement and document the gap. Reset all device credentials; default credentials are a confirmed

exploitation vector (CWE-255, CWE-306). Disable UPnP and any hidden remote access features

(CWE-912). Reconfigure DNS settings on all affected devices to verified, organization-controlled resolvers

and audit for unauthorized changes.

4. Step 4: Recovery. After patching or replacing affected devices, validate DNS resolution integrity across

the network. Confirm no unauthorized forwarding rules or proxy configurations remain. Monitor outbound

traffic patterns for 30 days post-remediation for residual botnet activity. Re-run credentialing audit to

confirm no valid accounts (T1078) were created during compromise. Document all changes and verify

against configuration baselines.

5. Step 5: Post-Incident. This campaign exposes gaps in edge device lifecycle management, credential

hygiene for embedded systems, and visibility into outbound traffic from OT/IoT segments. Formalize a

firmware patch cadence for all edge and IoT hardware. Implement network segmentation to isolate SOHO

and IoT devices from core infrastructure. Add edge device DNS and routing configuration to your

continuous monitoring scope. Map findings to NIST CSF PR.MA (Maintenance) and DE.CM (Continuous

Monitoring) controls.

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate immediately to senior IR leadership and legal counsel if network traffic analysis
confirms your organization's SOHO or edge infrastructure was actively relaying traffic for Volt
Typhoon or Salt Typhoon (i.e., your devices appear in botnet C2 logs or CISA IOC lists as
relay nodes), as this may trigger CISA reporting obligations under CIRCIA and could indicate
your network was used as a launchpad for attacks against critical infrastructure sectors.
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Recovery Notes Post-remediation, maintain enhanced outbound traffic monitoring for a minimum of 30 days
given Volt Typhoon's documented practice of long dwell times and low-frequency
reconnection — a single resumed C2 beacon to a residential proxy IP weeks after remediation
indicates incomplete eradication, most likely a persistence mechanism in device firmware that
survived a soft reset. Validate DNS resolution integrity daily for the first two weeks by
comparing resolver responses from all edge devices against your known-good baseline, as
unauthorized DNS forwarder reconfiguration is a specific Salt Typhoon persistence technique.
Confirm all replacement devices are sourced from verified supply chains and validate
firmware integrity via vendor-published SHA-256 hashes before deployment.

Forensic Artifacts Router syslog and session tables captured before containment: specifically, outbound TCP
session records showing connections to residential IP ranges (ASN-classified as ISP
consumer blocks) on non-standard ports (TCP 8443, 8080, high ephemeral ports) — the
hallmark traffic pattern of the KV Botnet and AVrecon proxy relay nodes used by Volt
Typhoon. | Full device NVRAM/flash dump (e.g., `dd if=/dev/mtd0`) from compromised SOHO
routers before firmware reflash: AVrecon specifically modifies router firmware to achieve
persistence through reboots, and this artifact is the only way to confirm and characterize the
implant. | DNS resolver query logs from affected devices (OpenWRT: `/tmp/log/dnsmasq.log`;
syslog-forwarded DNS logs from any device supporting it): unauthorized DNS forwarder
entries and query responses from unexpected resolver IPs are the primary forensic indicator
of Salt Typhoon's DNS hijacking and AiTM (T1557) activity. | Full packet capture (PCAP) from
WAN interface of suspect devices during the detection window: analyze for asymmetric traffic
patterns (high inbound from one IP set, high outbound to a different IP set) indicative of proxy
relay function, and for encrypted tunnels on non-443 ports consistent with the covert proxy
infrastructure described in CISA CSA 260312. | Device account files (`/etc/passwd`,
`/etc/shadow`) and running configuration exports (`show running-config` or `/etc/config/` tree)
captured before eradication: Volt Typhoon uses T1078 (Valid Accounts) by creating or
modifying local device accounts with credentials unknown to the owner, and these files are
the definitive artifact for confirming unauthorized account persistence.

Per-Action IR Details

Step 1: Containment — Immediately audit all internet-facing SOHO routers, IoT devices, and edge hardware in

your environment. Disable remote management interfaces (SSH, Telnet, HTTP admin) that are not

operationally required. Block inbound management traffic from the internet at the perimeter firewall. Identify

and isolate any devices that are end-of-life and cannot receive firmware updates.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST CM-7 (Least Functionality), NIST SC-7 (Boundary Protection), CIS 4.4

(Implement and Manage a Firewall on Servers), CIS 1.1 (Establish and Maintain Detailed Enterprise Asset Inventory),

CIS 12.2 (Establish and Maintain a Secure Network Architecture)

Compensating: Run `nmap -sV -p 22,23,80,443,8080,8443 ` from an external vantage point (use Shodan CLI with

your org's IP ranges if available) to enumerate exposed management ports without enterprise tooling. Use your

perimeter firewall's built-in ACL to add an explicit 'deny any any' rule for inbound TCP 22, 23, 80, 8080 from src

0.0.0.0/0 destined to SOHO/IoT management IPs. For EOL device isolation, place the device behind a dedicated

VLAN with no routing to core infrastructure — consumer-grade managed switches (e.g., Netgear GS308E) support

VLAN tagging sufficient for this.

Evidence: Before disabling interfaces, capture the full running configuration of each device (`show running-config` on

Cisco/Mikrotik; `cat /etc/config/` on OpenWRT devices) and the current ARP/neighbor table (`show arp`, `ip neigh

show`) to preserve evidence of any unauthorized lateral connections. Document all active management sessions from

router syslog or `/var/log/messages` on embedded Linux devices. Capture netflow or firewall session tables showing
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inbound connections to management ports — Volt Typhoon is known to use living-off-the-land techniques that leave

minimal malware artifacts, making pre-containment session state critical forensic evidence.

Step 2: Detection — Review outbound traffic logs for anomalous proxy-like behavior: high-volume

connections to residential IP ranges, unexpected DNS resolution changes, repeated connections to unfamiliar

IPs on non-standard ports. Query firewall and SIEM for T1090.003 patterns (multi-hop proxy chains) and T1557

indicators (AiTM). Check DNS resolver logs for unauthorized changes to forwarding configurations.

Cross-reference egress IPs against CISA and IC3 CSA 260312 IOC lists when published. Monitor for AVrecon

behavioral signatures in endpoint and network detection tooling.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-3

(Content of Audit Records), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs), CIS 7.1 (Establish and

Maintain a Vulnerability Management Process)

Compensating: Without a SIEM, extract firewall deny/allow logs and run `grep` or `awk` to identify outbound

connections to non-RFC1918 IPs on ports outside 80/443/53 — a high count of unique destination IPs from a single

SOHO device in a 24-hour window (threshold: >50 unique external IPs) is a strong AVrecon/KV Botnet behavioral

indicator. For DNS forwarding changes, query each device's current DNS resolver config via SNMP (`snmpget -v2c -c

public 1.3.6.1.4.1.X`) or by directly comparing a live `nslookup` result against your known-good baseline. Use

Wireshark with display filter `dns && dns.flags.response == 1 && !(dns.a == )` on a span/mirror port to catch DNS

responses from unauthorized forwarders indicative of T1557 AiTM activity.

Evidence: Capture full packet capture (PCAP) on the WAN interface of suspect SOHO devices using a network tap or

mirrored switch port before any reconfiguration — AVrecon and the KV Botnet used by Volt Typhoon communicate

over non-standard ports (observed: TCP 8443, 8080, and ephemeral high ports) to residential proxy IPs. Pull DNS

query/response logs from the router's internal resolver (on OpenWRT: `/tmp/log/dnsmasq.log`; on consumer routers

with logging enabled: syslog forwarding destination). Extract NetFlow or firewall session logs showing egress byte

counts per destination — proxy relay nodes exhibit asymmetric traffic (high inbound, high outbound to different IPs)

distinct from normal browsing. On any co-located Linux-based edge device, collect `/proc/net/tcp` and `/proc/net/tcp6`

output to document all active socket connections before containment.

Step 3: Eradication — Apply all available firmware updates to SOHO routers and IoT edge devices

immediately; prioritize internet-facing hardware. For devices with no available patch or that are end-of-life,

plan replacement and document the gap. Reset all device credentials — default credentials are a confirmed

exploitation vector (CWE-255, CWE-306). Disable UPnP and any hidden remote access features (CWE-912).

Reconfigure DNS settings on all affected devices to verified, organization-controlled resolvers and audit for

unauthorized changes.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication and Recovery

Controls: NIST SI-2 (Flaw Remediation), NIST IA-5 (Authenticator Management), NIST CM-6 (Configuration Settings),

NIST CM-7 (Least Functionality), CIS 7.3 (Perform Automated Operating System Patch Management), CIS 7.4

(Perform Automated Application Patch Management), CIS 4.7 (Manage Default Accounts on Enterprise Assets and

Software), CIS 5.2 (Use Unique Passwords)

Compensating: For credential reset verification across many devices without enterprise tooling, use a Python script

iterating over your device inventory to attempt authentication with a known list of vendor default credentials (compile

from CISA's published default credential advisories for affected vendors) — flag any device that accepts a default

credential as not yet remediated. To verify UPnP is disabled, run `upnp-info` from the nmap scripting engine (`nmap

--script upnp-info `) post-remediation; any response indicates UPnP is still active. Confirm DNS resolver reconfiguration

by running `nslookup test.invalid ` — a response from an unexpected forwarder indicates unauthorized DNS

configuration persists, a known Volt Typhoon persistence technique.
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Evidence: Before performing credential resets or firmware flashing, extract the device's nvram or flash storage where

technically feasible (on OpenWRT/DD-WRT: `dd if=/dev/mtd0 of=/tmp/flash_backup.bin`) to preserve forensic

evidence of implanted configurations or modified firmware — AVrecon specifically modifies router firmware to survive

reboots. Document the exact firmware version string currently installed on each device (accessible via admin UI or `cat

/etc/openwrt_release` / `uname -a` on embedded Linux) to determine if the device was running a version known to be

targeted. Capture the full `/etc/config/` directory tree on OpenWRT devices and equivalent NV-RAM exports on

proprietary firmware before any changes.

Step 4: Recovery — After patching or replacing affected devices, validate DNS resolution integrity across the

network. Confirm no unauthorized forwarding rules or proxy configurations remain. Monitor outbound traffic

patterns for 30 days post-remediation for residual botnet activity. Re-run credentialing audit to confirm no

valid accounts (T1078) were created during compromise. Document all changes and verify against

configuration baselines.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST SI-7 (Software, Firmware, and Information Integrity), NIST AU-11 (Audit

Record Retention), NIST CM-6 (Configuration Settings), CIS 4.2 (Establish and Maintain a Secure Configuration

Process for Network Infrastructure), CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 8.2 (Collect Audit

Logs)

Compensating: Automate the 30-day DNS integrity check using a cron job that runs `dig @ google.com +short` every

6 hours and compares results against your known-good resolver response — log deviations to a flat file for review. For

account audit without enterprise IAM tooling, pull the `/etc/passwd` and `/etc/shadow` files from embedded Linux

devices and compare against your pre-incident baseline using `diff baseline_passwd current_passwd`; any new UID

entries, especially those with UID 0 (root), indicate T1078 valid account persistence by Volt Typhoon. Use osquery

(`SELECT * FROM user_groups; SELECT * FROM logged_in_users;`) on any co-located Linux edge servers to

enumerate accounts and active sessions during the monitoring window.

Evidence: During the recovery monitoring window, retain all firewall and DNS logs with timestamps intact (NIST AU-8

Time Stamps) for at least 90 days — Volt Typhoon operations are characterized by long dwell times and low-and-slow

reconnection attempts that may not appear until weeks after remediation. Collect a final 'clean baseline' PCAP of 24

hours of normal outbound traffic from remediated devices to establish a behavioral baseline for comparison if

anomalies resurface. Document the exact firmware version hash (SHA-256 of the firmware binary) of all re-flashed

devices as integrity evidence per NIST SI-7 (Software, Firmware, and Information Integrity).

Step 5: Post-Incident — This campaign exposes gaps in edge device lifecycle management, credential

hygiene for embedded systems, and visibility into outbound traffic from OT/IoT segments. Formalize a

firmware patch cadence for all edge and IoT hardware. Implement network segmentation to isolate SOHO and

IoT devices from core infrastructure. Add edge device DNS and routing configuration to your continuous

monitoring scope. Map findings to NIST CSF PR.MA (Maintenance) and DE.CM (Continuous Monitoring)

controls.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SI-2 (Flaw Remediation), NIST

SI-4 (System Monitoring), NIST CM-6 (Configuration Settings), CIS 7.1 (Establish and Maintain a Vulnerability

Management Process), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 1.1 (Establish and Maintain

Detailed Enterprise Asset Inventory), CIS 2.2 (Ensure Authorized Software is Currently Supported)

Compensating: Implement a monthly firmware review process using a simple spreadsheet tracking each edge

device's model, current firmware version, vendor EOL date, and latest available firmware version — compare against

vendor security advisories published to NVD (`https://nvd.nist.gov/`) filtered by each device's CPE string. For

continuous DNS monitoring without a SIEM, deploy a Raspberry Pi running Pi-hole with full query logging enabled as

your DNS resolver; its query log (`/var/log/pihole.log`) will capture unauthorized DNS forwarding attempts from any

device using it as a resolver. Write a YARA rule targeting AVrecon's known string artifacts (reference Lumen Black
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Lotus Labs' published AVrecon indicators) and schedule weekly scans of any accessible device firmware images using

`yara -r avrecon.yar /firmware_images/`.

Evidence: For the lessons-learned record (NIST 800-61r3 §4), document the full timeline from first anomalous

indicator to containment, including which specific devices were compromised, which firmware versions were running,

and which default credentials were confirmed as the exploitation vector — this directly informs the CWE-255 and

CWE-306 gaps identified in this campaign. Preserve all IOCs cross-referenced against CISA CSA 260312 as

structured threat intelligence (STIX format if possible) and share with CISA via their automated indicator sharing (AIS)

program to support the broader community response to Volt Typhoon and Salt Typhoon operations.

Detection Guidance

Priority detection signals: (1) Outbound connections from edge devices to IPs in residential CIDR blocks at

unusual volumes or hours; review firewall egress logs filtered by device class. (2) DNS forwarding configuration

changes on routers; compare current device configs against known-good baselines and alert on any delta. (3)

AiTM indicators: TLS certificate mismatches or unexpected certificate authorities observed in SSL inspection

logs for traffic traversing edge devices. (4) AVrecon behavioral pattern: router processes establishing persistent

outbound TCP sessions on non-standard ports, particularly to infrastructure not in your expected egress

whitelist. (5) Valid account abuse (T1078): authentication events on edge device admin interfaces from IPs

outside your management VLAN or at off-hours. Query SIEM for login events to network device management

interfaces (TACACS+, RADIUS, local auth logs) with source IPs outside approved management subnets.

Cross-reference egress IP lists against IC3 CSA 260312 IOC appendix (when published) or current CISA threat

feed for confirmed botnet node IPs. MITRE techniques to hunt: T1090.003 (multi-hop proxy), T1557 (AiTM),

T1600 (cryptographic weakening; look for unexpected cipher downgrades in TLS logs), T1071 (application-layer

C2; HTTP/HTTPS traffic from routers that should not be generating application-layer sessions).

Indicators of Compromise

Type Value Context Confidence

URL https://www.ic3.gov/CSA/20

26/260312.pdf
IC3 joint advisory PDF — primary
source for IOC appendix including
botnet node IPs and AVrecon indicators.
Retrieve directly for current IOC list.

HIGH

Framework Mappings

MITRE-ATTACK

• T1090.003 — Multi-hop Proxy

• T1600 — Weaken Encryption

• T1557 — Adversary-in-the-Middle

• T1584.005 — Botnet

• T1078 — Valid Accounts

• T1071 — Application Layer Protocol

• T1583.008 — Malvertising



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-CAM-2026-0222
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-04-26 06:11 UTC Page 7SCC-CAM-2026-0222

NIST-800-53R5

• AC-2 — Account Management

• AC-6 — Least Privilege

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• CA-7 — Continuous Monitoring

• SC-7 — Boundary Protection

• SI-4 — System Monitoring

OWASP-TOP10-2021

• A07:2021 — Identification and Authentication Failures

HIPAA-SECURITY

• 164.308(a)(5)(ii)(D) — Password Management

CIS-V8

• 6.3 — Require MFA for Externally-Exposed Applications

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

• 8.2 — Collect Audit Logs

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

NIST-CSF-2

• DE.CM-01 — Networks and network services are monitored

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1090.003 Multi-hop Proxy Command-And-Control

T1600 Weaken Encryption Defense-Evasion

T1557 Adversary-in-the-Middle Credential-Access

T1584.005 Botnet Resource-Development

T1078 Valid Accounts Defense-Evasion

T1071 Application Layer Protocol Command-And-Control

T1583.008 Malvertising Resource-Development

Sources
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Source URL Tier

SOHO router
compromise leads to
DNS hijacking and
adversary-in ...

https://www.microsoft.com/en-us/security/blog/2026/04/07/soho-route... T1

China-Backed Hackers
Are Industrializing
Botnets - Dark Reading

https://www.darkreading.com/cyber-risk/china-hackers-industrializin... T3

China-nexus cyber
actors' are turning
routers and IoT ... -
TechRadar

https://www.techradar.com/pro/security/china-nexus-cyber-actors-are... T3

Chinese
government-linked
cyber threat actors are
using covert ...

https://www.facebook.com/CISA/posts/chinese-government-linked-cyber... T3

[PDF] AVrecon
Malware-Infected
Routers Exploited as
Residential Proxies ...

https://www.ic3.gov/CSA/2026/260312.pdf T1
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