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I Executive Summary

An evolved variant of NGate Android malware, active since November 2025, is targeting Android usersin
Brazil by disguising itself as HandyPay, a legitimate mobile payments application. Victims are lured
through fake Google Play storefronts and fraudulent lottery sites into sideloading a malicious APK that
relays NFC payment card data to attackers. Organizations with employees or customers in Brazil who use
Android devices for mobile payments face direct financial fraud exposure and potential reputational harm
if customer accounts are compromised.

I Technical Analysis

This NGate variant replaces its prior standalone NFC relay component with a trojanized build of HandyPay, a
legitimate Brazilian mobile payments app, reducing its Android permission footprint and lowering detection
surface. Distribution is exclusively via sideloading: fake Google Play pages and fraudulent lottery sites deliver
malicious APKs outside the official Play Store. The malware maintains full NFC card data relay capability,
capturing contactless payment card data from the infected device's NFC reader and exfiltrating it to attacker
infrastructure. No CVE is assigned; the campaign exploits user deception and sideloading rather than patched
software vulnerabilities. Applicable CWEs: CWE-494 (Download of Code Without Integrity Check, sideloaded
APK delivery), CWE-312 (Cleartext Storage of Sensitive Information, card data handling), CWE-798 (Use of
Hard-coded Credentials, identified in prior NGate variants; status unconfirmed in this build). MITRE ATT&CK
techniques include T1444 (Masquerade as Legitimate Application), T1476 (Deliver Malicious App via Other
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Means), T1417 (Input Capture), T1437.001 (Application Layer Protocol: Web Protocols), and T1627 (Execution
Guardrails). Threat intelligence sources note possible Al-assisted development in this variant's evolution. No
patch exists; remediation is behavioral and configuration-based.

I Action Checklist

1. Step 1: Containment. If your organization operates in Brazil or manages Brazilian employee/customer
devices, confirm Android MDM policies block APK sideloading (unknown sources disabled). Verify Google
Play Protect is enforced across managed Android devices via your MDM console. Immediately quarantine
any device flagged with HandyPay APKs sourced outside the official Google Play Store.

2. Step 2: Detection. Review MDM and endpoint telemetry for HandyPay APK installations from non-Play
Store sources. Look for NFC activity on devices that do not have a sanctioned NFC payments use case.
Check network logs for outbound connections to unknown relay infrastructure from Android devices.
Review app inventory for package names mimicking ‘com.handypay' or similar that are not from the
verified Play Store listing. Behavioral indicators: unexpected NFC reads, background data exfiltration,
apps requesting NFC permissions without business justification.

3. Step 3: Eradication. Remove any trojanized HandyPay APK from affected devices via MDM remote
wipe or targeted app removal. If device compromise is confirmed, perform a full factory reset; partial
removal is insufficient given the malware's relay capability. Block sideloading at the MDM policy layer.
Refer to ESET and BleepingComputer threat reports for specific malicious APK hashes and add known
variants to your mobile threat defense blocklist.

4. Step 4: Recovery. After device remediation, verify Google Play Protect is active and running a clean
scan. Confirm the legitimate HandyPay app, if needed, is reinstalled only from the official Google Play
Store. Notify any affected users to contact their payment card issuers immediately for card monitoring or
replacement. Monitor post-remediation NFC activity and outbound network traffic from reinstated devices
for 30 days.

5. Step 5: Post-Incident. Conduct a mobile application policy review: document which apps are sanctioned
for Brazil-based users and enforce allow-listing via MDM. Evaluate whether mobile threat defense (MTD)
tooling is deployed across Android endpoints. Add NGate campaign IOCs to your threat intelligence
platform. Brief employees in Brazil on sideloading risks and fake Google Play storefronts as part of
targeted security awareness. Update incident response playbooks to include NFC-based malware
scenarios.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to legal, compliance, and executive leadership if any affected device
user reports unauthorized payment card transactions, if more than 5 devices are confirmed
infected (indicating systemic MDM policy failure), or if the organization is subject to Brazilian
LGPD data protection law and cardholder PII or financial data exposure is confirmed — LGPD
breach notification obligations may be triggered within 72 hours.
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Recovery Notes After factory reset and MDM policy enforcement, verify each reinstated device's Google Play
Protect scan returns clean and confirm the device's NFC adapter shows no interaction history
with non-sanctioned payment terminals in the 48 hours following restoration. Monitor
outbound network traffic from all Brazil-scoped Android device IPs for 30 days, specifically
filtering for persistent low-volume TCP sessions to non-Google IP space that could indicate
NGate relay reactivation via a secondary dropper or backup C2 channel. Coordinate with
payment card issuers for any users whose NFC-capable cards were in proximity to a
confirmed infected device, as NGate's relay capability means card data may have been
harvested even without the user initiating a transaction.

Forensic Artifacts Malicious HandyPay APK binary (SHA-256 hash) extracted from infected device via ‘adb pull’
— primary evidence for malware attribution to NGate campaign variant and comparison
against ESET-published hashes | Android NFC service logs (‘adb shell dumpsys nfc’)
capturing timestamp, tag type, and NDEF/ISO-DEP interaction records — direct evidence of
unauthorized NFC card read events specific to NGate's card relay mechanism | Network flow
or firewall logs showing persistent outbound TCP connections from Android device IP to
attacker relay infrastructure — NGate maintains a live TCP channel to forward intercepted
NFC card data in real time | Android package manager installer source record (‘adb shell pm
list packages -i') confirming HandyPay APK was installed from a source other than
‘com.android.vending' (Google Play), establishing the sideload infection vector | Browser
history or DNS query logs showing device access to fake Google Play storefront domains or
fraudulent lottery sites used as NGate lure pages — reconstructs the social engineering
delivery chain specific to this Brazil-focused campaign

Per-Action IR Details

Step 1: Containment — If your organization operates in Brazil or manages Brazilian employee/customer
devices, confirm Android MDM policies block APK sideloading (unknown sources disabled). Verify Google
Play Protect is enforced across managed Android devices via your MDM console. Immediately quarantine any
device flagged with HandyPay APKs sourced outside the official Google Play Store.

NIST Phase: Containment
Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SI-3 (Malicious Code Protection), CIS 4.6 (Securely Manage Enterprise
Assets and Software), CIS 2.3 (Address Unauthorized Software)

Compensating: For teams without enterprise MDM: use Android Debug Bridge (ADB) to audit sideload settings on
managed devices — run 'adb shell settings get global install_non_market_apps' (returns 1 if sideloading is enabled).
For Google Play Protect status: ‘adb shell pm get-install-location' and review 'adb shell dumpsys package
com.handypay' to inspect installer source. Document findings in a spreadsheet and manually disable unknown sources
via ADB: 'adb shell settings put global install_non_market_apps 0'.

Evidence: Before quarantine, capture: (1) MDM device compliance report showing 'install_non_market_apps' policy
state for all Brazil-scoped Android devices; (2) full installed app inventory including package name, version, installer
source (Play Store vs. sideloaded), and install timestamp — extract via MDM or 'adb shell pm list packages -i -f'; (3)
screenshot or log of Google Play Protect last scan result and threat status; (4) device network connection state at time
of discovery to preserve any active NFC relay session artifacts.

Step 2: Detection — Review MDM and endpoint telemetry for HandyPay APK installations from non-Play Store
sources. Look for NFC activity on devices that do not have a sanctioned NFC payments use case. Check
network logs for outbound connections to unknown relay infrastructure from Android devices. Review app
inventory for package names mimicking ‘com.handypay' or similar that are not from the verified Play Store
listing. Behavioral indicators: unexpected NFC reads, background data exfiltration, apps requesting NFC
permissions without business justification.
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NIST Phase: Detection Analysis
Reference: NIST 800-61r3 8§3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2
(Event Logging), CIS 8.2 (Collect Audit Logs), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)
Compensating: Without SIEM/EDR: (1) Query MDM app inventory export for any package where installer_source !=
‘com.android.vending' (Google Play) AND package_name contains 'handypay' or ‘handy' — flag all matches. (2) Use
‘adb shell dumpsys nfc' on suspected devices to review recent NFC adapter activity and tag interaction history. (3)
Capture a 10-minute Wireshark/tcpdump trace on the device's Wi-Fi segment and filter for outbound TCP/UDP from
the Android device's IP to non-CDN, non-Google IP ranges — NGate relays NFC card data over a persistent TCP
connection to attacker-controlled infrastructure. (4) Cross-reference outbound IPs against AbuselPDB (free) and
ESET's published NGate campaign 10C list.

Evidence: Capture before analysis: (1) Android logcat output filtered for NFC-related tags — 'adb logcat -s
NfcDispatcher:V NfcService:V' — preserving timestamps of any NFC read events not initiated by a sanctioned
payment app; (2) network flow logs (NetFlow, firewall, or Wi-Fi controller logs) showing outbound TCP connections
from Android device IPs, specifically persistent low-volume sessions to non-Google, non-HandyPay-CDN destinations
indicative of NGate's card data relay channel; (3) full app permission grant list from MDM or 'adb shell dumpsys
package com.handypay' showing NFC, INTERNET, and RECEIVE_BOOT_COMPLETED permissions — NGate
requires all three for silent background relay; (4) APK file hash (SHA-256) of the installed HandyPay variant for
comparison against ESET-published malicious hashes.

Step 3: Eradication — Remove any trojanized HandyPay APK from affected devices via MDM remote wipe or
targeted app removal. If device compromise is confirmed, perform a full factory reset — partial removal is
insufficient given the malware's relay capability. Block sideloading at the MDM policy layer. Add known
malicious APK hashes (from ESET or BleepingComputer reporting) to your mobile threat defense blocklist.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST IR-4 (Incident Handling), NIST SI-2 (Flaw Remediation), NIST SI-3 (Malicious Code Protection), CIS
2.3 (Address Unauthorized Software), CIS 4.6 (Securely Manage Enterprise Assets and Software)

Compensating: Without MDM remote wipe: instruct device owners to perform a manual factory reset via Android
Settings > General Management > Reset > Factory Data Reset — document confirmation with a timestamped
screenshot. For APK hash blocklisting without MTD tooling: create a YARA rule targeting the NGate/HandyPay trojan's
known package name strings and certificate fingerprint (sourced from ESET research), deploy via any YARA-capable
scanner on endpoints that sync with device backup storage. For sideload blocking without MDM: push an Android
Enterprise policy via Google Workspace (free tier supports basic device policy) setting
'installUnknownSourcesAllowed: false'.

Evidence: Before eradication: (1) preserve a full ADB backup of the device (excluding APKs if policy prohibits) — 'adb
backup -all -noapk' — to retain evidence of data that may have been staged for exfiltration; (2) extract the malicious
APK binary from the device prior to removal using 'adb shell pm path com.handypay' followed by 'adb pull ' for hash
verification and malware analysis submission to a sandbox (e.g., MobSF or ANY.RUN); (3) capture the NGate relay
connection state — 'adb shell netstat -an' — to document attacker C2 IP and port before network access is severed;
(4) document all NFC-capable payment cards that were in proximity to the device during the infection window for issuer
notification.

Step 4: Recovery — After device remediation, verify Google Play Protect is active and running a clean scan.
Confirm the legitimate HandyPay app, if needed, is reinstalled only from the official Google Play Store. Notify
any affected users to contact their payment card issuers immediately for card monitoring or replacement.
Monitor post-remediation NFC activity and outbound network traffic from reinstated devices for 30 days.

NIST Phase: Recovery
Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST SI-7 (Software, Firmware, and Information Integrity), NIST AU-6 (Audit
Record Review, Analysis, and Reporting), CIS 7.3 (Perform Automated Operating System Patch Management), CIS
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7.4 (Perform Automated Application Patch Management)

Compensating: Without continuous MDM telemetry: (1) verify Google Play Protect status post-reset via ‘adb shell am
start -a android.intent.action.VIEW -d market://details?id=com.google.android.gms' and confirm no threats detected;
(2) for 30-day NFC monitoring without MTD, schedule a weekly 'adb shell dumpsys nfc' review and compare NFC
interaction logs against the device user's documented payment activity — unexplained NFC reads are a reinfection
indicator; (3) set a recurring DNS query log review (pfSense, Pi-hole, or router syslog) filtering for Android device IPs
making outbound connections to IPs/domains matching NGate-published C2 indicators from ESET's campaign report.
Evidence: During recovery validation: (1) Google Play Protect scan result log showing clean status on the remediated
device — capture via 'adb shell dumpsys package' filtered for ‘com.google.android.gms' safety status; (2) MDM
compliance report confirming the reinstated device meets policy (sideloading disabled, Play Protect active, approved
app inventory only); (3) payment card issuer confirmation reference number for each affected cardholder — this
establishes the fraud natification timeline for any subsequent regulatory reporting; (4) 30-day network baseline export
from firewall/Wi-Fi controller for the device's IP, preserving evidence that no NGate relay connections resumed
post-remediation.

Step 5: Post-Incident — Conduct a mobile application policy review: document which apps are sanctioned for
Brazil-based users and enforce allow-listing via MDM. Evaluate whether mobile threat defense (MTD) tooling
is deployed across Android endpoints. Add NGate campaign IOCs to your threat intelligence platform. Brief
employees in Brazil on sideloading risks and fake Google Play storefronts as part of targeted security
awareness. Update incident response playbooks to include NFC-based malware scenarios.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-8 (Incident Response Plan), NIST IR-2 (Incident Response Training), NIST SI-5 (Security Alerts,
Advisories, and Directives), NIST AU-6 (Audit Record Review, Analysis, and Reporting), CIS 7.1 (Establish and
Maintain a Vulnerability Management Process), CIS 7.2 (Establish and Maintain a Remediation Process), CIS 5.1
(Establish and Maintain an Inventory of Accounts)

Compensating: Without a formal TIP: ingest NGate I0Cs (C2 IPs, malicious APK SHA-256 hashes, fake Play Store
domain list) into a structured CSV and load into Pi-hole or pfSense blocklists for network-layer blocking. For MDM
allow-listing without enterprise licensing: use Google Workspace Basic (free for up to 10 users) to enforce an approved
app policy scoped to Brazil-region device groups. For employee awareness without an LMS: distribute a one-page
PDF briefing with visual comparison of the legitimate vs. fake Google Play storefront used in this campaign (sourced
from ESET's published screenshots) — require acknowledgment signature.

Evidence: For lessons-learned documentation: (1) final incident timeline correlating the infection vector (fake Play
Store / lottery site visit) to first NFC relay event to detection — reconstructed from browser history (‘adb shell content
guery --uri content://browser/bookmarks'), network logs, and NFC activity logs; (2) MDM policy gap report showing
which Brazil-scoped devices lacked sideload blocking at time of infection — this is the root cause evidence for the
policy remediation requirement; (3) complete 10C list attributed to this specific NGate/HandyPay campaign variant
(APK hashes, C2 IPs/domains, fake Play Store URLS) sourced from ESET research and cross-validated against
VirusTotal, preserved for playbook and TIP ingestion.

I Detection Guidance

Primary detection surface is mobile device management telemetry and network egress monitoring. Look for: (1)
Android apps installed from sources other than Google Play, MDM logs will show install source; flag any
HandyPay or payment-related APK not from the verified Play Store package. (2) NFC permission grants to apps
that have no business justification for NFC access; audit app permission inventories via MDM. (3) Unusual
background data transfer from Android devices, particularly to unfamiliar IPs or domains, correlating with
NFC-capable device activity. (4) User-reported redirects to fake Google Play pages or lottery sites; correlate
with DNS or proxy logs for domains mimicking 'play.google.com’ or Brazilian lottery brands. (5) Mobile threat
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defense (MTD) solutions with NGate signatures (ESET has published analysis) should be updated and actively
monitored. Behavioral IOC: NFC reads occurring when the user is not actively using a payment app. For current
APK hashes and signatures, refer to ESET threat intelligence feeds and BleepingComputer reporting.

Indicators of Compromise

Type Value Context Confidence
URL htt ps: // www. bl eepi ngconput Primary reporting source —

er.conf news/ security/ngate BleepingComputer article on NGate

-andr oi d- mal war e- uses- hand HandyPay variant; check article for any

ypay-nf c-app-to-steal -card published 10C hashes or C2 domains

- dat a/
HASH [Not avail abl e —check Malicious HandyPay APK hash values LOW

ESET threat intelligence were not confirmed in available source

feed for NGate HandyPay data at time of generation; ESET is the

APK hashes]

primary technical research source for
this campaign

I Framework Mappings

MITRE-ATTACK

e T1437.001 — Web Protocols

e T1626 — Abuse Elevation Control Mechanism
e T1059 — Command and Scripting Interpreter
« T1476

e T1444

e T1430 — Location Tracking

e T1582 — SMS Control

e T1204.002 — Malicious File

e T1417 — Input Capture

e T1627 — Execution Guardrails

NIST-800-53R5

e CM-7 — Least Functionality

e SI-3 — Malicious Code Protection

e Sl|-4 — System Monitoring

e SI-7 — Software, Firmware, and Information Integrity
* |A-5 — Authenticator Management

e CM-3 — Configuration Change Control
OWASP-TOP10-2021

¢ A07:2021 — ldentification and Authentication Failures
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e A08:2021 — Software and Data Integrity Failures
CIS-Vv8

* 16.10 — Apply Secure Design Principles in Application Architectures
* 2.5 — Allowlist Authorized Software

* 2.6 — Allowlist Authorized Libraries

* 6.3 — Require MFA for Externally-Exposed Applications

e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management

e 8.2 — Collect Audit Logs
ISO-27001-2022

¢ A.8.28 — Secure coding

¢ A.8.8 — Management of technical vulnerabilities
HIPAA-SECURITY

e 164.312(d) — Person or Entity Authentication
SOC2-TSC

e CC6.1 — Logical access security software, infrastructure, and architectures
NIST-CSF-2

¢ DE.CM-01 — Networks and network services are monitored

I MITRE ATT&CK Mapping

Technique ID Techniqgue Name Tactic

T1437. 001 Web Protocols Command-And-Control
T1626 Abuse Elevation Control Mechanism Privilege-Escalation
T1059 Command and Scripting Interpreter Execution

T1476

T1444

T1430 Location Tracking Collection

T1582 SMS Control Impact

T1204. 002 Malicious File Execution

T1417 Input Capture Collection

T1627 Execution Guardrails Defense-Evasion
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Sources

Source URL Tier

Security News https://www.bleepingcomputer.com/news/security/ngate-android-malwar... T3

Keeping Google Play & https://security.googleblog.com/2026/02/keeping-google-play-android... T3

Android app

ecosystems safe in 2025

How Google Play and https://blog.google/products-and-platforms/platforms/google-play/ho... T1
Android app

ecosystems stayed safe

in 2025

Nearly a billion active https://www.reddit.com/r/Android/comments/1pyn777/nearly_a_billion_... T3

Android devices are
security targets due to

875 Million Android https://www.forbes.com/sites/daveywinder/2026/03/16/critical-flaw-8... T3
Phones Put At Risk

From This 60 Second

Hack

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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