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I Executive Summary

The Qilin ransomware group, a Russialinked ransomware-as-a-service operation, breached internal
systems of Die Linke, a German parliamentary party with 64 seats, exfiltrating organizational data and
personal employee information. Die Linke attributes the attack to Russian-speaking actors with dual
motives: financial extortion and political destabilization consistent with hybrid warfare targeting European
democratic institutions. Stolen data publication remains an active threat, creating ongoing reputational,
operational, and personnel privacy risk; the membership database was reportedly not compromised.

I Technical Analysis

Qilin is a ransomware-as-a-service (RaaS) operation with confirmed Russia-linked affiliation, operating a
double-extortion model combining data exfiltration with encryption. No CVE has been publicly identified as the
initial access vector for this incident; technical root cause confidence is low. Based on documented Qilin TTPs,
plausible contributing weakness classes include CWE-522 (Insufficiently Protected Credentials) and CWE-284
(Improper Access Control), though neither is confirmed for this specific intrusion. MITRE ATT&CK techniques
observed or assessed as applicable: T1566 (Phishing, initial access), T1078 (Valid Accounts, lateral
movement/persistence), T1021 (Remote Services, lateral movement), T1591 (Gather Victim Org Information,
reconnaissance), T1074 (Data Staged), T1041 (Exfiltration Over C2 Channel), T1657 (Financial Theft/Extortion,
impact), T1486 (Data Encrypted for Impact). No patch status is applicable; no software CVE has been
confirmed. Source quality for this incident is assessed at 0.56, technical specifics from available T3 reporting
should be treated as preliminary until corroborated by authoritative sources.
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I Action Checklist

1. Containment & Audit: Disable unused or legacy remote access services (RDP, VPN, SSH) exposed to
the internet; enforce IP allowlisting for administrative access. Isolate any systems showing anomalous
lateral movement or unexpected authentication events pending investigation.

2. Detection: Review authentication logs for credential stuffing, brute force, or unusual Valid Account
activity (T1078); query for anomalous use of remote service protocols (T1021); search email gateway logs
for phishing indicators targeting staff (T1566). Monitor for large outbound data transfers indicative of
staging and exfiltration (T1074, T1041). No confirmed 10Cs are publicly available for this specific incident
at this time.

3. Eradication: Rotate all privileged and service account credentials, prioritizing accounts with remote
access rights. Enforce MFA on all externally facing authentication points. Audit access control policies
against CWE-284 and CWE-522 gaps; remediate overly permissive access and insecurely stored
credentials.

4. Recovery: Verify integrity of backups and confirm they are offline or air-gapped and not accessible from
compromised network segments. Validate that no persistence mechanisms (scheduled tasks, new
accounts, backdoors) remain before restoring services. Monitor for re-access attempts post-remediation.

5. Post-Incident: Conduct a tabletop exercise focused on hybrid-motive ransomware scenarios (financial +
political). Assess credential hygiene across the organization against CIS Control 5 (Account Management)
and NIST SP 800-53 IA-5 (Authenticator Management). Evaluate whether political sensitivity or personnel
data handling requires elevated data classification and additional controls under applicable frameworks.

I IR/ Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate immediately to senior leadership, legal counsel, and the German BSI (Bundesamt
fur Sicherheit in der Informationstechnik) if exfiltrated data is confirmed to include personal
employee data (triggering GDPR Article 33 72-hour natification to BfDI), if active encryption or
lateral movement is detected on additional systems beyond initial scope, or if threat actor
communications (ransom note, leak site publication) confirm data has been or is being
published — the latter activates political crisis communications protocols distinct from
standard IR given Die Linke's parliamentary status.

Recovery Notes Restore systems in priority order: internal communications platforms last, as these represent
the highest-value target for Qilin's dual financial-political motive and may contain unencrypted
copies of data already exfiltrated — restoring them before confirming full eradication risks
re-exfiltration. Monitor all restored systems for 30 days minimum using Sysmon and firewall
egress logging, with specific alerting on outbound connections to newly registered domains
and large HTTPS transfers, consistent with Qilin's documented pattern of maintaining access
post-initial-encryption for secondary extortion. Given the hybrid warfare attribution, coordinate
with BSI and German domestic intelligence (BfV) on threat intelligence sharing before
declaring full recovery — nation-state-adjacent actors frequently re-target the same
organizations within 90 days of initial breach.
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Forensic Artifacts Qilin ransom note files (README-RECOVER-[extension].txt' or variant) dropped in encrypted
directories — MFT timestamps on these files establish the precise moment encryption began
on each volume, enabling accurate dwell-time calculation from initial access to detonation |
Windows Security Event Log Event ID 4688 (Process Creation) entries for vssadmin.exe with
'delete shadows' arguments and whadmin.exe with 'delete catalog' — Qilin ransomware
systematically destroys backup recovery points as a documented pre-encryption step, and
their presence confirms ransomware execution rather than encryption-stage malware | Active
Directory Security Event logs (Event ID 4720, 4728, 4732) showing account creation or group
membership changes during the intrusion window — Qilin affiliates create backdoor domain
accounts for re-access, and these logs establish the full scope of privilege escalation activity
targeting Die Linke's internal systems | Email gateway message trace logs (Exchange ECP
Message Trace or equivalent MTA logs) for all staff inboxes in the 30 days pre-detection,
filtered for external senders with LNK, ISO, ZIP, or Office macro attachments — Qilin affiliates
use phishing as a primary initial access vector (T1566) and these logs establish the initial
intrusion vector specific to this campaign against a political party's non-technical staff |
Firewall and proxy egress logs showing sustained outbound HTTPS sessions from internal
hosts to non-organizational IPs during off-hours — Qilin's exfiltration of Die Linke's
organizational and personnel data (confirmed in incident disclosure) required a staging and
transfer phase (T1074, T1041) that produces distinctive large-volume, sustained egress flows
distinguishable from normal parliamentary party web traffic patterns

Per-Action IR Details

Containment — Audit and disable unused or legacy remote access services (RDP, VPN, SSH) exposed to the
internet; enforce IP allowlisting for administrative access. Isolate any systems showing anomalous lateral
movement or unexpected authentication events pending investigation.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST AC-17 (Remote Access), NIST SC-7 (Boundary Protection), CIS 4.4
(Implement and Manage a Firewall on Servers), CIS 4.5 (Implement and Manage a Firewall on End-User Devices), CIS
12.2 (Establish and Maintain a Secure Network Architecture)

Compensating: Use 'netstat -an | findstr LISTENING' (Windows) or 'ss -tlnp' (Linux) to enumerate exposed services
immediately. Block RDP (TCP 3389), SSH (TCP 22), and VPN listener ports at the perimeter firewall using ACLs —
document every change with timestamp. For lateral movement detection without EDR, deploy Sysmon with
SwiftOnSecurity config and alert on Event ID 3 (Network Connection) from unexpected internal hosts to TCP 445
(SMB), 3389, or 5985 (WinRM). Use 'net session' and 'query session' to identify active remote sessions on Windows
hosts before isolation.

Evidence: Before isolating any system, capture: Windows Security Event Log Event ID 4624 (Logon Type 3/10 for
network/remote interactive) and 4625 (Failed Logon) filtered to the isolation window; Windows Event ID 7045 (New
Service Installed) which Qilin-affiliated actors use to establish persistence pre-encryption; firewall/VPN appliance
authentication logs showing source IPs of successful remote sessions in the 72 hours prior to detection; active SMB
share enumeration artifacts (Event ID 5140 — Network Share Object Accessed) indicating lateral movement staging
consistent with Qilin's pre-encryption reconnaissance. Preserve volatile memory (RAM) on any system suspected of
active compromise before powering off — Qilin ransomware operators have used living-off-the-land binaries that exist
only in memory.

Detection — Review authentication logs for credential stuffing, brute force, or unusual Valid Account activity
(T1078); query for anomalous use of remote service protocols (T1021); search email gateway logs for
phishing indicators targeting staff (T1566). Monitor for large outbound data transfers indicative of staging and
exfiltration (T1074, T1041). No confirmed IOCs are publicly available for this specific incident at this time.

NIST Phase: Detection Analysis
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Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST IR-5 (Incident Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-12
(Audit Record Generation), NIST SI-4 (System Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Without a SIEM, run these targeted queries manually: (1) PowerShell — 'Get-WinEvent
-FilterHashtable @{LogName="Security"; |d=4625} | Where-Object {$_.TimeCreated -gt (Get-Date).AddHours(-48)} |
Group-Object -Property Message | Sort-Object Count -Descending' to surface brute-force sources. (2) For exfiltration
staging (T1074), query for large file writes to temp or user-writable directories: 'Get-Childltem -Path C:\Users,C:\Temp
-Recurse -ErrorAction SilentlyContinue | Where-Object {$_.Length -gt 50MB -and $_.LastWriteTime -gt
(Get-Date).AddDays(-7)}. (3) Email gateway (e.g., Postfix logs at /var/log/mail.log or Exchange Message Tracking
Logs) — grep for inbound messages with zip/7z/Ink attachments from external senders to staff, consistent with
Qilin-affiliated initial access phishing. (4) Use Zeek or Wireshark on a network tap to capture outbound flows to
non-whitelisted external IPs over ports 443/80 exceeding 100MB — Qilin exfiltrates via encrypted channels before
deploying encryption payload.

Evidence: Capture before analysis concludes: Email gateway logs (Exchange Message Tracking or equivalent) for all
inbound messages to Die Linke staff addresses in the 30 days pre-detection, specifically filtering for LNK, ISO, ZIP,
and macro-enabled Office attachments consistent with Qilin affiliate phishing TTPs; Windows Security Event Log Event
ID 4648 (Logon with Explicit Credentials) indicating credential relay or pass-the-hash activity following initial access via
T1078; DNS query logs from the internal resolver showing lookups to newly registered or non-categorized domains
(Qilin C2 infrastructure frequently uses bullet-proof hosting); NetFlow or firewall egress logs showing sustained
outbound sessions over HTTPS to non-organizational cloud storage or file-sharing endpoints, consistent with T1041
exfiltration of the organizational and personnel data confirmed stolen in this incident.

Eradication — Rotate all privileged and service account credentials, prioritizing accounts with remote access
rights. Enforce MFA on all externally facing authentication points. Audit access control policies against
CWE-284 and CWE-522 gaps; remediate overly permissive access and insecurely stored credentials.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication

Controls: NIST IR-4 (Incident Handling), NIST IA-5 (Authenticator Management), NIST AC-2 (Account Management),
NIST AC-6 (Least Privilege), CIS 5.2 (Use Unique Passwords), CIS 5.4 (Restrict Administrator Privileges to Dedicated
Administrator Accounts), CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 6.5 (Require MFA for
Administrative Access)

Compensating: For a resource-constrained team: (1) Use 'net user /domain' and 'Get-ADUser -Filter {Enabled -eq
$true} | Select Name, LastLogonDate' to enumerate all active accounts and flag those with LastLogonDate older than
45 days for immediate disable per CIS 5.3. (2) Run 'Get-ADUser -Filter * -Properties PasswordLastSet | Where-Object
{$_.PasswordLastSet -It (Get-Date).AddDays(-90)}' to identify stale privileged credentials — reset in order of access
scope (domain admin first, then service accounts with remote access rights). (3) For CWE-522 (Insufficiently Protected
Credentials) — search for plaintext credentials in scripts: 'Get-Childltem -Recurse -Include *.ps1,*.bat,*.cmd,*.ini -Path
C:\Scripts | Select-String -Pattern "password="". (4) Implement MFA using free tiers of Duo Security or Microsoft
Authenticator for externally-facing authentication — prioritize VPN and OWA/webmail endpoints that Qilin affiliates
likely used for initial access.

Evidence: Before credential rotation, capture: Active Directory replication metadata (‘repadmin /showattr *
DC=domain,DC=com /filter:"(objectClass=user)" /atts:pwdLastSet,lastLogon,adminCount’) to establish pre-incident
privilege baseline for forensic comparison; LSASS memory dump from any system suspected of credential harvesting
(Qilin affiliates commonly use Mimikatz or comsvcs.dll MiniDump for credential theft — look for Sysmon Event ID 10,
Process Access targeting Isass.exe); SAM and SYSTEM registry hive copies (‘reg save HKLM\SAM sam.hive' and 'reg
save HKLM\SYSTEM system.hive') from compromised endpoints before any remediation action; VSS shadow copy
inventory (‘vssadmin list shadows') — Qilin ransomware is documented to delete shadow copies, so their absence is
itself a forensic indicator confirming ransomware execution on that host.

Recovery — Verify integrity of backups and confirm they are offline or air-gapped and not accessible from
compromised network segments. Validate that no persistence mechanisms (scheduled tasks, new accounts,
backdoors) remain before restoring services. Monitor for re-access attempts post-remediation.
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NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST CP-9 (System Backup), NIST CP-10 (System Recovery and
Reconstitution), NIST SI-7 (Software, Firmware, and Information Integrity), CIS 11.1 (Establish and Maintain a Data
Recovery Process), CIS 11.3 (Protect Recovery Data)

Compensating: Without enterprise backup validation tooling: (1) Verify backup integrity by restoring a non-critical
system or file set to an isolated VLAN and confirming data consistency before any production restoration. (2) Audit
scheduled tasks on all systems before restoration: 'schtasks /query /fo LIST /v | findstr /i "task name\|status\|run as
user\[task to run" — Qilin affiliates create scheduled tasks for persistence that survive initial remediation if missed. (3)
Check for new local accounts created during the intrusion window: 'Get-WinEvent -FilterHashtable
@{LogName="Security"; Id=4720} | Where-Object {$_.TimeCreated -gt [intrusion_start_date]}'. (4) Deploy Sysmon on
restored systems immediately post-recovery and monitor Event ID 11 (File Created) and Event ID 13 (Registry Value
Set) for 14 days to detect any residual implant activity. (5) Use ClamAV with updated signatures on restored file shares
to scan for any Qilin ransomware executable staging that predates encryption.

Evidence: Capture before restoring any system: Full disk image (using dcfldd or FTK Imager) of any system that
showed encryption activity — Qilin appends a custom extension to encrypted files and drops a ransom note (typically
'README-RECOVER-[extension].txt') whose filesystem metadata (creation timestamp, MFT entry) establishes the
encryption timeline; Windows Task Scheduler log (Event ID 4698 — Scheduled Task Created, Event ID 4702 —
Scheduled Task Updated) from the intrusion window to identify persistence tasks; Registry run key and service entries
snapshot (‘'reg export HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run' and 'reg export
HKLM\SYSTEM\CurrentControlSet\Services') to confirm no backdoor services remain; network connection baseline
from 'netstat -anob' on all systems pre-restoration to document any residual C2 beaconing before network access is
restored.

Post-Incident — Conduct a tabletop exercise focused on hybrid-motive ransomware scenarios (financial +
political). Assess credential hygiene across the organization against CIS Control 5 (Account Management)
and NIST SP 800-53 IA-5 (Authenticator Management). Evaluate whether political sensitivity or personnel data
handling requires elevated data classification and additional controls under applicable frameworks.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST IA-5 (Authenticator Management),
NIST RA-3 (Risk Assessment), NIST PM-12 (Insider Threat Program), CIS 5.1 (Establish and Maintain an Inventory of
Accounts), CIS 5.2 (Use Unique Passwords), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)
Compensating: For a small team with no dedicated GRC tooling: (1) Tabletop exercise — use the CISA Tabletop
Exercise Packages (CTEPSs) freely available at cisa.gov, selecting the ransomware scenario package and adapting
injects to include a hybrid-motive actor (exfiltration of member PII + political party communications for public leak). Run
a 90-minute session with IT, comms, legal, and party leadership. (2) Credential hygiene assessment — run
'Get-ADUser -Filter * -Properties PasswordNeverExpires | Where-Object {$_.PasswordNeverExpires -eq $true}' and
cross-reference against accounts with remote access rights. (3) Data classification — catalog files exfiltrated (member
records, internal communications, financial data) against Germany's BDSG (Bundesdatenschutzgesetz) and EU GDPR
Article 33/34 notification requirements — a parliamentary party's member data almost certainly triggers 72-hour breach
notification to the Bundesbeauftragte fiir den Datenschutz und die Informationsfreiheit (BfDI). Document this
assessment regardless of outcome.

Evidence: For post-incident review documentation: Full incident timeline reconstructed from log sources across all
phases (authentication logs, email gateway, firewall egress, endpoint Sysmon) — this is the foundational artifact for
lessons-learned and any regulatory notification; complete list of confirmed or suspected exfiltrated data categories
(organizational data and personal employee information as confirmed by Die Linke's public disclosure) with data owner
attribution, required for GDPR breach notification scoping; MITRE ATT&CK Navigator layer documenting all confirmed
and suspected techniques used by Qilin affiliates in this incident (T1078, T1021, T1566, T1074, T1041 at minimum) —
this layer becomes the detection gap analysis input for updating Sigma rules and Sysmon configuration; documented
record of all credential rotations, account disablements, and MFA enrolliments performed during eradication,
timestamped, for audit trail and regulatory evidence purposes.
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I Detection Guidance

No confirmed IOCs (IPs, domains, hashes) have been publicly released for this specific Qilin intrusion against
Die Linke at the time of this report. Detection should focus on behavioral indicators consistent with Qilin TTPs.
Monitor for: (1) credential-based authentication anomalies, multiple failed logins followed by success, off-hours
access, new device or geo-location authentication (event IDs 4625, 4624, 4648 on Windows); (2) lateral
movement via remote services, unexpected RDP or SMB sessions between internal hosts (Windows Security
Event 4624 logon type 3/10, Sysmon Event ID 3); (3) large outbound transfers or unexpected cloud upload
activity suggestive of exfiltration staging; (4) volume shadow copy deletion commands (vssadmin delete
shadows, wmic shadowcopy delete) as a ransomware pre-encryption indicator; (5) phishing delivery, review
email gateway quarantine for lookalike domains or credential-harvesting lures targeting political or
organizational staff. Cross-reference any findings against MITRE ATT&CK techniques T1566, T1078, T1021,
T1074, T1041, T1486. If confirmed 10Cs are published by CISA, CERT-EU, or BSI, ingest immediately into
SIEM and EDR tooling.

I Indicators of Compromise

Type Value Context Confidence
NOTE No confirmed 1 OCs publicly No specific IPs, domains, file hashes, or LOW
avail abl e URLs have been publicly released for

this Qilin intrusion against Die Linke in
available T3 reporting as of this item's
generation date. Monitor CISA, BSI, and
CERT-EU advisories for updated 10C
releases.

I Framework Mappings

MITRE-ATTACK

e T1021 — Remote Services

e T1041 — Exfiltration Over C2 Channel
e T1486 — Data Encrypted for Impact

e T1591 — Gather Victim Org Information
e T1566 — Phishing

e T1074 — Data Staged

e T1657 — Financial Theft

e T1078 — Valid Accounts

NIST-800-53R5

¢ AC-17 — Remote Access

¢ AC-3 — Access Enforcement
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e CM-7 — Least Functionality

e |A-2 — Identification and Authentication (Organizational Users)
e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

¢ Sl|-4 — System Monitoring

e CP-9 — System Backup

¢ CP-10 — System Recovery and Reconstitution
e AT-2 — Literacy Training and Awareness

e SI-3 — Malicious Code Protection

¢ SI-8 — Spam Protection

* AC-2 — Account Management

¢ AC-6 — Least Privilege

¢ |IA-5 — Authenticator Management

* [IR-4 — Incident Handling
OWASP-TOP10-2021

* A04:2021 — Insecure Design
e A07:2021 — ldentification and Authentication Failures
e A01:2021 — Broken Access Control

CIS-v8

e 5.2 — Use Unique Passwords
e 6.1 — Establish an Access Granting Process
e 6.2 — Establish an Access Revoking Process

¢ 6.3 — Require MFA for Externally-Exposed Applications
HIPAA-SECURITY

e 164.308(a)(5)(ii)(D) — Password Management
e 164.312(a)(1) — Access Control

* 164.308(a)(7)(ii)(A) — Data Backup Plan

e 164.312(d) — Person or Entity Authentication

SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

NIST-CSF-2
¢ RS.MI-01 — Incidents are contained
1SO-27001-2022

¢ A.5.29 — Information security during disruption

e A.8.8 — Management of technical vulnerabilities
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MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1021 Remote Services Lateral-Movement

T1041 Exfiltration Over C2 Channel Exfiltration

T1486 Data Encrypted for Impact Impact

T1591 Gather Victim Org Information Reconnaissance

T1566 Phishing Initial-Access

T1074 Data Staged Collection

T1657 Financial Theft Impact

T1078 Valid Accounts Defense-Evasion
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