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DarkSword iOS Hacking Tool Leaked Publicly,
Targeting Devices on iOS 18 and Earlier
SECURITY ANALYSIS | HIGH | CVSS 7.5

SCC Item ID SCC-STY-2026-0034

Type Security Analysis

Severity HIGH

CVSS Base Score 7.5

Affected Products Apple iPhone devices running iOS 18 and earlier (older device models not eligible for iOS
18.4+)

Published 2026-03-28

Discovery Source Gemini

Executive Summary

A hacking tool called DarkSword has been publicly leaked on a code-sharing platform, placing iPhone

exploitation capability in the hands of low-skill threat actors targeting devices running iOS 18 and earlier.

Apple has issued security updates for older devices in response to what it characterizes as sophisticated

attacker activity, though no CVE identifiers have been confirmed in available reporting. The leak

represents a meaningful shift in the iOS threat landscape: capabilities once requiring significant resources

are now accessible broadly, compressing the window between vulnerability disclosure and exploitation at

scale.

Technical Analysis

The public leak of DarkSword marks an inflection point for iOS-targeted threat activity. The tool reportedly

enables extraction of sensitive data from iPhones running iOS 18 and earlier, with reported capabilities mapping

to credential harvesting from the iOS keychain (CWE-312, T1552.001), contact and personal data exfiltration

(CWE-200, T1005), and abuse of device-level privileges (CWE-269, T1417). The inclusion of T1436 (Commonly

Used Port) in the associated technique set suggests the tool may support covert command-and-control or data

exfiltration over standard network channels, though specific implementation details have not been independently

confirmed in available source material.

The attack surface is defined largely by device lifecycle gaps. iPhones ineligible for iOS 18.4 or later remain

permanently exposed if patches issued for older supported versions are not applied. Apple's decision to release

targeted updates for legacy devices signals that the underlying vulnerabilities are real and actively exploited, not
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merely theoretical. The company's use of the term 'sophisticated' in its advisory language is notable; Apple

typically reserves that characterization for state-linked or advanced persistent threat activity, though no

attribution has been confirmed in available reporting.

The democratization angle carries the most significant operational implication. DarkSword's public availability

means organizations cannot model this threat as exclusively nation-state or well-resourced actor activity.

Criminal and opportunistic actors now have access to the same capability set. Secondary reporting from The

Hacker News and Bitdefender corroborates the tool's existence and Apple's patch response, though confidence

in the tool's specific technical capabilities remains medium given the absence of a primary Apple Security

Advisory or confirmed CVE record in the source data. Security teams should patch immediately; do not delay

pending full technical confirmation.

Action Checklist

1. Step 1: Assess exposure, inventory all iPhones across corporate-liable and BYOD programs; identify

devices that are not running iOS 18.4 or later and flag any models ineligible for that update tier

2. Step 2: Apply available patches, push Apple's security updates for older iOS devices immediately;

prioritize devices with access to corporate email, VPN credentials, MFA authenticator apps, or

keychain-stored passwords

3. Step 3: Review MDM policy and enforcement, verify that your Mobile Device Management platform

enforces minimum OS version compliance and can identify or quarantine non-compliant devices; check

whether BYOD enrollment policies allow outdated iOS versions

4. Step 4: Update threat model, add publicly available iOS exploitation tooling to your threat register;

downgrade the assumed actor sophistication bar for iOS-targeted credential theft and data exfiltration

scenarios

5. Step 5: Audit credential exposure scope, assess which enterprise credentials, tokens, and certificates

are stored in or accessible from iOS keychain on enrolled devices; rotate credentials for any device that

cannot be confirmed as patched

6. Step 6: Communicate findings, brief leadership on the specific risk: keychain credential theft from legacy

iPhones represents a lateral movement and account compromise vector, not just a device hygiene issue

7. Step 7: Monitor developments, track for a formal Apple Security Advisory, CVE assignment, and any

follow-on reporting that confirms DarkSword's specific capabilities or links it to active campaigns

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to CISO and initiate formal incident declaration if MDM telemetry or IdP sign-in logs
reveal authentication events from a confirmed unpatched device to privileged accounts,
corporate VPN, or systems containing PII/PHI — triggering potential breach notification
obligations under HIPAA, GDPR, or applicable state privacy law — or if any enrolled device is
confirmed to have been in the possession of an unauthorized party while unpatched.
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Recovery Notes After all reachable devices are patched and credentials rotated, validate recovery by querying
your IdP for any residual active sessions or refresh tokens predating the rotation event and
forcibly terminating them. Monitor Azure AD/Okta sign-in logs and VPN authentication logs for
a minimum of 30 days post-rotation for anomalous authentication patterns — specifically,
successful logins from new geographic locations, new device fingerprints, or at unusual hours
— that could indicate stolen credentials were cached and are being replayed by a threat actor
who exploited a device before the patch window closed. Do not restore quarantined devices to
full network access until MDM confirms iOS 18.4 or the applicable latest security update is
installed and the compliance policy marks the device as compliant.

Forensic Artifacts MDM enrollment and compliance database export — captures iOS version, UDID, serial
number, installed profiles (VPN, email, certificates), and last check-in timestamp per device;
establishes the pre-patch exposure window and identifies which devices had corporate
credential profiles installed during the vulnerable period | Apple iOS syslog and crash reporter
archives (accessible via Xcode Devices window or `idevicesyslog` from libimobiledevice) — a
DarkSword-class exploit targeting iOS kernel or WebKit would generate crash reports or
kernel panic logs in /var/mobile/Library/Logs/CrashReporter/ and /var/log/; preserve these
from any suspect device before wiping | IdP authentication logs (Azure AD Sign-In Logs, Okta
System Log, or equivalent) filtered by user accounts associated with unpatched devices —
look for logins from new device fingerprints, ASNs, or geographic locations occurring after the
DarkSword public leak date, which would indicate credential reuse from a stolen keychain
token | iOS keychain access audit via MDM-reported app entitlements and installed certificate
profiles — documents which apps had keychain-sharing entitlements on each enrolled device,
identifying the scope of secrets (OAuth tokens, VPN PSKs, SCEP certs, stored passwords)
potentially accessible to an exploit with keychain read capability (MITRE T1555.001) |
Network perimeter logs (firewall, VPN gateway, proxy) filtered for connections originating from
the IP addresses or device identifiers associated with unpatched iPhones — a
post-exploitation data exfiltration stage would appear as unusual outbound HTTPS or DNS
traffic volumes from these device IPs, particularly to non-corporate cloud storage destinations
or newly registered domains

Per-Action IR Details

Step 1: Assess exposure — inventory all iPhones across corporate-liable and BYOD programs; identify

devices that are not running iOS 18.4 or later and flag any models ineligible for that update tier

NIST Phase: Preparation

Reference: NIST 800-61r3 §2 — Preparation: Establish IR capability and asset visibility before an incident is declared

Controls: NIST IR-4 (Incident Handling), NIST SI-5 (Security Alerts, Advisories, and Directives), CIS 1.1 (Establish

and Maintain Detailed Enterprise Asset Inventory), CIS 7.1 (Establish and Maintain a Vulnerability Management

Process)

Compensating: Export the full device list from your MDM console (Jamf, Intune, or Apple Business Manager) filtered

by platform=iOS; sort by OS version ascending. For BYOD without MDM, query your NAC or RADIUS logs for device

User-Agent strings to surface iOS version strings. Run: `mobileconfig` profile enforcement reports if using Apple

Configurator. Flag any device on iOS 17.x or below as critical; flag iOS 18.0–18.3.x as high.

Evidence: Before inventorying, snapshot your MDM enrollment database and NAC logs so you have a pre-action

baseline of enrolled device count and OS version distribution. This establishes the exposure window if a device is later

confirmed compromised. Preserve MDM API query output (JSON/CSV) with timestamps.

Step 2: Apply available patches — push Apple's security updates for older iOS devices immediately; prioritize

devices with access to corporate email, VPN credentials, MFA authenticator apps, or keychain-stored

passwords
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NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: Select and implement a containment strategy to limit

damage while preserving evidence

Controls: NIST SI-2 (Flaw Remediation), NIST IR-4 (Incident Handling), CIS 7.3 (Perform Automated Operating

System Patch Management), CIS 7.4 (Perform Automated Application Patch Management)

Compensating: Via MDM (Jamf Pro / Microsoft Intune), create a device compliance policy that flags iOS Schedule OS

Update`; in Intune, use `Devices > Update policies for iOS/iPadOS`. For devices outside MDM reach, send a direct

user notification with the Apple support URL for the specific update applicable to their model (e.g., iOS 16.7.x for

A12-era devices). Prioritize sequentially: (1) devices with corporate VPN profiles installed, (2) devices with Microsoft

Authenticator or Duo enrolled, (3) devices with corporate Exchange/O365 email profiles.

Evidence: Before pushing the update, capture: current MDM-reported iOS version, device serial number, UDID, last

check-in timestamp, and installed configuration profiles (especially VPN and email profiles). This documents the

pre-patch state. If a device is later found to have been compromised before patching, this record establishes the

exposure window.

Step 3: Review MDM policy and enforcement — verify that your Mobile Device Management platform enforces

minimum OS version compliance and can identify or quarantine non-compliant devices; check whether BYOD

enrollment policies allow outdated iOS versions

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: Isolate or restrict access for systems that cannot be

immediately remediated

Controls: NIST IR-4 (Incident Handling), NIST SI-4 (System Monitoring), CIS 4.4 (Implement and Manage a Firewall

on Servers), CIS 6.3 (Require MFA for Externally-Exposed Applications), CIS 7.2 (Establish and Maintain a

Remediation Process)

Compensating: In Jamf, navigate to Policies > Compliance > OS Version Enforcement and set minimum iOS to 18.4;

enable the 'Block non-compliant devices' action to revoke Wi-Fi and VPN configuration profiles. In Intune, create a

Conditional Access policy under Azure AD that sets 'Require device to be marked as compliant' and link it to your

corporate app suite. For BYOD without MDM, enforce a NAC VLAN assignment that places unmanaged iOS devices

on an internet-only guest VLAN, blocking access to internal resources including corporate Exchange, SharePoint, and

VPN gateway.

Evidence: Export current MDM compliance policy configuration and screenshot enforcement state before making

changes. Pull the MDM non-compliance event log to identify devices that previously triggered policy violations but were

not quarantined — these are your highest-risk prior-exposure candidates. Preserve these records for potential

post-incident review.

Step 4: Update threat model — add publicly available iOS exploitation tooling to your threat register;

downgrade the assumed actor sophistication bar for iOS-targeted credential theft and data exfiltration

scenarios

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Use lessons learned to update IR plans, detection logic, and

threat models

Controls: NIST IR-8 (Incident Response Plan), NIST RA-3 (Risk Assessment), NIST SI-5 (Security Alerts, Advisories,

and Directives), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Add a new threat scenario to your risk register titled 'Low-sophistication iOS keychain credential theft

via leaked exploitation tooling (DarkSword-class)' with likelihood now elevated to HIGH due to public tool availability.

Update your existing iOS threat scenarios to remove the 'nation-state only' or 'APT-required' qualifier. Reference

MITRE ATT&CK T1555.001 (Keychain) and T1417 (Input Capture: GUI Input Capture on mobile) as the primary

technique chain. Review your existing mobile threat scenarios in your IR playbook and lower the actor sophistication

threshold from 'Advanced' to 'Intermediate/Script-kiddie' for all iPhone keychain and credential theft scenarios.

Evidence: Before updating the threat model, preserve the previous version with its timestamp to document that the

threat landscape changed as a result of the DarkSword public leak. This creates an auditable record that the
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organization responded to a specific intelligence event, which may be relevant for compliance reviews or cyber

insurance documentation.

Step 5: Audit credential exposure scope — assess which enterprise credentials, tokens, and certificates are

stored in or accessible from iOS keychain on enrolled devices; rotate credentials for any device that cannot

be confirmed as patched

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: Remove threat artifacts and revoke compromised credentials as part

of clearing the environment

Controls: NIST IR-4 (Incident Handling), NIST IA-5 (Authenticator Management), NIST AC-2 (Account Management),

CIS 5.2 (Use Unique Passwords), CIS 6.2 (Establish an Access Revoking Process)

Compensating: Query your MDM console for all devices with corporate email profiles, VPN profiles (specifically IKEv2

or SSL VPN configs with stored credentials), and certificate-based authentication profiles installed — these indicate

keychain-stored secrets. For each unpatched device, immediately: (1) revoke the device's VPN certificate from your

PKI (or rotate the VPN PSK if certificate auth is not in use), (2) force a password reset for the user's Active

Directory/Azure AD account via `Set-ADUser -ChangePasswordAtLogon $true` or the Entra ID admin portal, (3) revoke

all active OAuth refresh tokens for the user in Azure AD with `Revoke-AzureADUserAllRefreshToken`, and (4)

invalidate any SCEP-provisioned certificates tied to that device in your CA.

Evidence: Before rotating credentials, capture: the MDM-reported list of installed configuration profiles per device

(especially VPN, email, Wi-Fi, and certificate profiles), any MDM-reported keychain access entitlements for enrolled

corporate apps, and the last authentication timestamps for each affected user account in your IdP (Azure AD Sign-In

Logs, Okta System Log, or equivalent). This establishes whether credentials may have already been used from an

unexpected location before rotation, indicating active exfiltration.

Step 6: Communicate findings — brief leadership on the specific risk: keychain credential theft from legacy

iPhones represents a lateral movement and account compromise vector, not just a device hygiene issue

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: Communicate incident scope and impact to appropriate

stakeholders to enable resource and response decisions

Controls: NIST IR-6 (Incident Reporting), NIST IR-7 (Incident Response Assistance), NIST IR-8 (Incident Response

Plan), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)

Compensating: Prepare a one-page executive brief structured around three impact dimensions: (1) Blast radius —

map which business-critical systems are accessible via credentials stored in iOS keychain on affected devices (e.g.,

'VPN access to finance VLAN', 'O365 tenant admin accounts on 3 devices'); (2) Lateral movement risk — explain that

stolen VPN credentials or OAuth tokens from an unpatched iPhone can pivot to internal systems without triggering

traditional endpoint alerts, since the credential is legitimate; (3) Timeline pressure — note that DarkSword is publicly

available, meaning exploitation requires no specialized capability, so the window between public leak and active use

against your environment is measured in days, not weeks. Reference MITRE ATT&CK T1555.001 (Keychain) in plain

language as 'password theft from the phone's secure storage.'

Evidence: Attach to the leadership brief: the MDM-generated report of unpatched devices with their associated user

accounts and access privileges, the IdP report of which of those users have elevated or privileged access, and any

threat intelligence references to DarkSword's public availability on code-sharing platforms. This grounds the briefing in

verified organizational exposure rather than hypothetical risk.

Step 7: Monitor developments — track for a formal Apple Security Advisory, CVE assignment, and any

follow-on reporting that confirms DarkSword's specific capabilities or links it to active campaigns

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: Integrate threat intelligence updates to improve detection and

response as the threat evolves

Controls: NIST SI-5 (Security Alerts, Advisories, and Directives), NIST IR-5 (Incident Monitoring), NIST AU-6 (Audit

Record Review, Analysis, and Reporting), CIS 7.1 (Establish and Maintain a Vulnerability Management Process)
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Compensating: Subscribe to Apple Product Security advisories at https://support.apple.com/en-us/111900 (Apple

Security Releases page) and configure an RSS feed or email alert for new entries. Monitor the NVD

(https://nvd.nist.gov/vuln/search) with a saved search for vendor='Apple' and product='iOS' filtered to your affected

version range. Set a Google Alert or use a free threat intel feed (e.g., CISA Known Exploited Vulnerabilities catalog at

https://www.cisa.gov/known-exploited-vulnerabilities-catalog) for 'DarkSword iOS.' Schedule a weekly 15-minute

review cadence until a formal CVE is assigned or Apple confirms the vulnerability is fully patched across all affected

device tiers. If CVE assignment occurs, immediately re-run Steps 1–5 to verify patch coverage against the

now-formally-scoped vulnerability.

Evidence: Maintain a running intelligence log entry for this threat that records: date of DarkSword public leak, Apple

advisory publication dates and version numbers as they are released, CVE assignment date and identifier when

issued, and any CISA KEV catalog addition. This log serves as the evidence record for your threat register update

(Step 4) and documents due diligence for compliance or insurance purposes.

Detection Guidance

Direct detection of DarkSword exploitation is constrained by the current absence of confirmed IOCs and a

formal Apple Security Advisory. Focus detection and hunting efforts on behavioral indicators consistent with the

mapped TTPs.

Keychain and credential access: Review MDM telemetry and endpoint logs for anomalous app behavior on iOS

devices, particularly any unusual processes requesting keychain access outside expected application context.

On the backend, watch for credential reuse patterns, logins from known iOS device identifiers followed by

access from unexpected geolocations or user agents may indicate harvested credential use.

Data exfiltration patterns: Hunt for unusual outbound data volumes from mobile device IP ranges, particularly

over commonly used ports (consistent with T1436). If your network architecture supports mobile traffic

inspection, flag large or repeated transfers from enrolled iOS devices to unknown external destinations.

MDM compliance alerts: Ensure your MDM platform generates alerts for devices falling below the enforced iOS

minimum version. A sudden cluster of non-compliant devices or devices that have had MDM profiles removed

should be treated as a potential indicator of adversary activity or user evasion.

Account compromise indicators: Given keychain extraction capability (T1552.001), monitor identity provider logs

for authentication anomalies on accounts associated with mobile device users, impossible travel, new device

enrollments, MFA bypass attempts, or token refresh activity inconsistent with normal usage patterns.

Policy gap audit: Verify that app-level certificate pinning and data-at-rest encryption policies are enforced for

corporate apps on enrolled devices. Gaps here expand the blast radius if a device is compromised.

Indicators of Compromise

Type Value Context Confidence

TOOL DarkSword DarkSword leveraged via direct device
access or exploit delivery targeting iOS
18 and earlier to extract keychain
credentials and contact data from
affected iPhones

MEDIUM
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Framework Mappings

MITRE-ATTACK

• T1417 — Input Capture

• T1436

• T1005 — Data from Local System

• T1552.001 — Credentials In Files

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

NIST-800-53R5

• AC-3 — Access Enforcement

• SC-28 — Protection of Information at Rest

• AC-6 — Least Privilege

• SI-2 — Flaw Remediation

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

CIS-V8

• 5.4

• 6.8

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.34 — Privacy and protection of personal information

• A.5.21 — Managing information security in the ICT supply chain

SOC2-TSC

• CC9.2 — Manages risks associated with vendors and business partners

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1417 Input Capture Collection

T1436

T1005 Data from Local System Collection
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Technique ID Technique Name Tactic

T1552.001 Credentials In Files Credential-Access

Sources

Source URL Tier

Apple Issues Security
Updates for Older iOS
Devices Targeted by ...

https://thehackernews.com/2026/03/apple-issues-security-updates-for... T3

Researchers uncover
iPhone spyware capable
of penetrating ...

https://www.reddit.com/r/apple/comments/1rx5uac/researchers_uncover... T3

New iPhone
vulnerability can target
anyone still running iOS
18

https://tech.yahoo.com/phones/article/new-iphone-vulnerability-can-... T3

Apple Patches Older
iPhones Against
'Sophisticated' Hacker
Attacks

https://www.bitdefender.com/en-us/blog/hotforsecurity/apple-older-i... T3

iPhone isn't safe on old
iOS anymore, update to
at least iOS 15 now

https://forums.appleinsider.com/discussion/243763/iphone-isnt-safe-... T3
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