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Executive Summary

An attacker exploited a flaw in Resolv's USR stablecoin minting mechanism to generate approximately

$80 million in unauthorized tokens, then converted them to roughly 11,408 ETH, extracting $24.5 million

in real value before the protocol could respond. The incident exposes a recurring structural weakness in

decentralized finance: smart contract logic governing asset creation can be manipulated to mint value from

nothing when access controls or input validation fail. Root cause details remain medium confidence

pending official post-mortem; impact severity and recommended actions are grounded in confirmed loss

figures and attack pattern, not speculative attack mechanics. For security and risk leaders, this event

reinforces that DeFi protocol risk is not theoretical; organizations with treasury exposure to DeFi

platforms, stablecoin holdings, or blockchain-based financial infrastructure face material loss scenarios

that traditional financial controls do not address.

Technical Analysis

The Resolv breach followed a pattern documented in DeFi incident analysis (REKT database, Immunefi incident

archives): an attacker identified a flaw in the protocol's minting logic and exploited it to create tokens without the

backing collateral the system was designed to require. Based on reporting from The Record and DL News, the

attacker minted approximately $80 million worth of USR stablecoins through the vulnerability, then

systematically swapped those tokens for 11,408 ETH, a liquid, transferable asset, effectively laundering

synthetic value into real value before the protocol or its community could intervene.

The CWE mapping associated with this incident - CWE-284 (Improper Access Control), CWE-682 (Incorrect

Calculation), and CWE-20 (Improper Input Validation) - describes the three most common failure modes in
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smart contract minting systems. Access control failures allow unauthorized callers to invoke privileged functions.

Calculation errors allow the system to accept inputs that produce economically incorrect outputs. Input validation

failures allow crafted parameters to bypass business logic constraints. Any one of these is exploitable; their

combination in a single code path is catastrophic.

The MITRE ATT&CK techniques mapped to this incident are worth unpacking for security teams. T1190 (Exploit

Public-Facing Application) describes the initial access vector: the smart contract is, by design, a public-facing

application with no authentication layer beyond what the code itself enforces. T1565.001 (Stored Data

Manipulation) reflects the on-chain state change: the attacker manipulated the protocol's ledger state by forcing

unauthorized mint events. T1657 (Financial Theft) captures the objective; this was not espionage or disruption,

but extraction of liquid value.

Attribution has not been publicly confirmed. The pattern - exploiting minting logic rather than a bridge or oracle -

is consistent with technically sophisticated actors who conduct pre-exploitation code audits, but that

characterization remains speculative pending on-chain forensics or an official post-mortem from the Resolv

team.

Important confidence caveat: The root cause described here is medium confidence, based on secondary

reporting. Technical specifics - whether this was a flash loan-assisted attack, a direct privileged call, or a

reentrancy variant - require verification against Resolv's official post-mortem disclosure or independent on-chain

analysis. Security teams should treat the attack pattern as indicative, not definitive, until primary source

confirmation is available.

The broader industry implication is straightforward: unauthorized minting attacks are not novel, but they remain

consistently successful because DeFi protocols face intense pressure to ship quickly, audits are expensive and

incomplete, and the attack surface is public by design. The $24.5 million loss here sits within a range that many

protocols cannot absorb without lasting damage to user confidence and liquidity.

Action Checklist

1. Step 1: Assess exposure, determine whether your organization holds USR stablecoins, has treasury or

operational funds deployed in the Resolv protocol, or has counterparty relationships with entities that do;

quantify the exposure before taking further action

2. Step 2: Review controls, for organizations operating or auditing smart contract-based systems, verify

that minting and privileged state-change functions enforce caller authentication, validate all inputs against

economic constraints, and apply rate limits or circuit breakers that halt execution when mint volumes

exceed expected thresholds

3. Step 3: Update threat model, incorporate unauthorized minting via access control bypass or input

validation failure as an explicit attack pattern in your DeFi risk register; map it to T1190, T1565.001, and

T1657 and assess whether existing detection logic would surface anomalous on-chain mint events

4. Step 4: Communicate findings, brief treasury, finance, and risk leadership on direct exposure to Resolv

and indirect exposure through DeFi counterparties; use the $24.5M extracted loss and $80M unauthorized

minting volume as concrete risk anchors, and compare Resolv's TVL (if known) to quantify the

protocol-level impact

5. Step 5: Monitor developments, track Resolv's official post-mortem disclosure, on-chain forensic

reporting from blockchain analytics firms, and any regulatory or law enforcement response; the root cause

confidence on this incident remains medium and will likely improve as analysis matures
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IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to CISO, General Counsel, and CFO if confirmed organizational
exposure to USR holdings or Resolv protocol positions exceeds materiality thresholds defined
in your financial risk policy, if a DeFi counterparty with a direct lending or collateral
relationship is confirmed affected, or if law enforcement or a regulatory body (e.g., SEC,
FinCEN) contacts the organization in connection with this incident.

Recovery Notes Recovery is contingent on Resolv's protocol remediation and any restitution mechanism they
establish — organizations cannot unilaterally recover funds lost on-chain without
protocol-level action. Post-exposure, verify that all remaining DeFi treasury positions have
been exited or that counterparty protocols holding USR collateral have been assessed for
contagion risk and positions adjusted. Monitor the attacker's wallet addresses and any
protocol recovery fund activity for a minimum of 90 days, as cross-chain bridge movements
and DEX swaps used to launder the ~11,408 ETH may take weeks to settle into identifiable
exit points that inform loss recovery options.

Forensic Artifacts On-chain Mint event logs from the USR token contract: decode all Transfer events from the
zero address (0x000...000) to the attacker address during the exploit window — this is the
canonical on-chain record of unauthorized token creation and establishes exact mint volumes
and timing | Full transaction trace of exploit transaction(s) via Tenderly or Phalcon (Blocksec):
the call tree will show exactly which function was called, what arguments bypassed
authorization, and which internal contract state was manipulated to satisfy collateral or caller
checks — the primary artifact for root cause analysis | Attacker wallet transaction history:
complete chronological record of all transactions from the exploit address, showing USR
receipt, DEX swap routing (likely through Curve, Uniswap, or 1inch) for ETH conversion, and
any subsequent bridge or mixer activity used to move the ~11,408 ETH | Resolv protocol
governance and role assignment logs: on-chain events for OwnershipTransferred,
RoleGranted, or equivalent access control events in the 30 days preceding the exploit —
establishes whether a privileged role was misconfigured, compromised, or abused as the
initial access vector | DEX liquidity pool event logs: Swap and Sync events from the primary
USR liquidity pools (identify via DeFiLlama or the protocol's own documentation) during the
exploit window — these capture the price impact and slippage caused by the $80M minting
event and corroborate the $24.5M realized extraction figure

Per-Action IR Details

Step 1: Assess exposure — determine whether your organization holds USR stablecoins, has treasury or

operational funds deployed in the Resolv protocol, or has counterparty relationships with entities that do;

quantify the exposure before taking further action

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection & Analysis: scope and impact estimation of the adverse event prior to

containment decisions

Controls: NIST IR-4 (Incident Handling), NIST IR-5 (Incident Monitoring), NIST RA-3 (Risk Assessment) — quantify

financial exposure to Resolv USR holdings and counterparty DeFi positions, CIS 1.1 (Establish and Maintain Detailed

Enterprise Asset Inventory) — extend inventory to include on-chain treasury assets and protocol positions, CIS 3.2

(Establish and Maintain a Data Inventory) — include DeFi protocol holdings and stablecoin positions as sensitive

financial data assets
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Compensating: Export your organization's wallet addresses and query the Ethereum mainnet via a free Etherscan

API key or a local Ethereum node (e.g., Geth or Erigon) using eth_getBalance and token transfer queries for the USR

contract address (0x66a1E37c9b0eAddca17d3662a6a260E04C2F6719 — verify against Resolv's official

documentation before use). Use Dune Analytics free tier to query USR holder balances and LP positions by wallet

address. For counterparty exposure, manually cross-reference your vendor/partner list against on-chain addresses

using a spreadsheet and public ENS or label databases.

Evidence: Before scoping exposure, preserve: (1) current on-chain snapshots of all organizational wallet balances

holding USR tokens at the block height preceding the incident (approximately block 21,900,000 range — verify exact

block against Resolv's post-mortem); (2) DeFi protocol position records from any yield aggregators, liquidity pools, or

lending protocols that accepted USR as collateral; (3) treasury ledger entries showing USR acquisition dates,

quantities, and counterparties; (4) any off-chain accounting records (CSV exports from Gnosis Safe, Fireblocks, or

similar custody platforms) showing USR positions at time of incident.

Step 2: Review controls — for organizations operating or auditing smart contract-based systems, verify that

minting and privileged state-change functions enforce caller authentication, validate all inputs against

economic constraints, and apply rate limits or circuit breakers that halt execution when mint volumes exceed

expected thresholds

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: identify and implement compensating controls to prevent

further exploitation of the same vulnerability class while eradication proceeds

Controls: NIST SI-2 (Flaw Remediation) — remediate the specific minting authorization flaw in USR smart contract

logic, NIST SI-10 (Information Input Validation) — enforce economic constraint validation on all mint() function inputs

(e.g., collateral ratio checks, mint volume caps), NIST AC-3 (Access Enforcement) — restrict caller authentication on

privileged minting and state-change functions to authorized addresses only, NIST AC-6 (Least Privilege) — ensure

minting roles are assigned only to required protocol components; revoke any over-permissioned roles, NIST CM-6

(Configuration Settings) — enforce circuit breaker and rate-limit parameters as immutable or governance-gated

configuration, CIS 4.2 (Establish and Maintain a Secure Configuration Process for Network Infrastructure) — adapted

to smart contract deployment: enforce peer review and multi-sig governance for any contract upgrade or privileged role

assignment, CIS 7.1 (Establish and Maintain a Vulnerability Management Process) — include smart contract audit

findings and DeFi exploit disclosures in vulnerability tracking

Compensating: For teams auditing smart contracts without enterprise tooling: run Slither (free, Trail of Bits) against

the contract source with `slither . --detect-all` focusing on 'arbitrary-send', 'unprotected-upgrade', and

'missing-zero-check' detectors relevant to minting logic. Use Mythril (free, ConsenSys) for symbolic execution targeting

the mint() and privileged state-change functions. Manually review access control modifiers (onlyOwner, onlyMinter,

require(msg.sender == ...)) in the contract source on Etherscan's verified source tab. For circuit breaker gaps, check

whether OpenZeppelin's Pausable pattern is implemented and whether the pause() caller is a multi-sig or a single

EOA.

Evidence: Capture before implementing any contract-level changes: (1) the full verified source code of the USR

minting contract and any proxy contracts from Etherscan at the exploited contract address; (2) the complete

transaction trace of the exploit transaction(s) using a free tool such as Tenderly or Phalcon (Blocksec) — export the full

call tree showing how the attacker invoked mint() and what authorization checks were bypassed; (3) the ABI and

storage layout of the contract at the time of exploit to establish the pre-patch baseline; (4) governance logs showing

any recent role assignments, upgrades, or parameter changes to the minting contract in the 30 days prior to the

incident.

Step 3: Update threat model — incorporate unauthorized minting via access control bypass or input validation

failure as an explicit attack pattern in your DeFi risk register; map it to T1190, T1565.001, and T1657 and

assess whether existing detection logic would surface anomalous on-chain mint events

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: lessons learned and threat model updates to prevent

recurrence and improve detection of the same attack pattern
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Controls: NIST IR-4 (Incident Handling) — update incident handling procedures to include DeFi minting anomaly as a

declared incident category, NIST SI-4 (System Monitoring) — extend monitoring coverage to include on-chain mint

event anomaly detection for protocols holding organizational funds, NIST RA-3 (Risk Assessment) — formally

document unauthorized minting via T1190 (Exploit Public-Facing Application), T1565.001 (Stored Data Manipulation),

and T1657 (Financial Theft) in the DeFi risk register, NIST CA-7 (Continuous Monitoring) — establish ongoing

monitoring for anomalous USR or equivalent stablecoin mint volumes across counterparty protocols, CIS 7.1 (Establish

and Maintain a Vulnerability Management Process) — add DeFi exploit pattern tracking (unauthorized minting, flash

loan attacks, oracle manipulation) as a formal vulnerability class, CIS 8.2 (Collect Audit Logs) — extend log collection

scope to include on-chain event logs for protocols where the organization holds treasury positions

Compensating: For teams without a commercial blockchain analytics platform: configure free Dune Analytics alerts or

a self-hosted subgraph (The Graph Protocol, free tier) to monitor the USR Transfer and Mint event topics (keccak256

of 'Transfer(address,address,uint256)' and the protocol-specific Mint event signature) for anomalous volume spikes

exceeding 3-sigma of the 30-day rolling average. Write a Sigma rule targeting on-chain RPC log aggregation if your org

routes Ethereum node logs to a SIEM. Document the three ATT&CK technique mappings in your risk register with the

Resolv incident as the reference case, noting that T1190 applies to the smart contract as the public-facing application

and T1657 captures the financial extraction outcome.

Evidence: Before finalizing threat model updates: (1) the decoded event logs for all Transfer and Mint events emitted

by the USR contract during the exploit window, exported from Etherscan or a local node as CSV for volume baseline

comparison; (2) any existing detection rules or alerting queries your team has for DeFi protocols — document their

coverage gaps against the Resolv attack pattern as formal findings; (3) the attacker's wallet address(es) and

transaction hashes as documented in on-chain forensic reports from firms such as Peckshield or Blocksec, to use as

IOC anchors in future detection logic.

Step 4: Communicate findings — brief treasury, finance, and risk leadership on direct exposure to Resolv and

indirect exposure through DeFi counterparties; frame the risk quantitatively using the $24.5M loss figure and

the $80M minting event as a severity anchor, not as abstract protocol risk

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: stakeholder communication and coordination as a required

containment activity to enable authoritative decision-making on exposure and response

Controls: NIST IR-6 (Incident Reporting) — report confirmed or suspected financial exposure from the Resolv breach

to organizational leadership within defined reporting windows, NIST IR-4 (Incident Handling) — coordinate across

treasury, finance, legal, and risk functions as required by the incident handling plan, NIST IR-8 (Incident Response

Plan) — execute the stakeholder notification procedures defined in the IR plan for financially material incidents, CIS 7.2

(Establish and Maintain a Remediation Process) — present quantified exposure and remediation options to leadership

with enough specificity to drive a prioritized decision, CIS 5.1 (Establish and Maintain an Inventory of Accounts) —

include DeFi protocol accounts and treasury wallet addresses in the scope of the briefing to establish accountability for

each exposed position

Compensating: For teams without a formal incident communication platform: use a pre-drafted briefing template

(maintained in your IR plan per NIST IR-8) populated with: confirmed USR holdings in dollar value, protocol positions at

risk, counterparty names with estimated indirect exposure, and the $24.5M/$80M figures as context anchors. Distribute

via your organization's existing encrypted communication channel (Signal, ProtonMail, or equivalent). If no IR

communication template exists, draft a one-page brief covering: (1) what happened at Resolv, (2) your org's direct

exposure, (3) indirect counterparty exposure, (4) recommended immediate actions, (5) next update time. Two-person

team: one analyst owns the brief, one owns the on-chain exposure query to populate the numbers.

Evidence: Before the briefing: (1) a point-in-time screenshot or export of all organizational USR holdings and Resolv

protocol positions with timestamps, to establish the exposure figure as of a specific block height; (2) a list of DeFi

counterparties (exchanges, lending protocols, yield aggregators) that accepted USR as collateral or liquidity, sourced

from DeFiLlama or equivalent, annotated with your org's relationship to each; (3) the Resolv team's official incident

acknowledgment or pause announcement (from their official Twitter/X or Discord) as the authoritative source for the

$24.5M figure used in the brief.
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Step 5: Monitor developments — track Resolv's official post-mortem disclosure, on-chain forensic reporting

from blockchain analytics firms, and any regulatory or law enforcement response; the root cause confidence

on this incident remains medium and will likely improve as analysis matures

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: ongoing monitoring of incident developments, intelligence

integration, and updating organizational posture as root cause analysis matures

Controls: NIST IR-5 (Incident Monitoring) — track the Resolv incident through post-mortem disclosure and on-chain

forensic reporting as an active monitoring obligation, NIST SI-5 (Security Alerts, Advisories, and Directives) —

subscribe to blockchain security firms (Peckshield, Blocksec, Chainalysis) and Resolv's official channels for advisory

updates on this incident, NIST AU-6 (Audit Record Review, Analysis, and Reporting) — schedule recurring review of

on-chain forensic data and law enforcement disclosures tied to the Resolv exploit as the root cause confidence

improves, NIST CA-7 (Continuous Monitoring) — maintain active monitoring of the attacker's known wallet addresses

for fund movement, laundering activity, or exchange deposits, CIS 7.1 (Establish and Maintain a Vulnerability

Management Process) — update your DeFi vulnerability tracking entry for this incident as each new disclosure

(post-mortem, forensic report, regulatory action) raises root cause confidence, CIS 8.2 (Collect Audit Logs) — retain

on-chain event logs and forensic snapshots related to this incident for the full retention period required by your records

policy

Compensating: Set up free RSS or Twitter/X list monitoring for: Resolv Labs official account, Peckshield, Blocksec,

SlowMist, and relevant DeFi security researchers. Use a free Etherscan address watch alert on the attacker's known

wallet address(es) to receive email notification of any fund movements. If OFAC sanctions follow (as has occurred in

prior DeFi exploits, e.g., Tornado Cash), subscribe to the OFAC SDN list update feed (freely available at

sanctions.ofac.treas.gov). Create a dated tracking log (shared document or Jira ticket) with a recurring 72-hour review

cadence until the Resolv post-mortem is published and root cause confidence reaches high.

Evidence: Preserve throughout the monitoring phase: (1) archived copies of all official Resolv communications (blog

posts, Discord announcements, Twitter/X threads) with timestamps, as these establish the organization's own root

cause timeline; (2) on-chain transaction records of attacker wallet fund flows — exported from Etherscan or

Chainalysis Reactor (if licensed) — showing conversion of USR to ETH and any subsequent mixer or bridge activity;

(3) third-party forensic reports from Peckshield, Blocksec, or equivalent firms as they are published, saved as PDFs

with retrieval date noted, since these may be updated or corrected as analysis matures; (4) any law enforcement or

regulatory filings referencing this incident, which may contain attribution data not yet public.

Detection Guidance

Organizations operating DeFi protocols or monitoring blockchain-based treasury assets should treat anomalous

mint event volume as a primary detection signal. Specifically: monitor on-chain event logs for mint function calls

that exceed baseline volume thresholds within a single block or transaction sequence; alert on any mint

transaction not accompanied by a corresponding collateral deposit event of equivalent value; flag wallet

addresses that mint large volumes and immediately route tokens to decentralized exchanges or swap

aggregators, as this swap-to-ETH pattern is consistent with value extraction following unauthorized minting.

For security teams with blockchain monitoring capabilities, review transaction history associated with the Resolv

protocol contract addresses for the period immediately preceding public disclosure. Pre-exploitation

reconnaissance often involves small test transactions against target functions. On-chain analytics platforms

(Chainalysis, Nansen, Arkham) may publish attribution and flow analysis as the incident matures; those

disclosures should be incorporated into threat intelligence feeds.

For organizations without direct DeFi exposure, the relevant detection question is whether your security

operations center has visibility into treasury or finance team activity involving DeFi platforms. Audit whether

financial systems or wallets connected to organizational assets have any authorized integration with Resolv or

similar protocols. If no authorized integration exists and such traffic is observed, treat it as a high-priority



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-STY-2026-0033
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-03-29 18:41 UTC Page 7SCC-STY-2026-0033

anomaly.

For organizations without direct blockchain monitoring: audit your finance and treasury team's authorized

vendors and platforms; request confirmation that no Resolv integration exists in payment systems, treasury

management platforms, or approved stablecoin holdings. Cross-reference DeFi protocol dependency lists

maintained by your third-party risk team.

Policy gap to audit: verify that your third-party risk program includes DeFi protocol dependencies and that smart

contract audit requirements are defined for any protocol holding or handling organizational funds.

Framework Mappings

MITRE-ATTACK

• T1565.001 — Stored Data Manipulation

• T1657 — Financial Theft

• T1190 — Exploit Public-Facing Application

NIST-800-53R5

• CA-8 — Penetration Testing

• RA-5 — Vulnerability Monitoring and Scanning

• SC-7 — Boundary Protection

• SI-2 — Flaw Remediation

• SI-7 — Software, Firmware, and Information Integrity

• AC-3 — Access Enforcement

• SI-10 — Information Input Validation

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

• A03:2021 — Injection

CIS-V8

• 6.1

• 6.2

• 16.10

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

ISO-27001-2022

• A.8.26 — Application security requirements

• A.8.8 — Management of technical vulnerabilities
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MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1565.001 Stored Data Manipulation Impact

T1657 Financial Theft Impact

T1190 Exploit Public-Facing Application Initial-Access

Sources

Source URL Tier

Hacker walks away with
$24.5 million after
breaching Resolv DeFi
...

https://therecord.media/hacker-breaches-resolv-defi-25-million T3

Resolv's $23m hack
highlights DeFi risk
management struggle

https://www.dlnews.com/articles/defi/resolv-hack-highlights-defi-ri... T3

Resolv hacker sits on
$25M loot as DeFi
protocols assess losses

https://cryptorank.io/news/feed/bf3af-resolv-hacker-defi-protocols-... T3

Resolv's $23m hack
highlights DeFi risk
management struggle

https://finance.yahoo.com/markets/crypto/articles/resolv-23m-hack-h... T3

$25 Million Drained
Through USR
Stablecoin Vulnerability

https://www.mexc.com/news/973974 T3
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