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I Executive Summary

The City of Foster City, California suffered a ransomware attack that suspended non-emergency municipal
services while emergency operations continued, with investigations ongoing to determine whether resident
data was exfiltrated. City officials considered declaring a state of emergency to access financial recovery
resources, signaling the operational and fiscal severity ransomware imposes on local governments. This
incident reinforces a well-documented pattern: under-resourced municipal IT environments remain
high-value targets for ransomware operators, and the downstream impact on public services carries
consequences that extend well beyond IT recovery timelines.

I Technical Analysis

The Foster City ransomware incident follows the canonical local government attack pattern documented across
CISA advisories and SLTT (State, Local, Tribal, Territorial) threat reporting. While the specific ransomware
variant and threat actor remain unconfirmed as of available reporting, the MITRE ATT&CK techniques
associated with this incident map to four core behaviors: data encryption for impact (T1486), phishing-based
initial access (T1566), valid account abuse (T1078), and inhibiting system recovery (T1490). These techniques
collectively describe a ransomware deployment chain that is consistent with affiliates operating under
ransomware-as-a-service (RaaS) models, where initial access is frequently obtained through phishing or
exploitation of exposed remote access services such as RDP or VPN endpoints, followed by credential
harvesting, lateral movement, and pre-encryption actions to disable backups and shadow copies. The city's
public communications confirmed service disruption and acknowledged an ongoing investigation into potential
data access or exfiltration, which suggests the incident may involve a double-extortion model, though this has
not been publicly confirmed. The decision to consider a state of emergency declaration is notable: it reflects a
governance-level response that municipalities increasingly must plan for, as emergency declarations can unlock
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FEMA Public Assistance funding and accelerate procurement of incident response services. From an industry
perspective, CISA's #StopRansomware advisories and the MS-ISAC consistently identify local governments as
high-frequency targets due to legacy infrastructure, limited security staffing, and fragmented patch
management. The Foster City incident does not present novel TTPs; its significance lies in its confirmation that
mid-size California municipalities remain within active targeting scope.

I Action Checklist

1. Step 1: Assess exposure, audit internet-facing remote access services (RDP, VPN, Citrix) for weak or
reused credentials, unpatched software, and MFA gaps; these represent the most common initial access
vectors in municipal ransomware incidents per CISA guidance.

2. Step 2: Review backup integrity, verify that offline or immutable backups exist, are tested, and cannot
be reached by compromised accounts; T1490 (inhibit system recovery) is a consistent pre-encryption step
that renders recoverable backups the primary recovery lever.

3. Step 3: Validate phishing controls, confirm email security gateways, DMARC/DKIM/SPF configurations,
and user phishing simulation programs are active; T1566 remains the leading initial access technique in
ransomware campaigns targeting government entities per MITRE ATT&CK and MS-ISAC reporting.

4. Step 4: Update incident response playbooks, ensure ransomware-specific IR playbooks include a
trigger threshold for emergency declaration or legal counsel escalation, particularly for organizations
operating critical public services where service disruption has direct community impact.

5. Step 5: Brief leadership on financial exposure, present the fiscal recovery profile of a ransomware
event, including IR retainer costs, forensic investigation, regulatory notification obligations, and potential
FEMA or cyber insurance activation timelines; use the Foster City emergency declaration consideration as
a concrete reference point.

6. Step 6: Monitor for follow-up disclosures, watch for Foster City's official incident updates at fostercity.org
and any California AG data breach notification filings, which would confirm whether PII exfiltration occurred
and trigger cross-sector notification review obligations.

I IR/ Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to external IR firm immediately if your organization lacks in-house forensic capability,
or if Foster City breach notification filings confirm PII exfiltration affecting a material number of
your residents/employees requiring mandatory notification under state law.

Recovery Notes Post-containment: (1) Rebuild internet-facing services (RDP/VPN gateways) on clean
infrastructure from verified backups, not snapshots of compromised systems. (2) Re-validate
all backup integrity after recovery — verify encryption keys are regenerated and stored offline.
(3) Conduct 30-day post-incident review with IR team, legal counsel, and leadership to
document lessons learned, update playbooks, and adjust controls based on attack techniques
observed in Foster City incident (once details are publicly disclosed).
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Forensic Artifacts Windows Event Log Security (event IDs 4624 logon, 4688 process creation, 4720 account
creation, 4732 group modification) and System logs (event 7045 service installation, 1000
application crash) | Windows Registry HKLM\SOFTWARE\Microsoft\Windows
NT\CurrentVersion\Image File Execution Options and
HKLM\SYSTEM\CurrentControlSet\Control\Lsa (audit/authentication settings) | MFT (Master
File Table) and $USN_JOURNAL from affected volumes to detect file encryption/deletion
timestamps | RDP connection history: Windows Registry
HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Authentication\LogonU\SessionData
and %AppData%\Microsoft\Windows\Recent | DNS query logs (/var/log/syslog, Windows DNS
Server logs) and firewall/proxy logs to detect C2 communication or lateral movement | Backup
job logs (Backup Exec, Bacula, Veeam — application-specific) and backup storage device
logs to confirm backup integrity and identify T1490 (inhibit recovery) attack patterns

Per-Action IR Details

Step 1: Assess exposure — audit internet-facing remote access services (RDP, VPN, Citrix) for weak or
reused credentials, unpatched software, and MFA gaps; these represent the most common initial access
vectors in municipal ransomware incidents per CISA guidance.

NIST Phase: Preparation
Reference: NIST 800-61r3 §2.1 (preparation phase — preventive measures and tools)

Controls: NIST IA-2 (authentication), NIST |A-4 (identifier management), NIST SI-2 (patch management), CIS 5.2
(account privilege management), CIS 6.2 (credential access control)

Compensating: Use open-source tools: nmap -p 3389,1194,80,443 to identify RDP/VPN exposure; rdp-sec-check.pl
(free, GitHub) to test RDP cipher strength; manual credential audit via Active Directory Users & Computers export
(Get-ADUser -Filter * -Properties PasswordLastSet | Export-CSV). For MFA gap detection: query AD for users lacking
TOTP-capable group membership; enable Windows credential guard via Group Policy (Computer Configuration >
Administrative Templates > System > Device Guard > Turn On Virtualization Based Security).

Evidence: Capture BEFORE audit: Windows Event Log Security (event 4624 — logon attempts with source IP), RDP
connection history (Windows Registry
HKLM\Software\Microsoft\Windows\CurrentVersion\Authentication\LogonUI\SessionData), and VPN access logs
(application-specific, typically /var/log/openvpn.log or vendor-supplied). Screenshot current Group Policy settings
(gpresult /h report.html) to establish baseline.

Step 2: Review backup integrity — verify that offline or immutable backups exist, are tested, and cannot be
reached by compromised accounts; T1490 (inhibit system recovery) is a consistent pre-encryption step that
renders recoverable backups the primary recovery lever.

NIST Phase: Preparation
Reference: NIST 800-61r3 8§2.1 (tools and resources) and 85.2 (recovery strategies)

Controls: NIST CP-9 (system backup), NIST CP-10 (system recovery and reconstitution), NIST SI-12 (information
handling and retention), CIS 11.2 (data recovery capability), CIS 13.6 (immutable backups)

Compensating: Verify backup isolation manually: confirm backup storage is air-gapped (no network connectivity) or
write-once (WORM) via vendor settings review; test restore of a non-critical system quarterly using documented
procedure (dump to isolated test VM, confirm data integrity via checksums — md5sum or sha256sum on Linux,
Get-FileHash on Windows); maintain backup inventory spreadsheet (system, backup location, last test date,
RPO/RTO) accessible only to backup admin and IR lead; for ransomware-specific testing, simulate encryption of a
backup copy to verify decryption keys are stored separately.

Evidence: Capture BEFORE this step: current backup configuration files (e.g., /etc/bacula/bacula-dir.conf for Bacula,
Backup Exec .bkf metadata), backup job logs (last 6 months), and tape/storage device inventory with disconnection
dates. Document backup admin account privileges (who has access to delete/modify backups). Screenshot WORM
settings on backup storage.
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Step 3: Validate phishing controls — confirm email security gateways, DMARC/DKIM/SPF configurations, and
user phishing simulation programs are active; T1566 remains the leading initial access technique in
ransomware campaigns targeting government entities per MITRE ATT&CK and MS-ISAC reporting.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (preparation) and §3.1 (detection and analysis — phishing vectors)

Controls: NIST AT-2 (security awareness training), NIST AT-3 (role-based security training), NIST SC-7 (boundary
protection), CIS 6.4 (multi-factor authentication), CIS 13.2 (email and web gateway filtering)

Compensating: Validate DMARC/DKIM/SPF: query DNS records (dig example.com TXT, nslookup -type=SPF
example.com); confirm DMARC reject policy via dig example.com TXT | grep DMARC. For email gateway: review mail
logs (postfix: /var/log/mail.log, Exchange: Application event log 1022/1023); manually spot-check 50 phishing test
emails sent via simulated campaign (use free tools: Gophish or King Phisher) and verify gateway blocks them.
Establish user reporting process: dedicated phishing inbox (phishing@domain) with auto-response and forwarding to
security team; train users monthly via short awareness videos (SANS Cyber Aces or free NIST modules).

Evidence: Capture BEFORE this step: email gateway configuration export (mail server rules, spam filter policies),
DMARC/SPF/DKIM records (DNS zone file), phishing simulation campaign results (last 6 months — click rates,
submission rates), and user awareness training completion logs. Preserve a sample phishing email that bypassed
controls (if known incident) in isolated forensic container.

Step 4: Update incident response playbooks — ensure ransomware-specific IR playbooks include a trigger
threshold for emergency declaration or legal counsel escalation, particularly for organizations operating
critical public services where service disruption has direct community impact.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.2 (incident response team and tools), §1.2 (incident response policy)

Controls: NIST IR-1 (incident response policy), NIST IR-8 (incident response plan), NIST CP-2 (contingency plan),
CIS 17.1 (incident response plan), CIS 17.3 (detection and analysis process)

Compensating: Draft ransomware-specific IR playbook with: (1) decision tree for escalation (e.g., if >50% of file
servers encrypted OR payment demand issued, escalate to city manager + legal within 1 hour); (2) role assignments
(IR lead, backup lead, comms officer, legal liaison, finance contact for insurance/FEMA); (3) external contact list (FBI
field office, state AG, cyber insurance provider, forensic vendor retainer agreements); (4) communication templates for
internal (staff status update) and external (public statement) use. Review and sign off quarterly with city manager, legal
counsel, and IT director. Document decision thresholds in plain language (avoid technical jargon for executive
audience).

Evidence: Capture BEFORE this step: current IR playbook version (if exists), previous incident post-mortem
documents (if any), insurance policy documents (cyber liability coverage limits and notification windows), and
FEMA/state emergency response guidelines (California Governor's Office of Emergency Services — GOeS
resources). Document decision authority hierarchy (who approves emergency declaration, who contacts FBI).

Step 5: Brief leadership on financial exposure — present the fiscal recovery profile of a ransomware event,
including IR retainer costs, forensic investigation, regulatory notification obligations, and potential FEMA or
cyber insurance activation timelines; use the Foster City emergency declaration consideration as a concrete
reference point.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.2 (staffing and training — include incident cost modeling)

Controls: NIST IR-1 (incident response policy — includes resource allocation), NIST SI-12 (information handling —
includes disclosure cost obligations), CIS 17.3 (incident communications plan), CIS 1.1 (governance and risk
management)

Compensating: Prepare financial briefing with: (1) cost breakdown — FBI notification (free), legal review (estimate
$5K-$25K internal/external), forensic investigation (CISA/NIST recommend $50K-$200K depending on complexity),
notification/credit monitoring (CA AG § 1798.82 requires notification; cost ~$5-$10/affected resident), IR
retainer/retainers (budget $100K—$500K annually for on-call forensic firm); (2) timeline checklist (notification deadline
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30 days per CA law, FEMA application processing 7—14 days, cyber insurance claim 30—60 days); (3) case study
(Foster City impact: estimated $1M+ total cost including service downtime, staff overtime, forensics, notification, and
recovery infrastructure rebuild). Create one-page decision matrix: 'lf ransomware is detected, financial exposure is
[amount] and emergency declaration becomes economically justified if recovery costs exceed $[threshold].'

Evidence: Capture BEFORE this step: cyber insurance policy declarations page and coverage limits, previous incident
cost estimates (if any), vendor quotes for forensic services (get 2—-3 quotes from firms like Mandiant, CrowdStrike, or
regional providers), and California AG data breach notification requirements (public resource:
oag.ca.gov/privacy/databreach). Document baseline IR staffing costs (hourly rates for IT staff, external counsel,
forensic vendor).

Step 6: Monitor for follow-up disclosures — watch for Foster City's official incident updates at fostercity.org
and any California AG data breach notification filings, which would confirm whether PII exfiltration occurred
and trigger cross-sector notification review obligations.

NIST Phase: Post Incident
Reference: NIST 800-61r3 84 (post-incident activities) and §3.2 (documentation and evidence handling)

Controls: NIST IR-6 (incident reporting), NIST IR-5 (incident monitoring and analysis), NIST SI-12 (information
handling and retention), CIS 17.1 (incident response plan), CIS 17.3 (incident communications — public disclosure)

Compensating: Establish external monitoring: (1) subscribe to Foster City press/news alerts (Google Alerts for 'Foster
City ransomware' OR 'Foster City cyber'); (2) check California AG breach notification database monthly
(oag.ca.gov/privacy/databreach/natification) for Foster City filings — filings must occur within 30 days of discovery
under CA 8 1798.82; (3) monitor CISA alerts (subscribe to CISA Alerts RSS feed), MS-ISAC (subscribe to State IT
Threat Bulletin), and FBI FLASH notices for municipal ransomware patterns; (4) track public disclosures on
ransomware gang sites (check weekly via RSS aggregator, do NOT pay or contact threat actors); (5) maintain incident
timeline log of all external disclosures and cross-reference with internal timeline to identify data exfiltration indicators (if
threat actor publishes stolen Foster City files, confirms exfiltration). Escalate any Foster City disclosure to your
organization's cyber insurance carrier and legal counsel within 24 hours of discovery.

Evidence: Capture BEFORE this step: baseline list of known ransomware gang leak sites (maintained by CISA and
cybersecurity researchers — do not bookmark or access directly; use reputable threat intel feeds instead), Foster City
contact information for breach notification queries (legal department, IT director), and your organization's notification
decision tree (when is your organization required to notify, vs. when is notification optional). Archive all external
disclosures (screenshots, URL + timestamp, full text) in immutable storage (read-only shared drive or dedicated breach
monitoring repository).

I Detection Guidance

Given the TTPs mapped to this incident, security teams should prioritize the following detection and hunting
activities. For T1566 (phishing): review email gateway logs for messages with credential-harvesting URLs or
macro-enabled attachments delivered in the 30 days preceding any anomalous authentication events. For
T1078 (valid accounts): hunt for authentication anomalies including off-hours logins, logins from unusual
geolocations or ASNs, and accounts authenticating to multiple systems in compressed timeframes, particularly
service accounts and privileged accounts. For T1486 (data encryption): monitor endpoint detection for
high-volume file rename or extension-change events, especially outside business hours; ransomware
deployment typically produces detectable file I/O spikes. For T1490 (inhibit system recovery): alert on
command-line execution of vssadmin delete shadows, wbadmin delete catalog, bcdedit /set recoveryenabled
no, or equivalent PowerShell equivalents; these are near-universal pre-encryption steps. Additionally, audit
Group Policy Objects for unauthorized changes, review RDP and VPN authentication logs for brute-force
patterns or credential stuffing indicators, and verify that privileged account activity is captured in a SIEM with
retention sufficient to support incident analysis (minimum 90 days recommended; verify against your
organization's regulatory requirements) in the event of delayed detection. For organizations using the NIST
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CSF, this incident highlights gaps most commonly found in the Protect (PR.AC identity management, PR.IP
backup management) and Detect (DE.CM continuous monitoring) function areas.

I Framework Mappings

MITRE-ATTACK

e T1486 — Data Encrypted for Impact
e T1566 — Phishing

e T1078 — Valid Accounts

e T1490 — Inhibit System Recovery

NIST-800-53R5

¢ CP-9 — System Backup

¢ CP-10 — System Recovery and Reconstitution
e AT-2 — Literacy Training and Awareness

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

* SI-3 — Malicious Code Protection

e Sl-4 — System Monitoring

e SI-8 — Spam Protection

e AC-2 — Account Management

¢ AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management

¢ |R-4 — Incident Handling

e SC-13 — Cryptographic Protection

NIST-CSF-2
¢ RS.MI-01 — Incidents are contained
HIPAA-SECURITY

e 164.308(a)(7)(ii)(A) — Data Backup Plan
e 164.308(a)(5)(i) — Security Awareness and Training
* 164.312(e)(1) — Transmission Security

ISO-27001-2022

¢ A.5.29 — Information security during disruption
¢ A.5.34 — Privacy and protection of personal information

¢ A.8.24 — Use of cryptography
CIS-Vv8

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks
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MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1486 Data Encrypted for Impact Impact
T1566 Phishing Initial-Access
T1078 Valid Accounts Defense-Evasion
T1490 Inhibit System Recovery Impact
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