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I Executive Summary

Google's Android 17 Beta 2 introduces a platform-level control under Advanced Protection Mode that
restricts accessibility APl access exclusively to declared accessibility tools, automatically revoking
permissions from non-qualifying apps when the mode is active. This directly closes an attack surface that
banking trojans such as Anatsa and the Cerberus lineage have exploited for years to conduct overlay
attacks, keylogging, and credential theft on Android devices. The change signals a broader industry shift
toward OS-enforced least-privilege controls, and organizations managing Android fleets or handling
mobile banking and sensitive data should begin assessing how this control fits into their mobile security
posture.

I Technical Analysis

The Android Accessibility Services API has been a persistent exploitation vector on Android because it grants
approved apps broad permissions to observe and interact with on-screen content, intercept keystrokes, display
overlays, and programmatically trigger Ul actions. Malware families including Anatsa (also tracked as TeaBot),
the Cerberus lineage, and various credential-stealing and spyware tools have abused this API extensively,
typically by disguising themselves as utility or performance apps to obtain accessibility permissions, then using
those permissions to conduct overlay-based credential theft (T1416), keylogging (T1417), Ul interaction
interception (T1516), notification access abuse (T1517), and in some cases dynamic permission escalation
(T1629). The attack pattern is well-mapped in MITRE ATT&CK for Mobile: adversaries request
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legitimate-seeming accessibility grants, then abuse the permission set far beyond the declared purpose, a
textbook instance of CWE-272 (Least Privilege Violation) and CWE-284 (Improper Access Control).

Android 17 Beta 2's enforcement mechanism under Advanced Protection Mode (AAPM) addresses this by
binding accessibility API access to a declared-purpose criterion: only apps that identify as genuine accessibility
tools retain permission. When AAPM is toggled on, existing grants to non-qualifying apps are revoked without
requiring user action. This is a meaningful architectural departure from the prior model, where permission
revocation required manual user intervention and user awareness of the abuse vector.

The control is opt-in and currently in beta, which introduces two important caveats. First, the enforcement scope
and final behavior may change before general availability, security teams should not treat this as a shipped,
stable control and should monitor Google's official Android release notes for GA confirmation. Second, the
restriction creates a legitimate ecosystem disruption: automation and productivity tools in the Tasker class, and
some developer utilities, rely on accessibility APIs for non-malicious purposes. Android Authority and Android
Police both report that apps such as Tasker are affected under Beta 2. This usability trade-off will require
ecosystem adaptation, either through reclassification pathways Google may introduce, or through developers
adopting alternative APIs where available.

For enterprise security teams, the story here is not a new vulnerability but a platform-level control closing a
well-documented gap. Mobile threat defense (MTD) tooling and MDM policies that currently flag accessibility
permission abuse will need to be re-evaluated once AAPM is in GA: the platform itself will enforce what
previously required behavioral detection. The more significant question for security operations is whether AAPM
will be enforced at scale in managed Android deployments, and what the rollout timeline and management API
support will look like for enterprise MDM platforms.

I Action Checklist

1. Assess mobile fleet exposure: inventory Android devices in your environment and identify which OS
versions are in use; flag devices not on a path to Android 17 as continuing to carry this attack surface
unmitigated by this control.

2. Review MDM and MTD coverage: confirm whether your mobile device management and mobile threat
defense tooling currently detects accessibility APl abuse; determine whether those detections will remain
necessary post-AAPM GA or whether platform enforcement creates gaps in your detection logic.

3. Evaluate AAPM enablement feasibility: assess whether Advanced Protection Mode is appropriate for
high-risk user populations (executives, finance, privileged account holders) in your environment, and
identify any legitimate apps in your approved software catalog that rely on accessibility APls and would be
affected.

4. Update mobile threat model: incorporate the MITRE ATT&CK for Mobile techniques addressed by this
control (T1417, T1516, T1517, T1629) and document that platform-level mitigation is in progress but not
yet at GA; maintain existing detective controls until GA is confirmed.

5. Monitor Google's official Android release communications for GA timeline, final AAPM enforcement
scope, and enterprise MDM API support, do not make posture changes based on beta behavior, which
remains subject to change.

I IR/ Forensic Enrichment
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Triage Priority STANDARD
Escalation Criteria Escalate to CISO and mobile security leadership if >30% of mobile fleet cannot reach Android

17 within 18 months of AAPM GA, or if accessibility-dependent legitimate apps cannot be
remediated before AAPM enforcement begins.

Recovery Notes Once Android 17 AAPM reaches GA and enforcement scope is confirmed, update detection
rules to de-prioritize accessibility API abuse signals on enrolled devices (moving to lower alert
threshold or informational status). Maintain existing detective controls at full sensitivity for
non-17 devices and for detection of circumvention attempts (e.g., apps requesting
accessibility permissions on pre-17 Android or attempting to re-enable revoked permissions).
Conduct post-deployment hunting for any accessibility-dependent apps that re-appear in user
inventories after AAPM enforcement begins, as these indicate either user workarounds or
unapproved software.

Forensic Artifacts Android logcat (adb logcat): accessibility service installation, permission grant/revoke events,
and app crash logs related to accessibility API calls (adb logcat | grep -i accessibility) |
/data/system/packages.xml: system record of app permission grants/revocations, accessible
via Android backup or forensic imaging | MDM/MTD enrollment and detection logs: historical
accessibility APl abuse alerts, remediation timestamps, and device compliance status
transitions | Google Play Store install/update history: device-level record of app versions and
permission changes, accessible via Google Takeout or MDM reporting | Android System
Settings backup files: snapshot of enabled accessibility services and app permissions,
captured before/after AAPM activation for comparison

Per-Action IR Details

Assess mobile fleet exposure: inventory Android devices in your environment and identify which OS versions
are in use; flag devices not on a path to Android 17 as continuing to carry this attack surface unmitigated by
this control.

NIST Phase: Preparation
Reference: NIST 800-61r3 §2.1 (Preparation phase: tools and resources)

Controls: NIST 800-53 IA-3 (Device Identification and Authentication), NIST 800-53 CM-8 (Information System
Component Inventory), CIS Mobile vl 3.1 (Maintain Inventory of Mobile Devices)

Compensating: Without MDM: export device list from Active Directory (for work profiles) using “dsquery computer
-name * > devices.txt'; cross-reference with mobile carrier invoices and employee device declarations; manually
categorize by OS version using spreadsheet. For Android-specific data, query Google Play Console Device Catalog
API (free tier) or use ADB inventory script: “adb devices && adb shell getprop ro.build.version.release™ across tethered
devices.

Evidence: Capture baseline device inventory timestamp, OS version distribution snapshot, and MDM enrollment
records (if available) before any policy changes. Preserve MDM audit logs showing device compliance status. If no
MDM, photograph/screenshot device settings pages (Settings > About Phone > Android Version) for audit trail.

Review MDM and MTD coverage: confirm whether your mobile device management and mobile threat defense
tooling currently detects accessibility APl abuse; determine whether those detections will remain necessary
post-AAPM GA or whether platform enforcement creates gaps in your detection logic.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2 (Detection and Analysis: data acquisition and log review)

Controls: NIST 800-53 SI-4 (Information System Monitoring), NIST 800-53 AU-12 (Audit and Accountability), CIS
Mobile v1 2.2 (Enable Mobile Threat Defense)

Compensating: Without MTD/MDM: monitor Android System Event Log for accessibility service grants using “adb
shell dumpsys accessibility” to list active accessibility services; correlate against approved list. Enable logcat filtering
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for accessibility events: “adb logcat | grep -i 'accessibility\|AccessibilityService". Review app permissions via Settings >
Apps > Permissions > Accessibility and photograph monthly for change detection. Use free OWASP MobSF (Mobile
Security Framework) to scan apps in your catalog for accessibility API usage in source code.

Evidence: Baseline current detection rules/signatures for accessibility APl abuse from MTD/MDM logs. Export 90-day
historical detections of accessibility service anomalies. Capture approved accessibility app whitelist with version
numbers. Preserve MTD/MDM configuration exports showing current detection scope before AAPM GA.

Evaluate AAPM enablement feasibility: assess whether Advanced Protection Mode is appropriate for high-risk
user populations (executives, finance, privileged account holders) in your environment, and identify any
legitimate apps in your approved software catalog that rely on accessibility APIs and would be affected.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.3 (Preparation: security testing and quality assurance)

Controls: NIST 800-53 AC-2 (Account Management), NIST 800-53 AC-6 (Least Privilege), CIS Mobile v1 1.1 (Enable
Mobile Device Password/PIN)

Compensating: Conduct manual app dependency audit: for each app in approved catalog, check Settings >
Accessibility while app is running to see if it requests accessibility permission. Document with screenshots. Contact
app vendors directly requesting whether accessibility API is required for core functionality (not just optional features).
Create two user segments: high-risk (no accessibility-dependent apps) and standard (acceptable accessibility
dependency) using spreadsheet risk matrix. Test AAPM in staging with pilot group (5-10 executives) before fleet
rollout.

Evidence: Capture baseline app permission manifests (via APK decompilation or vendor documentation) for all
accessibility-dependent apps. Document user roles and device assignments. Preserve AAPM settings documentation
and any beta test results from pilot group. Screenshot current app permissions on representative devices before AAPM
activation.

Update mobile threat model: incorporate the MITRE ATT&CK for Mobile techniques addressed by this control
(T1417, T1516, T1517, T1629) and document that platform-level mitigation is in progress but not yet at GA,;
maintain existing detective controls until GA is confirmed.

NIST Phase: Preparation

Reference: NIST 800-61r3 8§2.1 (Preparation: tools and resources; threat assessment)

Controls: NIST 800-53 RA-3 (Risk Assessment), NIST 800-53 PM-12 (Insider Threat Program), CIS Controls v8 1.1
(Govern Inventory of Software Assets)

Compensating: Without formal threat modeling tools: create spreadsheet mapping MITRE Mobile techniques (T1417
Input Injection, T1516 Input Injection via Accessibility, T1517 Input Injection via System Event, T1629 Accessibility
Service Abuse) to your current detective controls. Mark each as 'mitigated by AAPM-GA (pending)' or 'retained (legacy
Android versions)'. Update your IR playbooks to reference Android 17 AAPM as an emerging compensating control.
Document assumption: AAPM enforcement will reduce but not eliminate need for accessibility API abuse detection on
non-17 devices.

Evidence: Preserve current threat model version and date. Capture screenshots of MITRE ATT&CK Mobile framework
pages for T1417, T1516, T1517, T1629 with notes on current detection coverage. Document existing detection rule
logic (even if text-based) that would become partially redundant post-AAPM-GA. Baseline current incident frequency
for accessibility-related attacks if available from MTD/EDR logs.

Monitor Google's official Android release communications for GA timeline, final AAPM enforcement scope,
and enterprise MDM API support, do not make posture changes based on beta behavior, which remains
subject to change.

NIST Phase: Post Incident
Reference: NIST 800-61r3 84.4 (Post-Incident Activities: lessons learned and follow-up)

Controls: NIST 800-53 CA-7 (Continuous Monitoring), NIST 800-53 SI-3 (Malware Protection), CIS Mobile v1 2.1
(Ensure Latest Mobile Security Updates)
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Compensating: Without security subscriptions: subscribe to Android Security & Privacy Year in Review blog (official
Google source), Android Security Bulletin RSS feed, and NIST NVD Mobile CVE feed. Add calendar reminders
quarterly to review official Android release notes and Google Play Protect documentation. Create internal tracking
spreadsheet logging AAPM beta changes, GA announcement date, and enforcement scope. Assign responsibility to
mobile security lead to notify CISO 90 days before planned AAPM fleet deployment so IR playbooks can be updated.

Evidence: Archive baseline AAPM Beta 2 behavior documentation and official enforcement scope as of threat analysis
date (2026-03-04). Document current detection rule set and control dependencies. Preserve email notifications or RSS
feed snapshots from official Google channels confirming GA timeline when announced. Create audit trail of playbook
version updates tied to Android release milestones.

I Detection Guidance

Until Android 17 AAPM reaches general availability, accessibility APl abuse remains an active detection target
on Android devices. Security teams should focus on the following:

Mobile Threat Defense telemetry: Review MTD alerts for apps that hold accessibility service permissions but are
not declared accessibility tools. Flag any app that requested accessibility permissions post-install or that holds
permissions inconsistent with its declared function.

MDM policy audit: Pull a report of all apps on managed devices that have been granted accessibility
permissions. Cross-reference against your approved software catalog. Any grant outside the catalog warrants
investigation.

Behavioral indicators: Accessibility abuse by banking trojans typically presents as apps that request accessibility
permissions shortly after installation, display overlays on banking or authentication apps, or show unusual
foreground service activity coinciding with financial app usage. Look for processes maintaining persistent
foreground services with accessibility grants on devices that have banking or payment apps installed.

Log sources to review: Android enterprise audit logs via your MDM platform, MTD event logs for T1417 (input
capture) and T1516 (input injection) detections, and any SIEM ingesting mobile event data.

Post-AAPM GA: Once the control ships, hunting focus should shift to detecting attempts to bypass AAPM itself,
including social engineering users to disable AAPM, sideloading apps that misrepresent their accessibility
purpose, or exploitation of any reclassification pathway Google introduces. Monitor for AAPM state changes on
managed devices via MDM compliance policies.

I Framework Mappings

MITRE-ATTACK

e T1627 — Execution Guardrails

* T1406 — Obfuscated Files or Information
e T1418 — Software Discovery

e T1516 — Input Injection

e T1417 — Input Capture

e T1629 — Impair Defenses

e T1517 — Access Notifications

OWASP-TOP10-2021
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e A01:2021 — Broken Access Control
NIST-800-53R5

e AC-6 — Least Privilege

¢ AC-3 — Access Enforcement
CIS-V8

e 54
- 6.8
e 6.1
e 6.2
¢ 6.3 — Require MFA for Externally-Exposed Applications

SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

HIPAA-SECURITY

e 164.312(a)(1) — Access Control
e 164.312(d) — Person or Entity Authentication

I MITRE ATT&CK Mapping

Technique ID Technigue Name Tactic
T1627
T1406
T1418
T1516
T1417
T1629

T1517

I Sources

Source

Security News https://thehackernews.com/2026/03/android-17-blocks-non-accessibili... T3
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Source URL Tier
Android 17 Beta 2 starts https://www.androidauthority.com/android-17-beta-2-advanced-protect... T3
clamping down on apps
that ...
Android 17 Beta 2 https://android.gadgethacks.com/news/android-17-beta-2-blocks-popul... T3

Blocks Popular
Automation Apps

Android 17 will protect https://www.androidpolice.com/advanced-protection-mode-android-17-b... T3
you from apps that
deceptively gain ...

Android 17 Beta 2 starts https://www.reddit.com/r/Android/comments/1rsv6cc/android_17_beta_2... T3
clamping down on apps
that ...
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