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I Executive Summary

Third-party brokers are systematically routing commercial spyware (including tools reported to be linked
to NSO Group and Intellexa per media sources) to buyers who would fail direct vendor due diligence or
government export licensing review. Regulatory enforcement stops at the first transaction; actual
deployment happens two or more intermediary steps downstream, outside visibility. Organizations face
elevated supply chain and insider threat risk from spyware that may reach employees, executives, or
vendors regardless of whether the organization itself isa sanctioned target.

I Technical Analysis

This item describes a structural enforcement gap in commercial spyware export controls, not a discrete software
vulnerability. No CVE exists; no NVD record is available. Reporting is sourced from Dark Reading (T3 media);
the underlying research is not directly accessible in the supplied data. Recommendations are based on
established spyware analysis frameworks (MITRE ATT&CK, CWE) but should be treated as indicative pending
primary-source confirmation from government export control bodies or peer-reviewed academic sources.
Relevant CWE mappings reflect the underlying weakness classes: CWE-494 (Download of Code Without
Integrity Check) applies to spyware delivery chains where payload integrity is not validated at device level;
CWE-668 (Exposure of Resource to Wrong Sphere) applies to data exfiltration pathways where device data
reaches unauthorized third-party infrastructure; CWE-284 (Improper Access Control) applies to unauthorized
device compromise enabling persistent access. MITRE ATT&CK techniques span the full mobile and endpoint
spyware kill chain: initial access via phishing (T1566) and trusted relationships (T1199), supply chain
compromise (T1195), exploitation for client execution (T1203), credential and input capture (T1056.001), system
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information discovery (T1082), valid account abuse (T1078), screen capture (T1113), audio capture (T1123),
location tracking (T1430), network connection discovery (T1421), exfiltration over web service (T1567), domain
fronting (T1090.004), and subversion of trust controls (T1553).

I Action Checklist

1. Step 1: Containment. [Procurement/GRC Lead] Inventory all third-party software vendors, resellers, and
managed service providers in your supply chain and audit chain-of-custody documentation. [IT/Security
Lead] Flag and quarantine endpoint agents from vendors with opaque licensing chains pending
procurement verification. Document which vendors have been verified and which require further review.

2. Step 2: Detection. Review endpoint telemetry for behavioral indicators consistent with commercial
spyware: unexpected kernel-level process injection, anomalous outbound connections to unfamiliar
infrastructure (particularly via domain fronting or proxy chains matching T1090.004), and
microphone/camera access events outside approved application scope. On mobile device management
platforms, audit for unauthorized profiles or device supervision certificates (T1553). Check for unexplained
use of valid credentials from unusual geolocations or times (T1078).

3. Step 3: Eradication. For any confirmed or suspected spyware deployment: isolate the affected device
immediately, preserve forensic image before remediation, and remove unauthorized profiles, certificates,
or agent software. Revoke and rotate credentials associated with the affected device. Engage your
MDM/EDR vendor for platform-specific removal guidance; device owner self-remediation is not sufficient
for spyware removal.

4. Step 4: Recovery. After remediation, validate that no persistent access mechanisms remain by
re-imaging affected endpoints where feasible. Monitor previously affected accounts for 30 days for
anomalous access patterns. Confirm outbound traffic from remediated devices no longer contacts
previously flagged infrastructure. Revalidate any third-party vendor certificates or device profiles reinstated
post-cleanup.

5. Step 5: Post-Incident. Conduct a supply chain trust review against CIS Benchmark guidance and NIST
SP 800-161 (supply chain risk management). Document which vendor relationships lacked adequate
chain-of-custody transparency. Update third-party risk assessments to include spyware-as-a-service as an
explicit threat vector. Review insider threat program scope to include scenarios where an employee device
is compromised without employee awareness or consent.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to legal counsel and executive leadership if spyware indicators are
confirmed on a device belonging to an executive, attorney, HR personnel, or any employee
with access to PII/PHI/NPI — confirmed commercial spyware deployment against such
individuals may trigger breach notification obligations under GDPR, CCPA, HIPAA, or state
privacy laws, and any internal investigation must be structured to preserve legal privilege from
the outset.
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Recovery Notes Re-image rather than restore from backup for all confirmed spyware-affected devices, as
Pegasus and Predator-class implants have demonstrated persistence through backup
restoration cycles. Monitor all previously affected accounts and any accounts that
authenticated from the same device for a minimum of 30 days, specifically watching for OAuth
token reuse, lateral movement via Pass-the-Hash or Pass-the-Ticket, and re-emergence of
outbound connections to previously flagged broker infrastructure. Revalidate every third-party
certificate and MDM profile reinstated post-cleanup against a cryptographic hash baseline
before returning devices to production use.

Forensic Artifacts MVT (Mobile Verification Toolkit) scan output against full iOS backup or Android filesystem
dump — MVT checks for known Pegasus and Predator IOCs including C2 domain lookups,
DataUsage.sglite anomalies, and process crash logs associated with zero-click exploit
delivery | macOS/iOS TCC database at ‘/Library/Application Support/com.apple. TCC/TCC.db'
— records every application granted microphone, camera, contacts, or location access, with
timestamps; unauthorized grants outside your MDM-approved app list are a primary
behavioral indicator of commercial spyware | MDM enrollment audit log and configuration
profile history — captures installation and removal timestamps, certificate Subject DN and
issuer chain for all profiles; unauthorized supervision certificates or profiles signed by
unknown intermediary CAs are a hallmark of Predator and similar broker-distributed spyware |
Windows Sysmon Event ID 8 (CreateRemoteThread) and Event ID 10 (ProcessAccess) logs
— documents kernel-level process injection attempts; filter on target processes Isass.exe,
svchost.exe, and browser processes which are common injection targets for spyware
credential harvesting modules | Firewall and DNS egress logs for the 72-hour window prior to
detection — commercial spyware C2 infrastructure used by NSO and Intellexa broker
networks frequently uses domain fronting (T1090.004) and fast-flux DNS; preserve raw DNS
query logs from the resolver (not just firewall allow/deny) to reconstruct the full C2
communication timeline

Per-Action IR Details

Step 1: Containment — Inventory all third-party software vendors, resellers, and managed service providers
in your supply chain. Flag any vendor relationships where the ultimate software origin or licensing chain is
opaque. Restrict or quarantine endpoint agents from unverified intermediary vendors pending review.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy

Controls: NIST IR-4 (Incident Handling), NIST SA-12 (Supply Chain Protection), NIST CM-7 (Least Functionality), CIS
1.1 (Establish and Maintain Detailed Enterprise Asset Inventory), CIS 2.1 (Establish and Maintain a Software
Inventory)

Compensating: Export your MDM enrollment list and cross-reference against your vendor contract register using a
spreadsheet diff. For endpoint agents, run 'wmic product get name,vendor,version' (Windows) or 'pkgutil --pkgs'
(macOS) across managed hosts via a free RMM trial or PSExec batch script. Flag any vendor where the software
publisher name in Add/Remove Programs does not match the contracted entity name — a common artifact of
reseller-chain obfuscation used by Intellexa and NSO Group distribution networks.

Evidence: Before quarantining any endpoint agent: capture the full software inventory export from your MDM/RMM
platform, preserving vendor name, publisher certificate subject, and installation timestamp. On Windows, export
'HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall' and
'HKLM\SOFTWARE\WOW6432Node\Microsoft\Windows\CurrentVersion\Uninstall' registry hives. On macOS, collect
'Ivar/db/receipts/' and '/Library/Receipts/' for installed package metadata. Document the full vendor contract chain for
each flagged agent — this chain-of-custody record is your baseline for the supply chain trust review in Step 5.

Step 2: Detection — Review endpoint telemetry for behavioral indicators consistent with commercial spyware:
unexpected kernel-level process injection, anomalous outbound connections to unfamiliar infrastructure
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(particularly via domain fronting or proxy chains matching T1090.004), and microphone/camera access events
outside approved application scope. On mobile device management platforms, audit for unauthorized profiles
or device supervision certificates (T1553). Check for unexplained use of valid credentials from unusual
geolocations or times (T1078).

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2 — Detection and Analysis

Controls: NIST SI-4 (System Monitoring), NIST AU-2 (Event Logging), NIST AU-6 (Audit Record Review, Analysis,
and Reporting), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs)

Compensating: Deploy Sysmon with SwiftOnSecurity's config (github.com/SwiftOnSecurity/sysmon-config) and hunt
Event ID 8 (CreateRemoteThread) and Event ID 10 (ProcessAccess) for kernel-level injection consistent with
Pegasus/Predator implant staging. For domain fronting (T1090.004), run Zeek or Wireshark on egress and filter for
TLS SNI mismatches against HTTP Host headers — a hallmark of commercial spyware C2. On macOS/iOS-adjacent
MDM, use 'ideviceinfo' from libimobiledevice to enumerate supervision certificates and configuration profiles on
enrolled devices. For credential anomalies (T1078), parse authentication logs: on Windows query Security Event Log
for Event ID 4624 (Logon) and 4648 (Explicit Credential Use) filtering on logon type 3 or 10 from unexpected source
IPs.

Evidence: Capture before any remediation: Sysmon EVTX logs (specifically channels
Microsoft-Windows-Sysmon/Operational), Windows Security Event Log filtered for EIDs 4624, 4648, 4688, 4697
(service installation — used by some spyware persistence mechanisms), and 7045 (new service). On macOS, collect
'Iprivate/var/log/system.log', Unified System Log via 'log collect --last 72h', and TCC database at '/Library/Application
Support/com.apple. TCC/TCC.db' for unauthorized microphone/camera access grants. On mobile MDM, export the full
profile list and certificate trust store before any profile removal — these are ephemeral and will be lost after eradication.

Step 3: Eradication — For any confirmed or suspected spyware deployment: isolate the affected device
immediately, preserve forensic image before remediation, and remove unauthorized profiles, certificates, or
agent software. Revoke and rotate credentials associated with the affected device. Engage your MDM/EDR
vendor for platform-specific removal guidance — do not rely on self-remediation by the device owner.

NIST Phase: Eradication
Reference: NIST 800-61r3 §3.4 — Eradication and Recovery

Controls: NIST IR-4 (Incident Handling), NIST IA-4 (Identifier Management), NIST AC-2 (Account Management), NIST
SI-3 (Malicious Code Protection), NIST SI-7 (Software, Firmware, and Information Integrity), CIS 6.2 (Establish an
Access Revoking Process)

Compensating: For mobile devices where a full EDR agent is unavailable, perform forensic acquisition using
Cellebrite UFED Physical Analyzer (commercial) or the free MVT (Mobile Verification Toolkit) from Amnesty
International's Security Lab — MVT was specifically built to detect Pegasus and Predator indicators and processes iOS
backups and Android filesystem dumps for known NSO/Intellexa I0Cs. For credential revocation without an enterprise
IAM: immediately disable the account in Active Directory ('Disable-ADAccount’), force a Kerberos ticket purge ('klist
purge' on the affected host), and invalidate any OAuth refresh tokens via your identity provider's admin console. Do
NOT allow the device owner to self-remediate — commercial spyware at this sophistication level (Pegasus, Predator)
has documented persistence mechanisms that survive user-initiated resets.

Evidence: Before eradication: acquire a full forensic image using dd (Linux/macOS) or FTK Imager (free, Windows) for
laptops. For mobile, run MVT against a full iTunes/iCloud backup ('mvt-ios check-backup') and preserve the raw
backup directory. Collect the MDM enrollment record, all installed configuration profiles (‘profiles list' on macOS/iOS),
and the certificate trust store. Hash all collected artifacts with SHA-256 before proceeding. Document the specific
unauthorized certificate Subject DN and issuer chain — this is your chain-of-custody anchor and may be required for
regulatory notification or law enforcement referral.

Step 4: Recovery — After remediation, validate that no persistent access mechanisms remain by re-imaging
affected endpoints where feasible. Monitor previously affected accounts for 30 days for anomalous access
patterns. Confirm outbound traffic from remediated devices no longer contacts previously flagged
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infrastructure. Revalidate any third-party vendor certificates or device profiles reinstated post-cleanup.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery

Controls: NIST IR-4 (Incident Handling), NIST CP-10 (System Recovery and Reconstitution), NIST AU-6 (Audit
Record Review, Analysis, and Reporting), NIST SI-7 (Software, Firmware, and Information Integrity), CIS 7.2
(Establish and Maintain a Remediation Process)

Compensating: Re-image from a known-good, vendor-signed OS image rather than restoring from backup —
commercial spyware like Pegasus has demonstrated kernel-level persistence that survives backup restoration.
Post-reimaging, deploy osquery with a query targeting outbound connections ('SELECT * FROM
process_open_sockets WHERE remote_port NOT IN (80,443) OR remote_address NOT IN (SELECT address FROM
known_good_infrastructure)') to validate C2 silence. For the 30-day account monitoring window without a SIEM,
schedule a daily cron job or scheduled task to export and diff authentication logs against the baseline captured during
detection, alerting on any new source IP or off-hours logon for the affected account. Use Sigma rule
'proc_creation_win_spyware_recontact' patterns as a reference to build manual grep filters against collected logs.
Evidence: Post-remediation validation artifacts to preserve: netflow or firewall egress logs for 30 days post-reimaging
showing the remediated device's outbound connection profile — absence of previously flagged infrastructure
IPs/domains is your clearance indicator. Re-run MVT against the fresh enrollment to confirm clean baseline. Preserve
the MDM profile audit log showing profile removal timestamp and reinstated profile certificate fingerprints — these are
your validation record if the vendor relationship is later questioned in a supply chain audit or regulatory inquiry.

Step 5: Post-Incident — Conduct a supply chain trust review against CIS Benchmark guidance and NIST SP
800-161 (supply chain risk management). Document which vendor relationships lacked adequate
chain-of-custody transparency. Update third-party risk assessments to include spyware-as-a-service as an
explicit threat vector. Review insider threat program scope to include scenarios where an employee device is
compromised without employee awareness or consent.

NIST Phase: Post Incident
Reference: NIST 800-61r3 §4 — Post-Incident Activity

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST RA-3 (Risk Assessment), NIST
SA-9 (External System Services), NIST PM-30 (Supply Chain Risk Management Strategy), CIS 7.1 (Establish and
Maintain a Vulnerability Management Process)

Compensating: Conduct a structured lessons-learned session within 2 weeks using the NIST 800-61r3 post-incident
template, specifically documenting: which vendor in the supply chain was the entry point, how many intermediary steps
separated the original software licensor from your environment, and whether any contractual clause required
disclosure of reseller arrangements. For the spyware-as-a-service threat vector update, reference the Amnesty
International Security Lab and CitizenLab published IOC sets for Pegasus and Predator as your threat intelligence
anchors — these are free, publicly available, and updated as new broker infrastructure is identified. Add 'device
compromised without user knowledge or consent' as an explicit insider threat scenario in your program documentation,
distinguishing it from malicious insider scenarios since response procedures differ (victim support vs. investigation).

Evidence: Post-incident documentation artifacts to preserve as institutional record: the full vendor inventory with
flagged opaque relationships, the forensic images and MVT reports from Step 3, the 30-day account monitoring log
from Step 4, and a timeline mapping when each intermediary vendor relationship was established versus when the
spyware indicators first appeared in telemetry. This timeline is critical for regulatory notification decisions and for
demonstrating due diligence if a compromised executive or employee later pursues legal action or if a regulator
inquires about supply chain oversight adequacy.

I Detection Guidance

No confirmed IOCs were provided with this item. Detection must rely on behavioral indicators rather than static
signatures. Key signals: (1) Processes on mobile or desktop endpoints requesting microphone, camera,
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location, or keylogging APIs outside approved application inventory, correlate against T1123, T1113, T1430,
T1056.001. (2) Outbound HTTPS connections to infrastructure using domain fronting or layered proxy chains
(T1090.004), inspect SNI fields against actual connection destinations where TLS inspection is deployed. (3)

Certificates or device supervision profiles installed outside your MDM enrollment workflow (T1553), audit MDM

trust stores on a scheduled basis. (4) Unusual volume or timing of data leaving the device via web services
(T1567), establish baselines and alert on deviations. (5) Valid credential use from unexpected locations or
devices (T1078), cross-reference authentication logs against device enroliment records. For GRC teams:
include commercial spyware delivery chain visibility as an explicit question in third-party vendor assessments
and contract requirements. Note: source quality for this item is T3 media reporting. Recommendations follow
established spyware analysis frameworks but should be applied as emerging threat guidance pending
primary-source confirmation from government export control bodies or peer-reviewed research.

I Framework Mappings

MITRE-ATTACK

e T1567 — EXxfiltration Over Web Service

e T1566 — Phishing

e T1082 — System Information Discovery

e T1078 — Valid Accounts

e T1421 — System Network Connections Discovery
e T1113 — Screen Capture

e T1056.001 — Keylogging

e T1090.004 — Domain Fronting

e T1430 — Location Tracking

e T1553 — Subvert Trust Controls

e T1203 — Exploitation for Client Execution
e T1199 — Trusted Relationship

e T1195 — Supply Chain Compromise

e T1123 — Audio Capture

NIST-800-53R5

e AT-2 — Literacy Training and Awareness

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

e SI-3 — Malicious Code Protection

e Sl|-4 — System Monitoring

e SI-8 — Spam Protection

* AC-2 — Account Management

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)

¢ |A-5 — Authenticator Management
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e SI-2 — Flaw Remediation

e SA-9 — External System Services

e SR-2 — Supply Chain Risk Management Plan

e SR-3 — Supply Chain Controls and Processes

e SI-7 — Software, Firmware, and Information Integrity
e CM-3 — Configuration Change Control

¢ AC-3 — Access Enforcement
OWASP-TOP10-2021

¢ A08:2021 — Software and Data Integrity Failures
e A01:2021 — Broken Access Control

CIS-V8

e 25
e 2.6
* 6.1
* 6.2
e 15.1 — Establish and Maintain an Inventory of Service Providers

SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

e CC7.4 — Responds to identified security incidents

e CC9.2 — Manages risks associated with vendors and business partners
HIPAA-SECURITY

e 164.312(a)(1) — Access Control
e 164.308(a)(6)(ii) — Response and Reporting

1ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities
¢ A.5.34 — Privacy and protection of personal information

¢ A.5.21 — Managing information security in the ICT supply chain
NIST-CSF-2

¢ GV.SC-01 — Cybersecurity supply chain risk management program

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1567 Exfiltration Over Web Service Exfiltration
T1566 Phishing Initial-Access
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Technique ID Technique Name Tactic
T1082 System Information Discovery Discovery
T1078 Valid Accounts Defense-Evasion
T1421
T1113 Screen Capture Collection
T1056. 001 Keylogging Collection
T1090. 004 Domain Fronting Command-And-Control
T1430
T1553 Subvert Trust Controls Defense-Evasion
T1203 Exploitation for Client Execution Execution
T1199 Trusted Relationship Initial-Access
T1195 Supply Chain Compromise Initial-Access
T1123 Audio Capture Collection
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professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
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Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.

Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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