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SCC Item ID SCC-GOV-2026-0004

Type Governance

Severity MEDIUM

CVSS Base Score 5.0

Affected Products Microsoft AI agent platforms including Copilot Studio; broader applicability to any enterprise
agentic AI deployment leveraging delegated identity, specific product versions not specified in
available source material

Published 2026-03-24

Discovery Source Rss

Executive Summary

Microsoft has identified a structural gap in enterprise identity governance: existing IAM frameworks were

built for human users and cannot adequately govern AI agents that operate autonomously, delegate

authority, and act across organizational boundaries. Enterprises deploying agentic AI today, including

Microsoft Copilot Studio and any third-party agent platforms, are doing so without mature identity

lifecycle controls in place. The business risk is accountability loss: agents can acquire excessive

permissions, act without auditable authorization, and create access pathways that fall outside current

privileged access monitoring.

Technical Analysis

Microsoft's governance proposal documents an IAM architecture gap affecting agentic AI systems that operate

with delegated human or service account authority. No CVE has been assigned; this is a class-level

architectural risk. The qualitative_rating of 'medium' reflects that this requires governance and architectural

control design, not emergency patching. Underlying weakness classes: CWE-269 (Improper Privilege

Management), CWE-284 (Improper Access Control), CWE-285 (Improper Authorization), CWE-306 (Missing

Authentication for Critical Function). Relevant MITRE ATT&CK techniques include T1078 (Valid Accounts,

agents inheriting overly permissive credentials), T1098 (Account Manipulation, agent identity lifecycle abuse),

T1548 (Abuse Elevation Control Mechanism, agents operating beyond scoped permissions), and T1134
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(Access Token Manipulation, delegated token misuse). Microsoft's Copilot Studio Top 10 Risks report

(published February 2026) documents active misconfiguration patterns in deployed environments, including

agents acting outside intended authorization boundaries. No patch is available; this is a governance and

architectural gap requiring control design, not a software fix. Source quality score: 0.72, driven by two Tier 1

Microsoft sources; additional sources provide corroborating context.

Action Checklist

1. Step 1, Inventory: Enumerate all AI agents deployed in your environment, including Copilot Studio

agents, third-party agentic integrations, and any service accounts created for agent use. Document what

identities each agent holds and what permissions are attached.

2. Step 2, Privilege Audit: Review each agent identity against least-privilege principles. Identify agents

operating with standing permissions broader than required for their defined task scope. Revoke or scope

down permissions where possible.

3. Step 3, Lifecycle Review: Confirm that agent identities have defined lifecycle controls, creation

approval, active monitoring, and decommission procedures. Flag any agent identities without an owner or

expiration policy.

4. Step 4, Detection Baseline: Establish logging baselines for agent-initiated actions in your SIEM or XDR.

Confirm that agent activity is distinguishable from human activity in audit logs. If agent actions are not

separately attributed, flag as a visibility gap.

5. Step 5, Governance Roadmap: Assign ownership for agentic AI identity governance within your IAM or

GRC function. Monitor Microsoft's published guidance for transition from proposal to enforced controls.

Incorporate agent identity requirements into your next IAM policy review cycle.

IR / Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to CISO/GRC if any Step 1-3 audit discovers agents with standing admin
permissions, orphaned identities with no documented owner, or evidence that agent actions
are not loggable or auditable in current systems; escalate to procurement/architecture if
current IAM platform lacks service principal lifecycle controls.

Recovery Notes Post-containment: (1) Apply discovered privilege revocations across all environments (dev,
staging, prod) using the same change control process as human identity changes. (2) Backfill
missing owner assignments and expiration dates for all discovered agents, retroactively if
necessary. (3) Re-baseline agent activity logs after remediation to establish new 'normal' for
detection tuning. (4) Schedule a 6-month re-audit to confirm lifecycle controls are operating
(owners are monitoring, expirations are enforced, decommissions are completing).

Forensic Artifacts Azure Activity Log (ServicePrincipal lifecycle events, RoleAssignmentCreated/Deleted,
RoleAssignmentUpdated) | AWS CloudTrail (CreateUser, AttachUserPolicy, AssumeRole,
DeleteUser, CreateAccessKey, DeleteAccessKey) | GCP Cloud Audit Logs
(google.iam.admin.v1.SetIamPolicy, google.iam.admin.v1.CreateServiceAccount,
google.iam.admin.v1.DeleteServiceAccount) | Application/API audit logs (Office 365 Unified
Audit Log, Slack audit log, Salesforce login history filtered by service account principal) |
Service principal/app registration metadata snapshots (creation date, owner field, expiration
date, permission grant history with timestamps)
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Per-Action IR Details

Step 1 — Inventory: Enumerate all AI agents deployed in your environment, including Copilot Studio agents,

third-party agentic integrations, and any service accounts created for agent use. Document what identities

each agent holds and what permissions are attached.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (Preparation phase: tools and resources); NIST 800-61r3 §3.1 (Detection and

Analysis: baseline establishment)

Controls: NIST 800-53 IA-2 (Authentication), NIST 800-53 IA-4 (Identifier Management), NIST 800-53 AC-2 (Account

Management), CIS 6.1 (Establish a process for granting and revoking access to enterprise assets)

Compensating: For teams without AD/Entra reporting tools: query service principal metadata via Azure CLI (`az ad

app list --output json | jq '.[] | {displayName, appId, createdDateTime}'`), cross-reference with cloud application logs

(AWS CloudTrail, GCP Cloud Audit Logs, or Azure Activity Log exported to CSV), and manually audit

application.json/manifest files in source control repos. Use `Get-AzADServicePrincipal` (PowerShell) for Azure tenants;

export to spreadsheet. Pair with role assignment audits (`Get-AzRoleAssignment -IncludeClassicAdministrators`).

Evidence: Capture service principal creation timestamps, assignment history, and permission grant events BEFORE

audit review: Azure Activity Log (resource type 'ServicePrincipal', operation 'Create Application' and 'Add app role

assignment'), AWS CloudTrail (events: 'CreateUser', 'AttachUserPolicy', 'AssumeRole'), GCP Cloud Audit Logs

(protoPayload.methodName matches 'google.iam.admin.v1.SetIamPolicy'). Preserve role assignment snapshots

(Azure: `az role assignment list --all --output json` dated baseline), and entra/AD group memberships for service

accounts (Active Directory: `Get-ADGroupMember` output exported pre-audit).

Step 2 — Privilege Audit: Review each agent identity against least-privilege principles. Identify agents

operating with standing permissions broader than required for their defined task scope. Revoke or scope

down permissions where possible.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.2 (Analysis: access and privilege review); NIST 800-61r3 §3.2.4 (Scope determination

based on privilege usage patterns)

Controls: NIST 800-53 AC-3 (Access Enforcement), NIST 800-53 AC-6 (Least Privilege), NIST 800-53 AC-2(1)

(Privileged Access Management), CIS 6.2 (Ensure that user access is revoked or modified based on change in

business requirements or role)

Compensating: For teams without PAM/governance platforms: use identity permission matrix spreadsheet (columns:

agent name, resource/API, required permission, current permission, scope justification, owner). Query permission

grants via CLI: `az role assignment list --scope /subscriptions/{id}` (Azure); `aws iam list-user-policies --user-name

{agent-sa}` (AWS); `gcloud projects get-iam-policy {project-id} --flatten='bindings[].members'` (GCP). Compare

required scope (e.g., 'read mailbox X only') against actual permissions (e.g., 'read all mailboxes'). Document findings in

a CSV with remediation owner and target date.

Evidence: Before adjusting permissions, capture current state: role assignment snapshots with timestamps,

permission grant audit logs (Azure: RoleAssignmentCreated events with assignment ID and principal), API usage logs

showing what the agent actually accessed (Azure Log Analytics, AWS CloudTrail, GCP Cloud Logging) for the past 30

days to establish baseline usage scope. Preserve the justification records from the agent's deployment documentation

or deployment PR/tickets.

Step 3 — Lifecycle Review: Confirm that agent identities have defined lifecycle controls — creation approval,

active monitoring, and decommission procedures. Flag any agent identities without an owner or expiration

policy.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (Preparation: incident handling procedures); NIST 800-61r3 §3.2.3 (Analysis: policy

and procedure validation)
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Controls: NIST 800-53 IA-4 (Identifier Management), NIST 800-53 IA-5(4) (Password management for service

accounts), NIST 800-53 AC-2(2) (Account management: removal), NIST 800-53 AC-2(7) (Role-based access control),

CIS 6.3 (Enforce the principle of least privilege for all accounts)

Compensating: For teams without identity governance platforms: create a lifecycle control spreadsheet (columns:

agent ID, creation date, created by (approver), current owner, defined end-of-life, monitoring enabled, last activity

date). Query last activity from logs: `Get-AzADServicePrincipal -ObjectId {id} | Get-AzADSignInLog -ServicePrincipalId`

(Azure, if logs retained); AWS CloudTrail `lookup-events --lookup-attributes

AttributeKey=PrincipalId,AttributeValue={service-role-arn}`; GCP `gcloud logging read

"protoPayload.authenticationInfo.principalEmail:{agent-sa}" --limit 100`. Flag orphans (no owner listed) and

undocumented agents (not in deployment tracking system). Set default 2-year expiration and require annual

re-approval.

Evidence: Capture baseline governance state BEFORE defining controls: service principal creation

requests/approvals (search email, Azure DevOps work items, Jira tickets with 'agent' or 'service principal'), current

owner assignments (from AD group memberships or IAM platform owner field), decommission procedures

documentation (search policies/runbooks). Preserve sign-in/activity logs for all agents for at least 90 days (baseline for

'active' vs 'stale' determination). Take a snapshot of current policy docs (even if missing or incomplete) as evidence for

gap analysis.

Step 4 — Detection Baseline: Establish logging baselines for agent-initiated actions in your SIEM or XDR.

Confirm that agent activity is distinguishable from human activity in audit logs. If agent actions are not

separately attributed, flag as a visibility gap.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.1 (Detection and Analysis: logging and monitoring); NIST 800-61r3 §3.2.1 (Determining

scope: visibility into event sources)

Controls: NIST 800-53 AU-2 (Audit Events), NIST 800-53 AU-6 (Audit Review, Analysis, and Reporting), NIST 800-53

SI-4 (Information System Monitoring), CIS 8.1 (Ensure that event logging is enabled for all systems and services)

Compensating: For teams without SIEM/XDR: aggregate raw logs into a centralized searchable location (e.g., ELK

stack, Splunk free tier, or Azure Log Analytics). Tag all logs with source and user type (use principal ID and user type

field from each log source: `userType == 'ServicePrincipal'` in Azure, `principalType == 'IAMUser'` and

`sourceIPAddress` patterns in AWS CloudTrail, `protoPayload.authenticationInfo.principalEmail` contains service

account domain in GCP). Create a baseline query for each log source that isolates agent activity (e.g., Azure Log

Analytics: `AuditLogs | where InitiatedBy contains 'service' | summarize count() by OperationName, InitiatedBy,

TimeGenerated`). Run quarterly to establish normal volume and action patterns.

Evidence: Before detection tuning, capture a 30-day baseline of agent activity in raw form: all audit logs (AuditLogs

table in Azure, CloudTrail in AWS, Cloud Audit Logs in GCP) filtered by known agent service principal IDs. For each

agent, extract: action type, resource accessed, timestamp, success/failure, IP address (if available). Preserve this

baseline snapshot to establish what 'normal' looks like. Also capture current SIEM/logging configuration (log source list,

retention policy, any existing agent detection rules, alert thresholds) as context for visibility gaps.

Step 5 — Governance Roadmap: Assign ownership for agentic AI identity governance within your IAM or GRC

function. Monitor Microsoft's published guidance for transition from proposal to enforced controls.

Incorporate agent identity requirements into your next IAM policy review cycle.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 (Post-Incident Activities: lessons learned, process improvement); NIST 800-61r3 §2.2

(Mitigation: policy and procedure updates)

Controls: NIST 800-53 PL-2 (System Security Plan), NIST 800-53 AR-1 (Security Assessment and Authorization

Policy), NIST 800-53 AC-1 (Access Control Policy), CIS 1.1 (Establish an overall information security program)

Compensating: For teams without dedicated GRC staff: assign ownership to the intersection of whoever owns IAM

policy and whoever manages automation/DevOps (often the security architect + platform engineering lead). Create a

quarterly sync (calendar invite, 30 min). Owner tasks: (1) track Microsoft Copilot Studio security advisories (subscribe

to Microsoft Security Update Guide and MSRC); (2) document agentic AI identity requirements in your existing IAM
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policy (template: 'Service Principal Management Policy v2.X' section); (3) propose new control annually (e.g., 'all

agents expire in 2 years' or 'agent permission audits quarterly'). Integrate agent identity line items into your next policy

review cycle (tie to your existing annual IAM audit).

Evidence: Preserve governance baseline before defining roadmap: current IAM policy version and last update date,

list of policy owners/reviewers, existing service account management procedures (even if not agent-specific), current

incident response procedures and their last update, and Microsoft's published agentic AI identity guidance (archive the

current Microsoft blog posts and published frameworks in your policy repository with dates). Document the ownership

assignment decision (meeting notes, email confirmation of role assignment).

Detection Guidance

There are no discrete IOCs for this risk class. Detection focus is behavioral and configuration-based. Query your

identity provider and SIEM for: (1) service accounts or non-human identities with interactive login capability or

broad resource permissions not tied to a named human owner; (2) tokens issued to agent identities with scopes

exceeding documented task requirements; (3) actions attributed to agent identities outside expected working

hours or against resources outside defined operational scope; (4) privilege escalation events (T1548) or token

manipulation events (T1134) originating from non-human principal identifiers. In Copilot Studio environments

specifically, review agent configuration against Microsoft's published Top 10 Risks guidance (February 2026) for

misconfiguration patterns including overpermissioned connectors and unauthenticated agent endpoints.

Microsoft Defender for Cloud Apps and Entra ID audit logs are the recommended starting points for agent

activity visibility in Microsoft environments.

Framework Mappings

MITRE-ATTACK

• T1566 — Phishing

• T1078 — Valid Accounts

• T1059 — Command and Scripting Interpreter

• T1098 — Account Manipulation

• T1651 — Cloud Administration Command

• T1548 — Abuse Elevation Control Mechanism

• T1134 — Access Token Manipulation

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

• A07:2021 — Identification and Authentication Failures

NIST-800-53R5

• AC-6 — Least Privilege

• AC-3 — Access Enforcement

• IA-2 — Identification and Authentication (Organizational Users)

CIS-V8

• 5.4
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• 6.8

• 6.1

• 6.2

• 6.3

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1566 Phishing Initial-Access

T1078 Valid Accounts Defense-Evasion

T1059 Command and Scripting Interpreter Execution

T1098 Account Manipulation Persistence

T1651 Cloud Administration Command Execution

T1548 Abuse Elevation Control Mechanism Privilege-Escalation

T1134 Access Token Manipulation Defense-Evasion

Sources

Source URL Tier

Security News https://www.darkreading.com/identity-access-management-security/mic... T3

Detecting and mitigating
common agent
misconfigurations -
Microsoft

https://www.microsoft.com/en-us/security/blog/2026/02/12/copilot-st... T1

Microsoft Defender
researchers have
observed failures with
AI ...

https://www.facebook.com/MicrosoftAfrica/posts/microsoft-defender-r... T3
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Source URL Tier

AI Red Teaming Agent
(preview) - Microsoft
Foundry

https://learn.microsoft.com/en-us/azure/foundry/concepts/ai-red-tea... T1

CVE-2025-32711
Vulnerability:
“EchoLeak” Flaw in
Microsoft 365 ...

https://socprime.com/blog/cve-2025-32711-zero-click-ai-vulnerability/ T3
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