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Executive Summary

New Zealand is advancing regulatory proposals that would hold company directors personally liable,

through direct financial penalties, for cybersecurity failures or mishandled breach disclosures at critical

infrastructure operators. Legislative specifics, including a formal bill number, are not yet confirmed from

available sources; confidence on details is low. This follows a documented global trend: the U.S. SEC

finalized board-level cybersecurity disclosure rules (17 CFR 229.106, Item 1C) in 2023 and pursued

enforcement against SolarWinds that same year, signaling that director accountability for cyber risk is an

active regulatory priority across jurisdictions.

Technical Analysis

This item is a governance and regulatory development, not a vulnerability or exploit. No CVE, CWE, CVSS

score, or technical attack vector applies. The regulatory pattern at issue involves two obligations that boards and

security programs should map against: (1) adequacy-of-controls requirements, whether implemented security

measures meet a defined standard for critical infrastructure; and (2) material breach disclosure obligations,

timely, accurate reporting to regulators and affected parties following a significant incident. The U.S. SEC

parallel is the most documented reference point: SEC Rule 17 CFR 229.106 (Item 1C) requires public

companies to disclose material cybersecurity incidents within four business days of determining materiality, and

to disclose annually whether board members possess cybersecurity expertise. The SEC's 2023 enforcement

action against SolarWinds (AAER 4894, settled with a $35 million civil penalty) and its CISO Timothy Brown

under these disclosure rules is the clearest precedent for individual and organizational liability. New Zealand's

proposed framework mirrors this direction but targets critical infrastructure operators specifically. No technical

patch, IOC, or detection signature is applicable. Source quality for NZ-specific legislative details is T3 (low
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authority); the SEC parallel is well-documented through SEC primary materials.

Action Checklist

1. Step 1, Regulatory Monitoring: Assign a GRC owner to track New Zealand's legislative process.

Subscribe to updates from the New Zealand Department of the Prime Minister and Cabinet or the relevant

sectoral regulator. Flag when a formal bill number or consultation document is published.

2. Step 2, Board Briefing: Brief the board and executive leadership on the emerging global pattern of

director-level cyber accountability, citing the SEC enforcement precedent. Frame this as a risk requiring

board-level awareness, not solely a security team concern.

3. Step 3, Controls Gap Assessment: Conduct or commission a review of current cybersecurity controls

against an accepted framework (NIST CSF 2.0 or ISO/IEC 27001) to identify and document gaps that

could constitute 'failure to implement adequate controls' under a regulatory standard. Prioritize critical

infrastructure-adjacent systems if applicable.

4. Step 4, Breach Disclosure Readiness: Review and test your incident disclosure process against both

existing NZ obligations and the SEC four-business-day standard as an international benchmark. Confirm

the process identifies who notifies regulators, what triggers notification, and who has authority to approve

disclosure language. Clarify with legal counsel whether NZ regulations impose a stricter or different

timeline.

5. Step 5, Policy and Governance Alignment: Update board-level cybersecurity governance

documentation, including cyber risk appetite statements, incident escalation procedures, and board

reporting cadence, to reflect director accountability expectations. Engage legal counsel to assess

exposure under current and proposed NZ regulations before the legislative text is finalized.

IR / Forensic Enrichment

Triage Priority STANDARD

Escalation Criteria Escalate to board audit committee and General Counsel immediately if NZ legislative text is
published with a formal bill number or if your organization operates critical infrastructure
systems in NZ; escalate to external incident response firm if a breach disclosure process test
reveals >4 business-day response time or ambiguity in approval authority.

Recovery Notes Once governance updates are approved by the board and the breach disclosure process is
tested with <4 business-day turnaround, document completion in the audit committee minutes
and retain evidence of control implementation (policy signatures, audit logs, test results) to
establish demonstrable director-level cyber risk governance in case of future regulatory
inquiry or breach. Maintain the regulatory monitoring process on an ongoing basis and update
governance documentation within 30 days of any New Zealand legislative changes that
reference director accountability.

Forensic Artifacts Board meeting minutes and audit committee charter (cyber oversight authority baseline) |
Incident response plan with executive escalation matrix and approval authorities | Breach
notification templates and Privacy Commissioner contact documentation | Security policy and
control framework documentation (NIST CSF or ISO 27001 mapped) | Cyber risk appetite
statement and board-approved governance framework (signed, dated)

Per-Action IR Details
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Step 1 — Regulatory Monitoring: Assign a GRC owner to track New Zealand's legislative process. Subscribe

to updates from the New Zealand Department of the Prime Minister and Cabinet or the relevant sectoral

regulator. Flag when a formal bill number or consultation document is published.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (Preparation phase: establishing processes and tools)

Controls: NIST 800-53 PM-7 (Supply Chain Risk Management), NIST 800-53 CA-7 (Continuous Monitoring), CIS 6.1

(Establish IT Asset Management Process)

Compensating: No SIEM required: assign a team member to manually check the New Zealand Parliament website

(parliament.nz/en/pb/bills-and-laws) weekly and subscribe to the Department of Internal Affairs RSS feed (dia.govt.nz).

Use a shared Google Sheet or CSV to log publication dates, bill names, and consultation deadlines. Set calendar

reminders for known consultation windows (typically 8-12 weeks).

Evidence: Capture baseline documentation: (1) current board cyber risk appetite statement and governance charter

with timestamps; (2) existing incident escalation matrix showing director notification thresholds; (3) regulatory

correspondence file with dates of prior NZ Privacy Commissioner or sectoral regulator contacts. These establish the

'before' state for demonstrating proactive alignment vs. reactive compliance.

Step 2 — Board Briefing: Brief the board and executive leadership on the emerging global pattern of

director-level cyber accountability, citing the SEC enforcement precedent. Frame this as a risk requiring

board-level awareness, not solely a security team concern.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1.1 (Executive roles and responsibilities in incident response governance)

Controls: NIST 800-53 CA-2 (Security Assessments), NIST 800-53 SI-4 (Information System Monitoring), CIS 1.1

(Establish and Maintain Detailed Enterprise Asset Inventory)

Compensating: No consultant budget: CISO or GRC lead prepares a 15-minute briefing deck using publicly available

sources: (1) SEC 2023 cybersecurity disclosure rule text (sec.gov/rules), (2) NIST CSF 2.0 core functions mapped to

board-level risk (nist.gov/cyberframework), (3) a 1-page timeline of global director liability precedents (EU NIS2,

Singapore PDPA amendments). Schedule a dedicated 30-minute board agenda slot. Document attendance and action

items in board minutes for audit trail.

Evidence: Before briefing: (1) capture current board composition and audit committee charter (establishes who has

cyber oversight authority); (2) document any prior board cyber briefings with dates and attendance; (3) preserve

baseline risk appetite statement if one exists, or note its absence (demonstrates lack of prior board-level cyber

governance). After briefing: retain the briefing slide deck, board minutes, and any Q&A follow-ups with legal counsel.

Step 3 — Controls Gap Assessment: Conduct or commission a review of current cybersecurity controls

against an accepted framework (NIST CSF 2.0 or ISO/IEC 27001) to identify and document gaps that could

constitute 'failure to implement adequate controls' under a regulatory standard. Prioritize critical

infrastructure-adjacent systems if applicable.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (Preparation: control implementation and risk assessment)

Controls: NIST 800-53 CA-2 (Security Assessments), NIST 800-53 CA-7 (Continuous Monitoring), NIST 800-53 RA-3

(Risk Assessment), CIS 1.1 (Enterprise Asset Inventory), CIS 2.1 (Address Unauthorized Software)

Compensating: No budget for external assessor: (1) download NIST CSF 2.0 (nist.gov/cyberframework) and create a

control matrix in a spreadsheet; (2) map each of your current security controls (documented in existing procedures,

policy documents, or tool configurations) to CSF functions; (3) identify controls with no current implementation, weak

evidence, or untested procedures; (4) prioritize by asset criticality using your existing asset inventory (or create a

minimal one: list systems handling critical data, connected to OT/ICS, or serving external regulatory obligations); (5)

document gaps with evidence references (e.g., 'MFA required but not enforced — see policy XYZ, tested

implementation gap in audit log ABC'); (6) assign a risk rating (high/medium/low) based on exploitability and asset

value, not effort to remediate.
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Evidence: Capture BEFORE assessment: (1) current security policies, standards, and procedures (with version

numbers and approval dates); (2) existing audit reports, penetration test results, or vulnerability scans (last 12 months);

(3) current asset inventory and data classification matrix; (4) existing incident logs or security event summaries

showing what controls detected/failed to detect; (5) configuration baselines for critical systems (e.g., AD GPO exports,

firewall rule sets, endpoint hardening checklists). These provide evidence for demonstrating baseline state and control

effectiveness.

Step 4 — Breach Disclosure Readiness: Review and test your incident disclosure process against both

existing NZ obligations and the SEC four-business-day standard as a benchmark. Confirm the process

identifies who notifies regulators, what triggers notification, and who has authority to approve disclosure

language.

NIST Phase: Preparation

Reference: NIST 800-61r3 §3.2.5 (Post-incident activities: communication and reporting), §3.1 (Detection and

Analysis: notification triggers)

Controls: NIST 800-53 IR-4 (Incident Handling), NIST 800-53 IR-6 (Incident Reporting), NIST 800-53 CA-7

(Continuous Monitoring), CIS 19.1 (Establish Incident Response Program)

Compensating: No external incident response firm: (1) create a breach disclosure decision tree in a flowchart or

checklist format that answers: (a) Does the incident meet NZ Privacy Act breach notification thresholds? (criteria:

unauthorized access to personal information with reasonable likelihood of serious harm); (b) Do NZ sectoral regulators

(e.g., health, financial) have faster notification windows than the Privacy Act? (check sector-specific guidance); (c)

Does the company have material exposure to U.S. customers or operations (SEC 4-business-day rule applies if U.S.

filing company); (2) document the escalation chain: who makes the initial 'possible breach' determination (tier-1

analyst), who triggers the incident commander role (manager), who convenes legal counsel (CISO or GRC owner),

who drafts disclosure language (legal + CISO), who has final approval authority (General Counsel or CEO), and who

executes notifications (legal/compliance). (3) Conduct a tabletop drill using a fictional scenario: time the process from

detection to final approval and compare to 4-business-day clock. Document the timeline and any process gaps.

Evidence: Capture BEFORE testing: (1) current incident response plan with communication procedures and

escalation matrix; (2) existing breach notification templates or disclosure letters; (3) current Privacy Commissioner and

sectoral regulator contact information and known notification timelines; (4) insurance policy language on cyber liability

breach notification responsibilities (e.g., insurers may require early notification and lawyer involvement); (5) legal

counsel contact protocol (phone numbers, on-call arrangements). After testing: retain the tabletop scenario, timeline,

and identified gaps as evidence of readiness testing.

Step 5 — Policy and Governance Alignment: Update board-level cybersecurity governance documentation —

including cyber risk appetite statements, incident escalation procedures, and board reporting cadence — to

reflect director accountability expectations. Engage legal counsel to assess exposure under current and

proposed NZ regulations before the legislative text is finalized.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (Preparation: organizational roles and incident response team structure), NIST 800-53

SI-12 (Information Handling and Retention)

Controls: NIST 800-53 PM-7 (Supply Chain Risk Management), NIST 800-53 CA-7 (Continuous Monitoring), NIST

800-53 RA-3 (Risk Assessment), CIS 19.1 (Establish Incident Response Program)

Compensating: No external legal counsel budget: (1) CISO and GRC lead co-author updates to governance

documents using NIST 800-61r3 incident escalation templates and NIST CSF governance references as baseline; (2)

establish a board-level 'cyber risk appetite' statement in plain language: e.g., 'The Board approves risk mitigation

investments that reduce probability of material breach to 500 personal records OR with potential regulatory notification

within 48 hours triggers immediate CISO notification to CEO and General Counsel'; (4) establish a monthly or quarterly

board reporting cadence (e.g., audit committee receives written cyber risk summary with key metrics, pending

regulatory changes, and remediation status); (5) document the CISO and General Counsel roles in breach

investigation, legal privilege protection, and disclosure approval in the incident response plan. Engage legal counsel for

a focused 2-hour consultation on NZ regulatory exposure once legislative text is available (not before).
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Evidence: Capture BEFORE updates: (1) current board-level governance charter or cyber risk governance framework

(if it exists — note its absence if it doesn't); (2) existing incident escalation procedures and approval authorities; (3)

current board reporting materials on cyber risk (meeting minutes, dashboards, risk registers); (4) existing cyber risk

appetite statement or risk tolerance policy (or create a baseline documenting its absence). After updates: retain signed,

dated versions of revised governance documents and board minutes approving the updates, establishing a formal

audit trail of director-level cyber accountability endorsement.

Detection Guidance

No technical detection guidance applies to this item, it is a regulatory and governance development with no

associated exploit, malware, or IOC. Detection relevance exists only in a compliance monitoring context: (1)

Monitor NZ government and parliamentary publications for a formal bill number, consultation document, or

regulatory notice tied to this proposal. (2) Monitor SEC EDGAR enforcement releases and the SEC's

cybersecurity disclosure enforcement docket for continued precedent-setting actions that may inform how NZ

regulators interpret analogous obligations. (3) Internally, review audit logs and incident response records to

confirm your current breach notification timelines are documented and defensible, this is the evidence base that

would matter under a director-liability enforcement action.
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