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Crunchyroll Data Breach: Hacker Claims 6.8M
User Records Stolen via Alleged Third-Party
Compromise
DATA BREACH | HIGH | CVSS 7.5

SCC Item ID SCC-DBR-2026-0065

Type Data Breach

Severity HIGH

CVSS Base Score 7.5

Affected Products Crunchyroll (anime streaming platform), user account data; possible third-party vendor
involvement

Published 2026-03-28

Discovery Source Gemini

Executive Summary

A threat actor claims to have stolen approximately 6.8 million Crunchyroll user records, potentially

including payment card data, via what reporting suggests may be a third-party vendor compromise.

Crunchyroll (owned by Sony/Funimation) has confirmed an investigation is underway; the breach scope

and vector have not been officially verified. Business risk centers on regulatory exposure under CCPA,

GDPR, and PCI DSS, potential class action liability, and reputational damage to a platform with a

multi-million subscriber base.

Technical Analysis

Crunchyroll confirmed an investigation following threat actor claims of unauthorized access to approximately 6.8

million user records. The breach vector is unconfirmed; available reporting points to a possible third-party

vendor compromise rather than direct infrastructure intrusion. No CVE has been assigned. Relevant CWEs:

CWE-1188 (insecure default initialization, potentially applicable to vendor-side misconfiguration), CWE-359

(exposure of private personal information), CWE-284 (improper access control). MITRE ATT&CK techniques

mapped: T1199 (Trusted Relationship, third-party access abuse), T1078 (Valid Accounts, likely used for initial or

persistent access), T1530 (Data from Cloud Storage, possible exfiltration vector), T1586.002 (Compromise

Accounts, email or cloud accounts potentially leveraged). Claimed stolen data fields include PII and possibly

payment card data; neither has been confirmed by Crunchyroll or an independent forensic authority. Confidence

in the 6.8M record count is medium, sourced from threat actor claims only. No patch, CVE, or vendor advisory is
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available at this time. Source quality assessment reflects heavy reliance on T3 sources and unverified threat

actor claims.

Action Checklist

1. Step 1: Containment, If your organization manages or integrates with Crunchyroll via API, SSO, or

shared vendor relationships, audit those connections now. Organizations with employees who use

Crunchyroll credentials that may overlap with corporate accounts (credential reuse risk) should identify

exposure. If you are Crunchyroll or a potentially affected vendor: isolate and audit third-party vendor

access logs immediately, focusing on accounts with data export or storage permissions.

2. Step 2: Detection, Monitor for credential stuffing activity against your own authentication systems using

email addresses likely registered with Crunchyroll (anime/entertainment domain patterns). Check identity

provider logs for anomalous login attempts. If you operate a third-party vendor relationship with

Crunchyroll or similar streaming platforms, review your own access logs for anomalous data pulls,

particularly against cloud storage (S3, Azure Blob, GCS) and database export activity. No confirmed IOCs

are publicly available at this time.

3. Step 3: Eradication, No patch or confirmed remediation path is available; the breach vector remains

unconfirmed. If third-party vendor compromise is confirmed, apply least-privilege access controls to all

vendor integrations, rotate any shared credentials or API keys, and revoke unnecessary vendor

permissions. For affected users: enforce password resets and prompt MFA enrollment.

4. Step 4: Recovery, Monitor downstream authentication systems for anomalous login spikes using email

addresses associated with affected users. Validate that any suspended vendor access has not been

re-established. If payment card data is confirmed stolen, initiate PCI DSS breach notification procedures

and coordinate with payment processors. Track Crunchyroll's official disclosure for updated scope and

confirmed data types before closing incident.

5. Step 5: Post-Incident, This incident highlights third-party vendor risk as a persistent gap. Review your

organization's vendor access inventory: which vendors have access to PII or payment data, what

monitoring exists on that access, and whether vendor contracts include breach notification SLAs. Map

controls against NIST SP 800-53 SA-9 (External System Services) and SR-6 (Supplier Assessments). If

your organization relies on third-party platforms for user authentication or payment processing, evaluate

whether those relationships are covered under your incident response playbooks.

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to CISO, Legal, and Privacy Officer immediately if: (1) your organization confirms
any user accounts, PII datasets, or payment card records that overlap with the claimed 6.8M
stolen Crunchyroll records; (2) anomalous bulk-export activity is detected on any vendor
service account with access to user PII or payment data in your environment; or (3) credential
stuffing activity is confirmed against your authentication systems using email addresses from
the leaked dataset — each condition independently triggers CCPA, GDPR, and/or PCI DSS
breach notification obligations with legally mandated timelines.
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Recovery Notes Post-containment, maintain elevated authentication monitoring for a minimum of 90 days, as
threat actors purchasing or receiving the 6.8M record dataset will conduct credential stuffing
campaigns on a delayed, distributed schedule designed to evade velocity-based controls.
Validate daily for 30 days that all revoked vendor API keys and OAuth tokens remain inactive
using IdP audit logs, as re-issuance by a compromised vendor without your knowledge is a
confirmed re-compromise vector in third-party breach scenarios. Do not close the incident
until Crunchyroll publishes an official disclosure confirming the breach vector and data types
— the current unconfirmed status of payment card data inclusion makes it premature to scope
regulatory obligations, and closing prematurely could constitute a compliance gap if card data
is later confirmed.

Forensic Artifacts Cloud storage bulk-export logs (AWS CloudTrail S3 data events for GetObject/ListBucket,
Azure Blob Storage diagnostic logs for GetBlob/ListContainers, GCS Data Access audit logs)
— a third-party vendor exfiltrating 6.8M user records would produce anomalous high-volume
read events on user database tables or backup buckets within a compressed timeframe,
distinguishable from normal API pagination by request volume and byte transfer totals |
Identity provider OAuth token and API key issuance logs covering the 90 days prior to breach
disclosure — specifically looking for vendor service account tokens with data:read or export
scopes on user PII or payment tables, and any token grants that occurred outside the normal
vendor onboarding workflow | Database query logs or BI platform export logs (PostgreSQL
pg_audit, MySQL general query log, Snowflake QUERY_HISTORY, or equivalent) filtered for
SELECT or EXPORT statements returning >100,000 rows from tables containing email
addresses, hashed passwords, or payment card data, executed by vendor-associated service
account principals | Payment processor and PCI-scoped system access logs showing any
service account or vendor principal accessing cardholder data environment (CDE) systems
during the suspected breach window — specifically any access patterns inconsistent with the
vendor's documented integration purpose (e.g., a content delivery vendor querying payment
tables) | Downstream credential stuffing telemetry from your authentication systems: failed
and successful login events (Windows Security Event ID 4625/4624, Linux /var/log/auth.log,
Okta System Log event type user.session.start) for accounts with email addresses registered
at Crunchyroll, showing geographic anomalies, ASN clustering on anonymization
infrastructure (Tor exit nodes, residential proxy ASNs), or login timing patterns inconsistent
with the account holder's historical behavior

Per-Action IR Details

Step 1: Containment — If your organization manages or integrates with Crunchyroll via API, SSO, or shared

vendor relationships, audit those connections now. Organizations with employees who use Crunchyroll

credentials that may overlap with corporate accounts (credential reuse risk) should identify exposure. If you

are Crunchyroll or a potentially affected vendor: isolate and audit third-party vendor access logs immediately,

focusing on accounts with data export or storage permissions.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 — Containment Strategy: isolate affected systems and revoke trust relationships

before the incident scope expands

Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management), NIST AC-17 (Remote Access), NIST

SA-9 (External System Services), CIS 5.1 (Establish and Maintain an Inventory of Accounts), CIS 6.2 (Establish an

Access Revoking Process)

Compensating: Export your IdP's (Okta, Azure AD, or local LDAP) full user list and cross-reference against known

Crunchyroll email domains using: `Get-ADUser -Filter * -Properties EmailAddress | Select-Object

SamAccountName,EmailAddress | Export-Csv users.csv`. On Linux use `ldapsearch -x -b 'dc=yourdomain,dc=com'

mail | grep -i '@crunchyroll\|anime\|funimation'` to surface potential account overlap. Enumerate all active OAuth
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tokens and API keys issued to vendor integrations using your identity provider's admin console or `az ad app list

--show-mine` for Azure environments. Revoke any keys associated with Crunchyroll or Sony/Funimation vendor

relationships immediately.

Evidence: Before revoking vendor access, preserve: (1) IdP audit logs showing all OAuth token issuances and API

key grants to Crunchyroll or associated Sony/Funimation vendor accounts for the prior 90 days — export as immutable

SIEM snapshots or flat log files; (2) cloud storage access logs (AWS CloudTrail S3 data events, Azure Blob Storage

diagnostic logs, GCS audit logs) scoped to any service accounts or vendor principals with read/export permissions on

PII or payment data tables; (3) Active Directory or LDAP bind logs showing authentications by vendor-associated

service accounts; (4) firewall or proxy egress logs showing outbound data transfers to vendor-controlled IPs or

domains affiliated with the breached third party.

Step 2: Detection — Monitor for credential stuffing activity against your own authentication systems using

email addresses likely registered with Crunchyroll (anime/entertainment domain patterns). Check identity

provider logs for anomalous login attempts. If you operate a third-party vendor relationship with Crunchyroll

or similar streaming platforms, review your own access logs for anomalous data pulls, particularly against

cloud storage (S3, Azure Blob, GCS) and database export activity. No confirmed IOCs are publicly available at

this time.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 — Detection and Analysis: correlate authentication anomalies and data-access

patterns against the known breach vector (third-party data export from cloud storage)

Controls: NIST SI-4 (System Monitoring), NIST AU-6 (Audit Record Review, Analysis, and Reporting), NIST AU-2

(Event Logging), NIST IR-5 (Incident Monitoring), CIS 8.2 (Collect Audit Logs), CIS 7.1 (Establish and Maintain a

Vulnerability Management Process)

Compensating: Deploy a Sigma rule against authentication logs to detect credential stuffing patterns: filter for >10

failed logins within 60 seconds per source IP against accounts with email addresses matching entertainment/anime

domain patterns (crunchyroll.com, funimation.com, vrv.co as registered addresses). Use `grep -E

'(crunchyroll|funimation|vrv)' /var/log/auth.log | awk '{print $1,$2,$9,$11}' | sort | uniq -c | sort -rn` on Linux auth logs or

query Windows Security Event Log for Event ID 4625 (Failed Logon) with filter on targeted usernames matching those

domains. For cloud storage, use AWS CLI: `aws cloudtrail lookup-events --lookup-attributes

AttributeKey=EventName,AttributeValue=GetObject --start-time 2025-01-01` filtered to S3 buckets containing PII or

payment data, flagging any GetObject or ListBucket events from unfamiliar principals.

Evidence: Capture before analysis: (1) Identity provider authentication logs (Azure AD Sign-In logs, Okta System Log,

or /var/log/auth.log) covering the 90 days prior to the breach disclosure date, specifically exporting failed and

successful logins for accounts whose registered email matches Crunchyroll's known user domain; (2) AWS CloudTrail,

Azure Monitor, or GCS Cloud Audit Logs for data-plane events (S3 GetObject, PutObject, CreateExport; BigQuery

tabledata.list; Azure Blob GetBlob) on any database or storage buckets containing user PII or payment card data; (3)

DNS query logs from your recursive resolver or endpoint DNS (Windows DNS Debug Log or Sysmon Event ID 22) for

lookups to Crunchyroll, Sony, or Funimation infrastructure that may indicate integrated vendor callbacks; (4) WAF or

reverse-proxy access logs filtered for high-frequency POST requests to /login, /api/auth, or /token endpoints showing

distributed low-and-slow credential stuffing patterns.

Step 3: Eradication — No patch or confirmed remediation path is available; the breach vector remains

unconfirmed. If third-party vendor compromise is confirmed, apply least-privilege access controls to all

vendor integrations, rotate any shared credentials or API keys, and revoke unnecessary vendor permissions.

For affected users: enforce password resets and prompt MFA enrollment.

NIST Phase: Eradication

Reference: NIST 800-61r3 §3.4 — Eradication: remove attacker access vectors and harden trust boundaries before

restoration; vendor credential rotation is a prerequisite to re-establishing any third-party connections

Controls: NIST IR-4 (Incident Handling), NIST AC-2 (Account Management), NIST IA-5 (Authenticator Management),

NIST SA-9 (External System Services), NIST SI-2 (Flaw Remediation), CIS 5.2 (Use Unique Passwords), CIS 6.5

(Require MFA for Administrative Access), CIS 6.3 (Require MFA for Externally-Exposed Applications)
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Compensating: Rotate all API keys and OAuth client secrets tied to Crunchyroll or Sony/Funimation vendor

integrations using your IdP's admin CLI before re-enabling any connection. For Azure: `az ad app credential reset --id

--append`. For AWS IAM: `aws iam create-access-key --user-name ` followed immediately by `aws iam

delete-access-key --access-key-id `. Enforce bulk password resets for all user accounts identified as potentially

affected using PowerShell: `Get-ADUser -Filter {EmailAddress -like '*@crunchyroll.com'} | Set-ADUser

-ChangePasswordAtLogon $true`. For MFA enrollment, if you lack enterprise tooling, deploy Google Authenticator or

Duo Free tier via your IdP's built-in TOTP support — no budget required. Document every credential rotation with

timestamp and operator identity to satisfy NIST AU-10 (Non-Repudiation) requirements.

Evidence: Before rotating credentials, snapshot: (1) the current IAM policy JSON for all vendor service accounts and

OAuth app registrations to document pre-remediation privilege state — use `aws iam get-user-policy` or `az ad app

show --id `; (2) a timestamped export of all active sessions for vendor-associated accounts from your IdP (Okta session

export, Azure AD sign-in logs) to establish the last known-good access baseline; (3) cloud storage bucket ACLs and

object-level access policies before modification, as these represent the likely exfiltration-path configuration that

enabled the breach; (4) any shared secret values (hashed or masked) stored in secrets managers (AWS Secrets

Manager, HashiCorp Vault audit log, Azure Key Vault activity log) to confirm whether vendor credentials were

accessed outside normal rotation windows.

Step 4: Recovery — Monitor downstream authentication systems for anomalous login spikes using email

addresses associated with affected users. Validate that any suspended vendor access has not been

re-established. If payment card data is confirmed stolen, initiate PCI DSS breach notification procedures and

coordinate with payment processors. Track Crunchyroll's official disclosure for updated scope and confirmed

data types before closing incident.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.5 — Recovery: restore systems to normal operation only after verifying attacker access

is removed and monitoring confirms no re-compromise; regulatory notification timelines activate upon confirmed PII or

payment data loss

Controls: NIST IR-4 (Incident Handling), NIST IR-6 (Incident Reporting), NIST AU-6 (Audit Record Review, Analysis,

and Reporting), NIST SI-4 (System Monitoring), CIS 8.2 (Collect Audit Logs), CIS 6.3 (Require MFA for

Externally-Exposed Applications), CIS 7.2 (Establish and Maintain a Remediation Process)

Compensating: Implement a lightweight watchlist in your SIEM or, if no SIEM exists, a cron-driven log parser: extract

the email address list from your IdP's user inventory filtered to entertainment platform domains and run hourly: `grep

-Ff crunchyroll_emails.txt /var/log/auth.log | grep 'Accepted\|Failed' | awk '{print $9}' | sort | uniq -c | sort -rn >

/var/log/watchlist_hits.txt`. Alert on any account with >5 successful logins from new geolocations within 24 hours. To

validate vendor access has not been re-established, use `aws iam list-access-keys --user-name ` and `az ad app

credential list --id ` daily until the incident is formally closed. For PCI DSS notification: initiate contact with your

acquiring bank and card brands (Visa CAMS, Mastercard CMIR) within 72 hours of confirmed cardholder data

compromise — this is a contractual obligation independent of regulatory timelines.

Evidence: During recovery monitoring, preserve: (1) authentication system logs showing the delta in login volume for

affected account cohort before and after credential reset enforcement — this establishes whether credential stuffing

from the leaked dataset is actively occurring against your environment; (2) vendor access control panel or IdP audit

logs confirming revoked permissions have not been re-granted, exported as daily snapshots for 30 days

post-eradication; (3) payment processor transaction logs and chargeback alerts for the 90-day window following the

breach date, as fraudulent card-not-present transactions are the leading indicator that payment data from the 6.8M

record set is being actively monetized; (4) Crunchyroll's official breach disclosure communications and any regulatory

filings (California AG breach portal, FTC reports) as timeline anchors for your incident record.

Step 5: Post-Incident — This incident highlights third-party vendor risk as a persistent gap. Review your

organization's vendor access inventory: which vendors have access to PII or payment data, what monitoring

exists on that access, and whether vendor contracts include breach notification SLAs. Map controls against

NIST SP 800-53 SA-9 (External System Services) and SR-6 (Supplier Assessments). If your organization relies

on third-party platforms for user authentication or payment processing, evaluate whether those relationships
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are covered under your incident response playbooks.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 — Post-Incident Activity: lessons-learned review must translate into concrete control

updates; third-party vendor gaps identified in this incident should produce specific playbook additions and contract

amendments within 30 days

Controls: NIST IR-4 (Incident Handling), NIST IR-8 (Incident Response Plan), NIST SA-9 (External System Services),

NIST SR-6 (Supplier Assessments and Reviews), NIST RA-3 (Risk Assessment), CIS 1.1 (Establish and Maintain

Detailed Enterprise Asset Inventory), CIS 7.1 (Establish and Maintain a Vulnerability Management Process), CIS 7.2

(Establish and Maintain a Remediation Process)

Compensating: Conduct a vendor access audit using a simple spreadsheet inventory: columns for vendor name, data

types accessible (PII/payment/both), access method (API key/OAuth/VPN/direct DB), last access review date, MFA

enforced (Y/N), breach notification SLA in contract (Y/N/days). For any vendor with PII or payment access lacking a

breach notification SLA, flag for contract amendment at next renewal and add a compensating control: require

quarterly access certification via email confirmation from the vendor's security contact. Build a Sigma rule for your log

pipeline to alert on anomalous bulk-export activity from any vendor service account: flag any single API principal

retrieving >10,000 records or >500MB from a data store within a 1-hour window — tuned from the Crunchyroll scenario

where 6.8M records were exfiltrated, likely via bulk export rather than slow enumeration.

Evidence: For the post-incident record, compile: (1) the complete vendor access inventory as it existed at breach time

versus post-remediation state, documenting which vendors had access to the user PII and payment data scope

affected by this incident; (2) lessons-learned meeting notes documenting the gap between your existing third-party

monitoring controls and what would have been required to detect the anomalous data export that enabled this breach;

(3) a mapping document showing which of your current IR playbooks explicitly cover third-party vendor compromise

scenarios, with gaps annotated for remediation; (4) regulatory notification records if any user PII in your environment

was confirmed affected — CCPA requires notification within 72 hours of discovery for California residents, GDPR

within 72 hours to supervisory authority, and these records must be retained as evidence of compliance.

Detection Guidance

No confirmed IOCs have been published by Crunchyroll or an authoritative third party as of this item's reporting

date. Detection focus should be on downstream credential abuse rather than direct network indicators. Watch

for: (1) credential stuffing patterns in authentication logs, high-volume failed logins followed by successful logins

from new IPs or unusual geolocations, particularly for accounts registered with entertainment or streaming

platform email addresses; (2) anomalous API or data export activity in cloud storage audit logs (AWS

CloudTrail, Azure Monitor, GCP Audit Logs) if your environment has vendor integrations with Crunchyroll or

similar platforms; (3) dark web monitoring alerts for Crunchyroll-associated email domains in newly posted

credential dumps. Payment card monitoring: if your organization processes payments through shared

infrastructure with affected vendors, coordinate with your fraud detection team for unusual transaction patterns.

All detection at this stage is precautionary, no confirmed indicators are available. Reassess when Crunchyroll

publishes official forensic findings.

Indicators of Compromise
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Type Value Context Confidence

NOTE No confirmed IOCs

available
No IOCs have been published by
Crunchyroll, law enforcement, or a
verified threat intelligence source as of
the reporting date (2026-03-24). Threat
actor claims have not been
independently verified. Do not
operationalize unconfirmed IOCs from
community sources.

LOW

Framework Mappings

MITRE-ATTACK

• T1586.002 — Email Accounts

• T1530 — Data from Cloud Storage

• T1199 — Trusted Relationship

• T1078 — Valid Accounts

NIST-800-53R5

• AC-2 — Account Management

• AC-6 — Least Privilege

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• AC-3 — Access Enforcement

• SR-2 — Supply Chain Risk Management Plan

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

CIS-V8

• 6.1

• 6.2

• 15.1 — Establish and Maintain an Inventory of Service Providers

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

• CC7.4 — Responds to identified security incidents

• CC9.2 — Manages risks associated with vendors and business partners

• CC6.3 — Authorizes, modifies, or removes access

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

• 164.308(a)(6)(ii) — Response and Reporting
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ISO-27001-2022

• A.5.34 — Privacy and protection of personal information

• A.5.21 — Managing information security in the ICT supply chain

NIST-CSF-2

• RS.CO-03 — Recovery activities and progress communicated

• GV.SC-01 — Cybersecurity supply chain risk management program

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1586.002 Email Accounts Resource-Development

T1530 Data from Cloud Storage Collection

T1199 Trusted Relationship Initial-Access

T1078 Valid Accounts Defense-Evasion

Sources

Source URL Tier

Hackers said they
breached 6.8M
Crunchyroll users'
personal data

https://www.financialexpress.com/trending/hackers-said-they-breache... T3

Crunchyroll confirms
data breach after hacker
claims ... - TechCrunch

https://techcrunch.com/2026/03/24/crunchyroll-confirms-data-breach-... T2

Anime streaming giant
Crunchyroll says hacker
stole data related to ...

https://therecord.media/crunchyroll-hacker-anime-data-theft T3

More Details About
Crunchyroll Hack -
Including Credit Card
Info

https://www.reddit.com/r/anime/comments/1s2dlaa/more_details_about_... T3

Alleged third-party hack
prompts massive
Crunchyroll breach |
brief

https://www.scworld.com/brief/alleged-third-party-hack-prompts-mass... T3

DISCLAIMER
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