SECURITY COMMAND CENTER
Tech Jacks Solutions TLP:CLEAR

INTELLIGENCE BRIEFING

Security Command Center 2026-03-29 18:39 UTC

Crunchyroll Data Breach via Third-Party Vendor
Exposes Up to 6.8 Million User Records

| | CVSS 7.5
SCC Item ID SCC-DBR-2026-0062
Type Data Breach
Severity HIGH
CVSS Base Score 7.5
Affected Products Crunchyroll customer support platform (third-party vendor environment); approximately 6.8

million user records reportedly affected
Published 2026-03-25

Discovery Source Serper

I Executive Summary

Crunchyroll is investigating a breach in which an unattributed threat actor clams to have exfiltrated
records on approximately 6.8 million users through a third-party customer support vendor. Exposed data
reportedly includes customer support records; the full scope of compromised data types remains
unconfirmed pending Crunchyroll's investigation. The primary business risk is regulatory exposure under
applicable data protection laws, reputational harm, and potentiad downstream phishing or
credential -stuffing campaigns targeting affected users.

I Technical Analysis

The breach originated in a third-party vendor environment handling Crunchyroll's customer support operations,
not Crunchyroll's core infrastructure. This is a supply chain access scenario consistent with MITRE ATT&CK
T1199 (Trusted Relationship) and T1078 (Valid Accounts), with possible cloud storage exposure (T1530).
Weakness classifications CWE-284 (Improper Access Control) and CWE-359 (Exposure of Private Personal
Information to Unauthorized Actor) apply. No CVE, NVD entry, or CISA KEV designation has been identified for
this incident. No CVSS vendor score is available; the assigned qualitative severity is High (internal estimate).
The threat actor advertised the data publicly before Crunchyroll confirmed the investigation. Attribution is
unconfirmed. All technical details derive from secondary news reporting (TechCrunch T2, BleepingComputer
T3, TechRadar T3); no authoritative vendor advisory or government advisory has been published as of the
configuration date.

Generated by TJS Security Command Center | 2026-03-29 18:39 UTC SCC-DBR-2026-0062 Page 1



SECURITY COMMAND CENTER
Tech Jacks Solutions TLP:CLEAR

I Action Checklist

1. Step 1, Vendor Assessment: Identify all third-party vendors with access to customer data, particularly
those handling support operations. Request immediate access logs and breach scope confirmation from
the affected vendor.

2. Step 2, Exposure Review: Determine whether your organization uses Crunchyroll corporate accounts or
has employee data that may have been processed through Crunchyroll's customer support platform.
Scope is limited to customer support records, not payment or authentication systems based on current
reporting.

3. Step 3, Phishing and Credential Monitoring: Alert security operations to monitor for phishing campaigns
or credential-stuffing attempts leveraging Crunchyroll-branded lures or customer support pretexts.
Cross-reference any Crunchyroll-related email addresses in your user directory against breach exposure.

4. Step 4, Third-Party Contract Review: Review vendor contracts and data processing agreements for
breach notification obligations and SLA timelines. Confirm whether the affected vendor holds data subject
to GDPR, CCPA, or other applicable regulations relevant to your organization.

5. Step 5, Supply Chain Control Enhancement: Audit third-party access controls against NIST SP 800-161
supply chain risk management guidance. Validate that vendor access follows least-privilege principles,
that access is logged, and that contractual breach notification windows are enforceable.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to CISO and legal immediately if: (1) any employee email appears in confirmed
breach data, (2) vendor cannot provide access logs within 24 hours, (3) affected vendor
processes GDPR/CCPA data and notification timeline is at risk, or (4) your organization lacks
DPA with affected vendor.

Recovery Notes Post-containment: (1) implement 90-day vendor access review cycle with attestation from
data owners, (2) deploy centralized logging and SIEM alerting for all third-party access (even
if basic), (3) update vendor management policy to mandate annual security assessments,
breach notification SLAs, and quarterly access audits. (4) Conduct tabletop incident
simulation with vendors to test breach notification response within 30 days. (5) Review and
update your supply chain risk register to assign risk scores to all critical vendors; flag this
vendor for elevated monitoring.

Forensic Artifacts Vendor access logs (authentication timestamps, IP addresses, data accessed) | Email
gateway logs covering 90 days pre-breach (sender, recipient, timestamp, Crunchyroll domain
indicators) | VPN/firewall logs showing internal IPs connecting to Crunchyroll infrastructure or
credential-stuffing sites | Password reset activity logs and MFA enrollment/reset logs
(baseline + 7-day post-breach window) | Database/application audit logs showing vendor
service account query history and data scope accessed

Per-Action IR Details

Step 1 — Vendor Assessment: Identify all third-party vendors with access to customer data, particularly those
handling support operations. Request immediate access logs and breach scope confirmation from the
affected vendor.
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NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2.2 (determining scope and impact)

Controls: NIST 800-53 SA-9 (external information system services), NIST 800-53 AU-2 (audit events), CIS 5.1
(establish and maintain a data inventory)

Compensating: Query your CMDB or asset register manually for all vendor relationships; contact vendor POCs
directly requesting (1) user access logs covering 90 days prior to breach disclosure, (2) list of data fields accessed, (3)
encryption status of data at rest and in transit. Document responses in a spreadsheet with vendor name, data types,
access dates, and log retention policy. If vendor cannot provide logs within 24 hours, escalate to procurement and legal
immediately.

Evidence: Before requesting logs: (1) capture your current vendor contract registry and data processing agreements
(DPA) as baseline, (2) screenshot your identity provider's vendor account listing (Okta, Azure AD, etc.) showing
provisioned third-party integrations, (3) preserve email threads with vendors confirming data access scope and
retention dates. This establishes your pre-incident knowledge baseline.

Step 2 — Exposure Review: Determine whether your organization uses Crunchyroll corporate accounts or has
employee data that may have been processed through Crunchyroll's customer support platform. Scope is
limited to customer support records, not payment or authentication systems based on current reporting.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.1 (preparation and triage)

Controls: NIST 800-53 AU-12 (audit generation), NIST 800-53 SI-4 (information system monitoring), CIS 3.3 (address
unauthorized software)

Compensating: Query your email system (Google Workspace, Office 365) for all messages to/from Crunchyroll
domains (crunchyroll.com, support.crunchyroll.com) in the past 12 months using: (Gmail) ‘from:crunchyroll.com OR
to:crunchyroll.com'; (Office 365) 'sender:crunchyroll.com OR recipients:crunchyroll.com' via eDiscovery.
Cross-reference returned email addresses against your Active Directory/Okta employee roster. Additionally, search
your VPN/firewall logs for any internal IP that connected to Crunchyroll IPs; use free Shodan or AlienVault OTX to
identify known Crunchyroll infrastructure IP blocks.

Evidence: Preserve before analysis: (1) email gateway logs covering the 12-month lookback window (backup to cold
storage), (2) VPN connection logs with source IP, destination IP, timestamp, and user identity, (3) web proxy/firewall
logs showing Crunchyroll domain resolutions and HTTP/HTTPS traffic, (4) screenshot of your organization's SaaS
inventory tool (if available) showing any Crunchyroll subscription or integration. This establishes whether any employee
exposure occurred and documents lack of exposure if none is found.

Step 3 — Phishing and Credential Monitoring: Alert security operations to monitor for phishing campaigns or
credential-stuffing attempts leveraging Crunchyroll-branded lures or customer support pretexts.
Cross-reference any Crunchyroll-related email addresses in your user directory against breach exposure.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.3 (initial notification and triage)

Controls: NIST 800-53 SlI-4(4) (system monitoring — inbound communications traffic), NIST 800-53 IR-6(1) (incident
reporting automation), CIS 6.1 (enable MFA) and CIS 6.2 (establish identity governance)

Compensating: Set up keyword alerts in your email gateway (Gmail rules, Office 365 transport rules) for messages
containing 'Crunchyroll', 'support.crunchyroll’, ‘account verify', ‘confirm password' arriving from external domains;
guarantine and alert security team. Cross-reference any Crunchyroll support email addresses in your directory against
known-compromised email lists (Have | Been Pwned API, Dehashed.com, free Breachify tool). Manually search your
VPN logs and web proxy for any employee authenticating to credential-stuffing sites (e.g., combolist upload sites)
using grep or simple log parsing. Alert your SOC to flag any employee resetting passwords in bulk or accessing MFA
reset flows within 48 hours post-breach announcement.

Evidence: Capture before executing: (1) baseline of employee password reset activity from past 30 days (average
daily resets), (2) email gateway logs for past 90 days, (3) VPN authentication logs with usernames and source IPs, (4)
screenshot of your current MFA enrollment rate by user segment. This establishes deviation baselines to detect attack
activity.
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Step 4 — Third-Party Contract Review: Review vendor contracts and data processing agreements for breach
notification obligations and SLA timelines. Confirm whether the affected vendor holds data subject to GDPR,
CCPA, or other applicable regulations relevant to your organization.

NIST Phase: Preparation

Reference: NIST 800-61r3 8§82 (preparation phase — pre-incident readiness)

Controls: NIST 800-53 SA-3 (system development life cycle), NIST 800-53 SA-9(c) (external services — information
security provisions), CIS 5.1 (establish data governance)

Compensating: Retrieve all signed data processing agreements (DPAs) and master service agreements (MSAs) with
the affected vendor from your contract management system or general counsel. Extract and document: (1) breach
notification timeline (e.g., '72 hours'), (2) definition of 'personal data' and regulated data types covered, (3) geographic
scope (EU/GDPR, CA/CCPA, etc.), (4) audit and access log retention requirements, (5) liability caps and
indemnification clauses. Create a one-page summary matrix showing which regulations apply (GDPR, CCPA, HIPAA,
PCI-DSS if relevant) and the vendor's explicit obligations under each. Flag any contract lacking a 72-hour breach
notification clause for legal review.

Evidence: Before review: (1) scan and preserve all signed DPA/MSA documents in PDF (original + signed copies), (2)
document the contract's execution date and any amendments, (3) capture email confirmation of vendor's receipt and
acceptance of current DPA, (4) preserve any prior correspondence with vendor legal teams regarding breach
notification procedures. This creates audit trail of your due diligence and contractual obligations.

Step 5 — Supply Chain Control Enhancement: Audit third-party access controls against NIST SP 800-161
supply chain risk management guidance. Validate that vendor access follows least-privilege principles, that
access is logged, and that contractual breach notification windows are enforceable.

NIST Phase: Recovery
Reference: NIST 800-61r3 83.4 (recovery); NIST 800-161 (supply chain risk management)

Controls: NIST 800-53 AC-2 (account management), NIST 800-53 AC-3 (access enforcement — least privilege),
NIST 800-53 AU-2 (audit events), CIS 5.2 (ensure authorized access to data) and CIS 6.1 (enable MFA)

Compensating: Conduct manual privilege audit: (1) in your identity provider (AD/Okta/Entra), list all service accounts
and vendor-provisioned accounts; verify each has explicit justification and expiration date (document in spreadsheet).
(2) Query your application logs and database access logs for all vendor-initiated queries; correlate against authorized
data scopes in DPA. (3) Enable OS-level audit logging on systems accessed by vendors (Windows: enable Event ID
4624, 4625 for logon; Linux: enable auditd and log PAM auth events). (4) Configure log aggregation (splunk-free, ELK
stack, or rsyslog centralization) to ship all vendor-access-related logs to immutable storage. (5) Document current
access logs going back 90 days; ensure 1-year retention minimum. (6) Test vendor's ability to revoke access within 1
hour by revoking a test account and timing the actual removal.

Evidence: Document baseline before changes: (1) current list of all vendor service accounts with creation date and
scope, (2) screenshots of IAM configuration showing role assignments, (3) sample of vendor access logs from past 30
days showing queries and data accessed, (4) current log retention policy in writing, (5) test log showing successful
revocation and audit trail. This establishes pre-incident control posture for comparison.

I Detection Guidance

No confirmed IOCs have been published as of the sources reviewed. Detection focus should be behavioral and
contextual. Monitor for: (1) phishing emails impersonating Crunchyroll customer support, particularly those
requesting credential re-entry or account verification; (2) credential-stuffing login attempts on internal systems
where users may have reused Crunchyroll account credentials; (3) inbound support-themed social engineering
attempts targeting your helpdesk, using data from the breach to add credibility. If your organization maintains a
threat intelligence platform, create a watch rule for Crunchyroll-related indicators as attribution and technical
details develop. Check threat intel feeds (ISAC, commercial) for IOC releases tied to this incident over the next
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30 days. No log queries or signature-based detections are possible without confirmed IOCs or infrastructure
details.

Indicators of Compromise

Type Value Context Confidence
URL https://techcrunch. conf 202 Primary reporting source — TechCrunch

6/ 03/ 24/ crunchyrol | -confir coverage of Crunchyroll breach

e - daF a- breach- af ter- hacke confirmation. Search-retrieved:;

r-clai ms-unaut hori zed-acce recommend human validation.

ss/
URL ht t ps: // ww. bl eepi ngconput Secondary reporting source —

er. conf news/ security/ crunc BleepingComputer incident coverage.

hyrol | - probes-breach-aft er Search-retrieved; recommend human

-hacker-cl ai ns-to-steal -68
m user s- dat a/

validation.

I Framework Mappings

MITRE-ATTACK

e T1078 — Valid Accounts
e T1199 — Trusted Relationship
e T1530 — Data from Cloud Storage

NIST-800-53R5

* AC-2 — Account Management

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management

e AC-3 — Access Enforcement

¢ SR-2 — Supply Chain Risk Management Plan
OWASP-TOP10-2021

e A01:2021 — Broken Access Control
CIS-v8

* 6.1
* 6.2
e 15.1 — Establish and Maintain an Inventory of Service Providers

SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

e CC7.4 — Responds to identified security incidents

Generated by TJS Security Command Center | 2026-03-29 18:39 UTC SCC-DBR-2026-0062 Page 5



SECURITY COMMAND CENTER

Tech Jacks Solutions

e CC9.2 — Manages risks associated with vendors and business partners

e (CC6.3 — Authorizes, modifies, or removes access
HIPAA-SECURITY

e 164.312(a)(1) — Access Control
e 164.308(a)(6)(ii) — Response and Reporting

1ISO-27001-2022

¢ A.5.34 — Privacy and protection of personal information

¢ A.5.21 — Managing information security in the ICT supply chain
NIST-CSF-2

¢ RS.CO-03 — Recovery activities and progress communicated

¢ GV.SC-01 — Cybersecurity supply chain risk management program

I MITRE ATT&CK Mapping

TLP:CLEAR

Technique ID Technique Name Tactic

T1078 Valid Accounts Defense-Evasion

T1199 Trusted Relationship Initial-Access

T1530 Data from Cloud Storage Collection

I Sources

Source URL Tier
https://www.cxtoday.com/security-privacy-compliance/crunchyroll-hac... T3

Crunchyroll confirms https://techcrunch.com/2026/03/24/crunchyroll-confirms-data-breach-...

data breach after hacker

claims ... - TechCrunch

Crunchyroll probes https://www.bleepingcomputer.com/news/security/crunchyroll-probes-b... T3

breach after hacker

claims to steal 6.8M

users ...

Crunchyroll https://www.techradar.com/pro/security/we-are-continuing-to-monitor... T3

investigating breach

which reportedly stole

dataon 6.8 ...

[International Cyber https://www.reddit.com/r/Crunchyroll/comments/1s130xe/international... T3

Digest on Twitter]
Crunchyroll breached
through ...
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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