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Following Unauthorized Activity Detection
|

SCC Item ID SCC-DBR-2026-0056

Type Data Breach

Severity HIGH

Affected Products LA Metro internal administrative computer systems (specific platforms and versions not

publicly disclosed)

Published 2026-03-20

I Executive Summary

Los Angeles Metro detected unauthorized activity in its internal administrative computer systems and
restricted access in response, causing disruption to commuter services. The scope of any data compromise,
the attack vector, and the threat actor responsible have not been publicly confirmed. For organizations
operating critical infrastructure or transit networks, this incident underscores the operationa risk of
intrusions that force containment-driven service disruptions before the full breach scope is understood.

I Technical Analysis

LA Metro detected unauthorized access to internal administrative systems and implemented access restrictions
as a containment measure. No CVE has been assigned; this is an intrusion or breach incident, not a disclosed
software vulnerability. No CVSS score, CWE classification, or vendor patch applies. Publicly reported MITRE
ATT&CK technigues associated with this incident pattern include T1078 (Valid Accounts) and T1190 (Exploit
Public-Facing Application), though neither has been confirmed as the verified attack vector by LA Metro or an
authoritative investigative body. Affected platforms, system versions, and the presence of ransomware, data
exfiltration, or lateral movement have not been publicly disclosed. The incident is classified High severity based
on operational impact and critical infrastructure context, not on a scored vulnerability. Source quality score is
0.64 across four regional and national news outlets; no official LA Metro security advisory or law enforcement
statement has been independently verified.

I Action Checklist

1. Step 1 (Immediate): Review and audit all privileged and administrative account activity for anomalous
authentication events, particularly any accounts with access to OT-adjacent or transit operational systems.
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2. Step 2 (Detection): Search authentication and VPN logs for indicators of Valid Accounts abuse (T1078):
off-hours logins, geographic anomalies, concurrent sessions, or accounts accessing systems outside their
normal baseline.

3. Step 3 (Detection): Audit internet-facing application and remote access infrastructure for signs of
exploitation (T1190): review WAF logs, patch status of public-facing portals, and any anomalous HTTP
error patterns or authentication failures preceding the detection window.

4. Step 4 (Assessment): Inventory administrative and back-office systems that, if restricted or taken offline,
would cause operational disruption to services; confirm their network segmentation from operational
technology (OT) and passenger-facing systems.

5. Step 5 (Assessment): Confirm that privileged access management (PAM) controls, MFA enforcement
on administrative systems, and least-privilege policies are current and enforced; identify any accounts with
standing access that should be time-limited or scoped.

6. Step 6 (Communication): If your organization operates critical infrastructure or shares sector threat
intelligence with CISA or an ISAC, check for any related advisories or Threat Sharing reports tied to this
incident or similar transit-sector targeting.

7. Step 7 (Long-term): Review incident response playbooks for containment scenarios that may force
access restrictions and cause operational disruption; ensure runbooks distinguish between
containment-driven downtime and ransomware-driven downtime so response actions are correctly
sequenced.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to executive leadership and legal/compliance if evidence confirms data exfiltration,
unauthorized system access spans OT/operational systems, or if service disruption duration
exceeds 4 hours; engage external IR firm if internal logs are inaccessible or if threat actor
identity and intent cannot be determined within 24 hours.

Recovery Notes Post-containment, preserve all forensic artifacts (logs, memory dumps, network traffic) for
minimum 90 days and conduct full timeline reconstruction to confirm scope of unauthorized
access and data touched. Validate eradication by re-enabling access in phases
(administrative accounts first, non-critical systems second) and monitoring for re-compromise
indicators. Conduct incident post-mortem within 5 business days focusing on detection lag
time, initial containment decision rationale, and playbook gaps.

Forensic Artifacts Windows Security Event Log (Event ID 4624, 4625, 4672, 4720, 4722, 4756) from domain
controllers and administrative systems | VPN and remote access concentrator logs
(timestamp, username, source IP, session duration, disconnection reason) | Web Application
Firewall (WAF) logs with blocked/allowed requests, HTTP status codes, and source IPs |
Active Directory audit logs and group membership change logs (dsquery output, repadmin
logs) | Network traffic captures on admin-to-OT segments (tcpdump .pcap files) and firewall
flow logs showing administrative system outbound connections | PAM/jump-host logs if
available, or scheduled task logs showing privileged account usage

Per-Action IR Details

Step 1 (Immediate): Review and audit all privileged and administrative account activity for anomalous
authentication events, particularly any accounts with access to OT-adjacent or transit operational systems.
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NIST Phase: Detection Analysis

Reference: NIST 800-61r3 8§3.2.2 (Analyze), 83.2.3 (Incident Categorization and Handling)

Controls: NIST 800-53 AU-2 (Audit Events), NIST 800-53 AC-2 (Account Management), CIS Controls 8.2 (Collect
Detailed Audit Logs)

Compensating: Query Windows Event Logs (Event ID 4624, 4625, 4672) on domain controllers using wevtutil or
PowerShell Get-WinEvent. Export to CSV: "Get-WinEvent -FilterHashtable @{LogName='Security'; ID=4624,4672}
-StartTime (Get-Date).AddDays(-7) | Export-Csv -Path privacct_audit.csv'. Cross-reference against AD user base for
accounts with OT system access using Active Directory Users and Computers or dsquery.

Evidence: Windows Security Event Log (Event ID 4624 = successful logon, 4625 = failed logon, 4672 = special
privileges assigned); Active Directory logon timestamps and group membership; OT system access control lists or
jump-host logs if bridging admin and OT networks. Capture immediately before restricting accounts to preserve logon
chain.

Step 2 (Detection): Search authentication and VPN logs for indicators of Valid Accounts abuse (T1078):
off-hours logins, geographic anomalies, concurrent sessions, or accounts accessing systems outside their
normal baseline.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.2 (Analyze), §3.2.3 (Incident Categorization); MITRE ATT&CK T1078 (Valid
Accounts)

Controls: NIST 800-53 AC-3 (Access Enforcement), NIST 800-53 AU-6 (Audit Review, Analysis, and Reporting), CIS
Controls 8.8 (Collect Detailed Authentication Logs)

Compensating: Parse VPN logs (Cisco AnyConnect, OpenVPN, or native RAS logs) and authentication proxy logs (if
available) to extract login timestamp, source IP, username. Use grep and awk to identify after-hours (22:00-06:00) or
weekend logins, then cross-reference source IP geolocation against employee baseline using free GeolP databases
(MaxMind free tier) or whois lookups. Flag concurrent sessions from same user: “cat vpn.log | awk '{print $3}' | sort |
uniq -c | awk '$1 > 1". Document baseline access patterns per user before comparing.

Evidence: VPN concentrator logs (timestamp, username, source IP, session duration), authentication server logs
(Radius/Tacacs+), firewall access logs for remote access IPs, baseline user access schedule (normally available from
access request tickets or prior audit). Capture full 30 days of VPN/authentication logs before analyzing to establish
normal behavior baseline.

Step 3 (Detection): Audit internet-facing application and remote access infrastructure for signs of exploitation
(T1190): review WAF logs, patch status of public-facing portals, and any anomalous HTTP error patterns or
authentication failures preceding the detection window.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.2 (Analyze); MITRE ATT&CK T1190 (Exploit Public-Facing Application)

Controls: NIST 800-53 SI-2 (Flaw Remediation), NIST 800-53 IA-2 (Authentication), CIS Controls 7.3 (Application
Patch Management), 12.3 (Address Unauthorized Software)

Compensating: Export WAF logs (ModSecurity, AWS WAF, or vendor-native) and parse for blocked requests
preceding detection date: “grep -E 'SQLIi|XSS|Path Traversal|RFI' waf.log | awk -F'," {print $1}' | sort | uniq". Correlate
HTTP 401/403 error spikes with authentication logs. Use “curl -I" and nmap scripting to verify patch status of known
CVEs affecting administrative portals (check CVE databases for vendor). Establish baseline error rate (normal 401
errors per day) by analyzing 30 days prior to incident detection; flag deviations exceeding 2 standard deviations.

Evidence: Web Application Firewall (WAF) logs with blocked/allowed rules and source IP, HTTP server access logs
(Apache/llIS) with HTTP status codes and response times, patch/vulnerability scan reports dated near incident window,
SSL/TLS certificate logs (issuer, expiration, subject), browser cache and history from admin workstations. Capture
WAF logs 60 days prior to detection to establish attack pattern baseline.

Step 4 (Assessment): Inventory administrative and back-office systems that, if restricted or taken offline,
would cause operational disruption to services; confirm their network segmentation from operational
technology (OT) and passenger-facing systems.
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NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (Preparation), 83.2.4 (Containment); NIST 800-53 AC-4 (Information Flow
Enforcement)

Controls: NIST 800-53 SA-3 (System Development Life Cycle), NIST 800-53 AC-4 (Information Flow Enforcement),
CIS Controls 1.1 (Inventory of Authorized Assets), 3.12 (Segment Network Based on Trust Levels)

Compensating: Use nmap or zmap to discover all systems on administrative network: “nmap -sL -n >
asset_inventory.txt'. Query DNS and DHCP logs for administrative system hostnames and IP mappings. Create
network diagram showing traffic between admin systems and OT systems using packet capture (tcpdump on network
tap or span port): “tcpdump -i -w admin_ot_traffic.pcap 'src net and dst net ". Identify any single points of failure (SPoF)
where admin system offline blocks OT service. Document with IT and operations teams.

Evidence: Network topology diagram, firewall ACLs or router configs showing permitted traffic between segments,
DNS resolution logs, DHCP assignment logs, Active Directory object attributes (location, group), system inventory
database records, packet captures of baseline admin-to-OT traffic. Preserve network diagrams and configs before any
containment action.

Step 5 (Assessment): Confirm that privileged access management (PAM) controls, MFA enforcement on
administrative systems, and least-privilege policies are current and enforced; identify any accounts with
standing access that should be time-limited or scoped.

NIST Phase: Preparation

Reference: NIST 800-61r3 8§2.1 (Preparation); NIST 800-53 AC-2 (Account Management), IA-2 (Authentication), |1A-4
(Identifier Management)

Controls: NIST 800-53 AC-2 (Account Management), NIST 800-53 IA-2 (Authentication), CIS Controls 5.3 (Disable
Dormant Accounts), 6.2 (Ensure Use of Dedicated Administrative Accounts)

Compensating: Audit Active Directory for accounts in privileged groups (Domain Admins, Enterprise Admins, Schema
Admins): “dsquery group CN=Domain Admins,CN=Users,DC=,DC=com -members | dsget user -samid -disabled
-lastLogon’™. Export to CSV for manual review. Check group policy objects (GPOs) applied to admin systems: “gpresult
/s luser /scope user’. Query Windows Event ID 4756 (member added to privileged group) for recent changes. If no
PAM tool exists, implement time-limited access via scheduled task or logon script that disables accounts outside
business hours.

Evidence: Active Directory export of privileged group members with lastLogon timestamp, group policy application
reports, MFA enrollment records (if available), access request/approval tickets showing justification for standing
access, Windows Event Log 4720 (account created), 4722 (account enabled), 4756 (privileged group membership
change). Baseline this data before any account modifications.

Step 6 (Communication): If your organization operates critical infrastructure or shares sector threat
intelligence with CISA or an ISAC, check for any related advisories or Threat Sharing reports tied to this
incident or similar transit-sector targeting.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.3 (Incident Categorization and Handling)

Controls: NIST 800-53 SlI-4 (Information System Monitoring), NIST 800-53 CA-7 (Continuous Monitoring), CIS
Controls 4.16 (Configure Automated Incident Response Capabilities)

Compensating: Subscribe to CISA's Automated Indicator Sharing (AIS) feed (free, https://www.cisa.gov/ais) and
cross-reference any IOCs (IPs, domains, file hashes, malware signatures) against your logs and network captures.
Join your sector ISAC (e.g., E-ISAC for energy, transit ISAC if available) and request recent threat bulletins on
transit-sector attacks. Monitor public threat intelligence sources (MITRE ATT&CK reports, Shodan queries for your
public IPs, GreyNoise community data). Document any matches with dates and source.

Evidence: CISA AIS feed IOC hits with matching log timestamps, ISAC threat bulletin summaries with relevant
tactics/techniques, public threat reports naming transit operators or OT/administrative system targeting, your
organization's indicators (public IPs, domain names, email domains) cross-referenced against public breach databases
(Have | Been Pwned, Shodan). Preserve threat sharing reports for post-incident review.
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Step 7 (Long-term): Review incident response playbooks for containment scenarios that may force access
restrictions and cause operational disruption; ensure runbooks distinguish between containment-driven
downtime and ransomware-driven downtime so response actions are correctly sequenced.

NIST Phase: Post Incident

Reference: NIST 800-61r3 84.1 (Post-Incident Activities), §3.2.4 (Containment); NIST 800-53 IR-3 (Incident Response
Testing), IR-8 (Incident Response Plan)

Controls: NIST 800-53 IR-3 (Incident Response Testing), NIST 800-53 IR-8 (Incident Response Plan), CIS Controls
17.1 (Maintain an Incident Response Plan)

Compensating: Document decision tree in playbook: (1) Detect unauthorized activity — Preserve evidence (7 days
full logs/memory dumps) — Enable forensic monitoring before restriction. (2) If ransomware indicators detected —
Isolate systems without delay, notify leadership, expect operational downtime. (3) If data exfiltration suspected -
Restrict access to prevent further data loss, enable network monitoring on isolated segment, preserve egress logs.
Create separate playbooks for each scenario with escalation timelines, approval workflows (who authorizes service
restriction), and communication templates for operations and leadership. Test playbooks annually with tabletop
exercises.

Evidence: Current incident response plan document, prior incident reports and post-mortems (to identify patterns),
playbook decision trees and runbooks, communication escalation matrix, approval authority documentation,
containment vs. ransomware response procedures. Update playbooks post-incident.

I Detection Guidance

No confirmed I0Cs have been publicly released by LA Metro, CISA, or law enforcement as of available
reporting. Detection should focus on behavioral patterns consistent with the associated MITRE techniques. For
T1078 (Valid Accounts): query authentication logs (Active Directory, Azure AD, SSO) for accounts with logins
outside established behavioral baselines, failed-then-successful authentication sequences, or privilege
escalation events in the 72-hour window preceding any anomaly alerts. For T1190 (Exploit Public-Facing
Application): review web application and load balancer logs for unusual request volumes, scanning patterns, or
error spikes against administrative portals and VPN concentrators. For transit or critical infrastructure
environments specifically: monitor for lateral movement between IT administrative networks and any OT or
supervisory control segments, and flag any access to systems governing scheduling, signaling, or fare collection
from IT-origin hosts. Note: all detection guidance here is pattern-based and derived from the associated MITRE
techniques. No confirmed indicators from this specific incident are available to search against.

I Framework Mappings

MITRE-ATTACK
e T1078 — Valid Accounts
e T1190 — Exploit Public-Facing Application
NIST-800-53R5
* AC-2 — Account Management
¢ AC-6 — Least Privilege
e |A-2 — Identification and Authentication (Organizational Users)
* |A-5 — Authenticator Management

* CA-8 — Penetration Testing
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¢ RA-5— Vulnerability Monitoring and Scanning

e SC-7 — Boundary Protection

¢ S|-2 — Flaw Remediation

* SI-7 — Software, Firmware, and Information Integrity

e Sl-4 — System Monitoring

1ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities

CIS-v8

e 8.2 — Collect Audit Logs

NIST-CSF-2

e DE.CM-01 — Networks and network services are monitored

MITRE ATT&CK Mapping

TLP:CLEAR

Technique ID Technique Name Tactic

T1078 Valid Accounts Defense-Evasion

T1190 Exploit Public-Facing Application Initial-Access

Sources

Source URL Tier
https://nationaltoday.com/us/ca/los-angeles/news/2026/03/20/la-metr... T3

LA Metro limits system https://abc7.com/post/la-metro-limits-system-access-detecting-unaut... T3

access after detecting

‘unauthorized ...

LA Metro computer https://nypost.com/2026/03/21/us-news/la-metro-locks-down-internal-... T3

hack causes commuter

chaos

Metro restricts access https://www.nbclosangeles.com/news/local/metro-restricts-access-to-... T3

to internal computer

systems after ...

ABC7 - LA Metro limits https://www.reddit.com/r/[LAMetro/comments/1rz4fnw/abc7_la_metro_lim... T3

access to computer
systems after ...
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This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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