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ShinyHunters Claims Aura Breach: Vishing
Attack Exposes 900K Records from Acquired
Marketing Database

| | CVSS 5.0
SCC Item ID SCC-DBR-2026-0055
Type Data Breach
Severity HIGH
CVSS Base Score 5.0
Affected Products Aura (identity protection platform); unnamed legacy marketing database inherited via 2021

acquisition; alleged Okta SSO integration

Published 2026-03-21

I Executive Summary

Aura, an identity protection platform, confirmed a data breach affecting approximately 900,000 records
from a legacy marketing database inherited through a 2021 acquisition, with roughly 35,000 current and
former customers directly impacted. The initial access came through a vishing attack against an Aura
employee, which provided the attacker, claimed by ShinyHunters, with valid credentials to the acquired
database. The core business risk is twofold: reputational damage from a breach at an identity protection
company, and demonstrated systemic exposure from post-acquisition data governance gaps that left
inherited systems with insufficient access controls.

I Technical Analysis

Root cause is social engineering (vishing, MITRE T1566.004) leading to valid account compromise (T1078), not
a software vulnerability, no CVE applies. The attacker targeted a legacy marketing database inherited from a
2021 acquisition, separate from Aura's core customer systems. Applicable CWEs: CWE-359 (Exposure of
Private Personal Information), CWE-284 (Improper Access Control), CWE-272 (Least Privilege Violation).
ShinyHunters claims approximately 12GB exfiltrated, containing PIl and corporate data across ~900,000
records. Additional ATT&CK techniques mapped: T1530 (Data from Cloud Storage, if cloud-hosted), T1213
(Data from Information Repositories), T1598.004 (Spearphishing Voice for reconnaissance), T1657 (Financial
Extortion, ShinyHunters alleges public disclosure followed failed extortion). Attribution to ShinyHunters is
medium confidence: Aura confirmed the breach; attribution rests on threat actor self-reporting, with no
independently verified technical indicators available in open sources as of early 2024. No patch is applicable;

Generated by TJS Security Command Center | 2026-03-29 18:37 UTC SCC-DBR-2026-0055 Page 1



SECURITY COMMAND CENTER
Tech Jacks Solutions TLP:CLEAR

remediation is access control and governance-oriented.

I Action Checklist

1. Step 1, Immediate: Audit all databases and data stores inherited from acquisitions; identify any with
elevated access permissions, weak authentication, or inadequate segmentation from production
environments.

2. Step 2, Detection: Review VolP, telephony, and help desk logs for unusual credential reset or access
provisioning requests; correlate with any anomalous authentication events in SSO (e.g., Okta) logs from
the past 90 days.

3. Step 3, Assessment: Inventory legacy and acquired systems for data classification coverage; confirm
whether inherited databases containing Pll are subject to current access control policies, MFA
enforcement, and least-privilege reviews.

4. Step 4, Communication: If your organization has a relationship with Aura (customer or partner), assess
whether affected records include employee or customer data; prepare breach notification posture per
applicable regulatory obligations (GDPR, CCPA, state laws).

5. Step 5, Long-term: Formalize a post-acquisition security integration checklist that includes data
classification, access control normalization, and legacy system decommissioning timelines; implement
vishing-specific awareness training with simulated voice phishing exercises targeting IT, HR, and help
desk staff.

I IR/ Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to CISO and external IR firm immediately if: (1) forensic evidence shows exfiltration
of >10K records post-breach, (2) Okta logs reveal ongoing lateral movement or secondary
account compromises, (3) help desk logs confirm vishing attack targeting multiple employees
in same department, or (4) legal/privacy team determines breach affects >5K individuals in
regulated jurisdictions (GDPR, CCPA).

Recovery Notes Post-containment recovery: (1) force password reset for all users with access to acquired
databases and require MFA re-enrollment; (2) deactivate any service accounts or AP| tokens
created post-breach and review logs for abuse; (3) segment legacy systems behind a network
gateway with IP whitelisting and session monitoring; (4) execute data minimization — delete
PII from acquired database if business purpose is no longer justified, or encrypt sensitive
fields at rest. Document recovery actions in your incident response runbook for future M&A
scenarios.
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Forensic Artifacts Okta System Log JSON export (all event types, 90-day window):
/apilvl/logs?limit=1000&since=2024-01-XX | Windows Event Log 4688 (process creation,
help desk and IT workstations) and 4624 (logon events) from domain controller and affected
endpoints | /var/log/auth.log (Linux systems) and /var/log/secure (RHEL/CentOS) for
vishing-triggered credential usage patterns | Database access logs: SQL Server
(sys.dm_exec_requests, trace files), MySQL (general_query_log, binary log with row-level
detail), and query execution history from past 90 days showing account name, timestamp,
source IP, and SQL executed | VolP CDR (call detail records) and recorded call audio (if
retention policy permits) for help desk extensions during 90-day window; help desk ticketing
system audit trail (creation, approval, modification, closure timestamps with actor identities)

Per-Action IR Details

Step 1 — Immediate: Audit all databases and data stores inherited from acquisitions; identify any with
elevated access permissions, weak authentication, or inadequate segmentation from production
environments.

NIST Phase: Preparation

Reference: NIST 800-61r3 8§2.1 (preparation phase); 84.2.3 (asset inventory and criticality classification)

Controls: NIST 800-53 CM-8 (information system component inventory), NIST 800-53 AC-2 (account management),
NIST 800-53 SC-7 (boundary protection), CIS 5.1 (inventory of approved applications)

Compensating: Use SQL Server Management Studio or MySQL Workbench to enumerate databases and user roles;
export sp_helpsrvrolemember and sp_helpdbrolemembers output; cross-reference against current HR/employee list to
identify orphaned service accounts. Use netstat -ano (Windows) or ss -tlnp (Linux) to identify open ports by database
service; document findings in CSV with columns: [database_name, owner, creation_date, contains_pii,
network_accessible, mfa_required, last_access_date].

Evidence: Before auditing: capture database configuration snapshots (sp_configure output on SQL Server or SHOW
VARIABLES on MySQL); screenshot user privilege grants; export database access logs for the past 90 days (SQL
Server: sys.dm_exec_connections, MySQL: general_query_log); preserve VPC/security group rules showing network
access paths to acquired systems.

Step 2 — Detection: Review VolP, telephony, and help desk logs for unusual credential reset or access
provisioning requests; correlate with any anomalous authentication events in SSO (e.g., Okta) logs from the
past 90 days.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 83.2 (detection and analysis phase); 83.2.3 (incident analysis)

Controls: NIST 800-53 AU-2 (audit events), NIST 800-53 AU-12 (audit generation), NIST 800-53 SI-4 (information
system monitoring), CIS 8.2 (audit logging)

Compensating: Export Okta system log (Settings > System Log or API: /api/vl/logs?since=2024-01-XX) and filter for:
event types 'user.session.start', 'user.authentication.sso', 'user.account.update_password’, 'system.api_token.create";
look for impossible travel (two authentications from geographically distant IPs within 5 minutes), off-hours access, or
new API tokens. For VolP: request CDR (call detail records) from your telephony provider filtered by help desk
extensions and HR extensions for the 90-day window; flag calls with >10 minute duration during off-hours. For help
desk tickets: search ticketing system (Jira, ServiceNow, etc.) for keywords: '‘password reset', 'account unlock’, 'access
grant' by filtering creation date 2024-01-XX to present; manually review tickets where requester identity cannot be
verified via callback.

Evidence: Before analyzing: preserve raw Okta logs (do not filter yet) in JSON format with full request/response
payloads; capture all MFA challenge/response events (AU-2 compliance); preserve unmodified VolP CDR exports;
export help desk ticketing system audit trail showing who created, modified, and closed access-request tickets; capture
employee directory as of 90 days ago to identify newly created accounts.
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Step 3 — Assessment: Inventory legacy and acquired systems for data classification coverage; confirm
whether inherited databases containing PIl are subject to current access control policies, MFA enforcement,

and least-privilege reviews.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.4 (impact assessment); NIST 800-53 PE-2 (physical access)

Controls: NIST 800-53 MP-3 (media marking), NIST 800-53 SC-28 (information in transit; information at rest), NIST
800-53 AC-3 (access enforcement), CIS 4.2 (data handling and protection)

Compensating: Use a spreadsheet-based data classification framework: create columns for [system_name,
data_owner, pii_type (email/ssn/phone/dob), data_volume, mfa_required_y/n, last_policy_review_date,
access_control_policy_id]. Query Active Directory for legacy accounts not reviewed in past year (Get-ADUser -Filter
{LastLogonDate -It (Get-Date).AddYears(-1)}); identify systems with no associated change control tickets in past 12
months. For databases: run SQL queries to identify tables with column names matching
/ssn|social_securitylemail|phone|dobjcredit_card/ and estimate row counts; manually verify that access control policies
reference these systems by name.

Evidence: Before assessment: export current access control policies and map them to system names (preserve
effective dates and approval signatures); capture AD group membership reports showing all users with database
access; preserve data classification tags/metadata from your DLP tool if available, or take screenshots of database
schema documentation; capture MFA enrollment status for all users in legacy system AD groups.

Step 4 — Communication: If your organization has a relationship with Aura (customer or partner), assess
whether affected records include employee or customer data; prepare breach notification posture per
applicable regulatory obligations (GDPR, CCPA, state laws).

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 (containment, eradication, recovery); 83.3.1 (containment strategy); NIST 800-53 IR-4
(incident handling)

Controls: NIST 800-53 IR-4 (incident handling), NIST 800-53 IR-6 (incident reporting), NIST 800-53 AU-1 (audit and
accountability policy), CIS 6.4 (incident investigation)

Compensating: Create a breach natification spreadsheet with columns: [affected_individual_name, email, phone,
state_of _residence, data_elements_exposed, regulatory_triggers (GDPR/CCPA/state), notification_deadline,
notification_method, status]. Cross-reference your user database against Aura's published affected individual list (if
available) and your customer/partner contracts. If GDPR applies: calculate 72-hour notification deadline from breach
discovery date; log all notifications in an audit trail. For CCPA: identify California residents separately — different
timeline. Consult your privacy/legal team for state-specific obligations (VA, CO, CT, etc.). Document in writing the
breach classification decision and who approved it.

Evidence: Before notifying: preserve the official Aura breach advisory and any published list of affected identifiers;
capture your contract(s) with Aura showing data processing terms (DPA if applicable); document the internal discovery
timeline (when you first learned of the breach and from what source); preserve email correspondence with legal/privacy
team regarding regulatory obligations; create a signed attestation of the breach assessment (who determined scope,
when, on what evidence).

Step 5 — Long-term: Formalize a post-acquisition security integration checklist that includes data
classification, access control normalization, and legacy system decommissioning timelines; implement
vishing-specific awareness training with simulated voice phishing exercises targeting IT, HR, and help desk
staff.

NIST Phase: Post Incident
Reference: NIST 800-61r3 §3.4 (post-incident activities); NIST 800-53 AT-1 (awareness and training policy)

Controls: NIST 800-53 AT-2 (security awareness training), NIST 800-53 AT-3 (role-based security training), NIST
800-53 AC-1 (access control policy), NIST 800-53 CM-9 (system configuration management), CIS 17.1 (security
awareness)
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Compensating: Create a post-acquisition integration checklist as a mandatory process gate in your change
management system (link each acquired system to a Jira epic or ServiceNow change request); include milestones:
[day_0: data_classification, day_30: access_control_audit, day_60: mfa_enforcement, day_90:
policy_compliance_sign_off, day 365: decommissioning_plan]. For vishing training: use free tools like KnowBe4's
Security Awareness Training (SANS alternatives: develop in-house using recorded vishing attack scenarios); conduct
phishing simulations via phone — have your security team call IT/HR/help desk staff and attempt credential elicitation;
log who fell for the attack and provide 1-on-1 retraining. Document training completion and test scores in your learning
management system (LMS) and tie to annual performance reviews.

Evidence: Before training rollout: capture the current state: how many M&A integrations happened in past 3 years and
which ones lacked security review (document the gap); preserve vishing attack recordings (with consent) for training
materials; document existing awareness training curricula to identify vishing-specific gaps; capture baseline security
posture metrics (% MFA adoption, password age, unused account count) to measure post-training improvement.

I Detection Guidance

This incident is a third-party breach, not a direct compromise of your environment. Detection focus should be on
two areas. First, internal vishing exposure: review telephony and help desk ticketing logs for requests to reset
credentials, provision access, or modify MFA enrollment, particularly where the requestor could not be verified
in-person or via a second channel. Flag any SSO (Okta or equivalent) authentication events preceded by a help
desk action within the same session window. Second, if your organization was an Aura customer or marketing
contact: monitor for credential stuffing or account takeover attempts using email addresses that may appear in
the exposed dataset; watch for phishing lures referencing the breach as a pretext. No confirmed IOCs (IPs,
domains, file hashes) attributable to this incident are available in open sources at this time. Behavioral indicators
consistent with ShinyHunters TTPs include bulk database queries, large outbound data transfers to
non-standard endpoints, and authentication from unusual geolocations following a social engineering event.

I Indicators of Compromise

Type Value Context Confidence
URL No confirmed | CCs No technical indicators attributable to LOW
avail abl e this incident have been published in

verified open sources as of the
configuration date. This field will be
updated if IOCs are released by Aura or
a trusted threat intelligence provider.

I Framework Mappings

MITRE-ATTACK

e T1598.004 — Spearphishing Voice
e T1566.004 — Spearphishing Voice
e T1566 — Phishing

e T1657 — Financial Theft

e T1530 — Data from Cloud Storage
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e T1213 — Data from Information Repositories
e T1078 — Valid Accounts

NIST-800-53R5

* AT-2 — Literacy Training and Awareness

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

e SI-3 — Malicious Code Protection

e Sl|-4 — System Monitoring

¢ SI-8 — Spam Protection

* AC-2 — Account Management

e AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |IA-5 — Authenticator Management

* AC-3 — Access Enforcement
OWASP-TOP10-2021

* AO01:2021 — Broken Access Control
CIS-Vv8

* 6.1

e 6.2

¢ 6.3 — Require MFA for Externally-Exposed Applications

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

SOC2-TSC

¢ CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

¢ CC7.4 — Responds to identified security incidents
HIPAA-SECURITY

e 164.312(a)(1) — Access Control

e 164.312(d) — Person or Entity Authentication

e 164.308(a)(5)(i) — Security Awareness and Training
e 164.308(a)(6)(ii) — Response and Reporting

ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities
* A.5.34 — Privacy and protection of personal information

* A.5.23 — Information security for use of cloud services
NIST-CSF-2

¢ RS.CO-03 — Recovery activities and progress communicated
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MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1598. 004 Spearphishing Voice Reconnaissance

T1566. 004 Spearphishing Voice Initial-Access

T1566 Phishing Initial-Access

T1657 Financial Theft Impact

T1530 Data from Cloud Storage Collection

T1213 Data from Information Repositories Collection

T1078 Valid Accounts Defense-Evasion
Sources

Source URL Tier

Security News https://www.bleepingcomputer.com/news/security/aura-confirms-data-b... T3

Security Firm Aura https://www.securityweek.com/security-firm-aura-discloses-data-brea... T3

Discloses Data Breach
Impacting 900,000
Records

Hackers Hit Aura, an https://www.pcmag.com/news/hackers-hit-aura-an-identity-protection-... T3
Identity Protection
Provider, Stealing 900K

The Company Paid to https://gizmodo.com/the-company-paid-to-protect-your-identity-just-... T3
Protect Your Identity

Just Got Hacked -

Gizmodo

Identity protection https://www.tomsguide.com/computing/online-security/identity-protec... T3
company Aura suffers

massive ... - Tom's

Guide

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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