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Healthcare Data Breach Trends: Sustained
Escalation Since 2009 (OCR Reporting Era)
DATA BREACH | HIGH

SCC Item ID SCC-DBR-2026-0053

Type Data Breach

Severity HIGH

Affected Products U.S. Healthcare Sector, Covered Entities and Business Associates subject to HIPAA
(hospitals, insurers, clearinghouses, third-party vendors)

Published 2026-03-01

Executive Summary

U.S. healthcare organizations face a sustained, multi-year escalation in data breaches tracked by HHS

OCR since the 2009 HITECH Act mandate, with hacking and ransomware now the dominant breach

categories, displacing earlier physical media theft patterns. Covered entities and their business associates

are both primary targets, with third-party vendor compromise representing a growing share of exposure.

The business risk is significant: PHI has long-term value on criminal markets, breach notification and

regulatory penalties under HIPAA are substantial, and clinical operational disruption from ransomware

directly affects patient safety.

Technical Analysis

The breach trend reflects convergence of multiple attack classes mapped to MITRE ATT&CK: initial access via

exploited public-facing applications (T1190), phishing (T1566), and supply chain compromise of business

associates (T1195); followed by ransomware deployment (T1486), data exfiltration over standard

application-layer protocols (T1071, T1048), and persistence via valid accounts (T1078). Relevant CWEs include

CWE-311 (missing encryption of sensitive data), CWE-359 (exposure of private information), CWE-693

(protection mechanism failure), CWE-284 (improper access control), and CWE-200 (exposure of sensitive

information to unauthorized actors). No CVE is associated with this trend item; it represents a structural

sector-wide pattern rather than a discrete vulnerability. PHI data classification and business associate

agreement (BAA) enforcement under HIPAA 45 CFR Parts 160 and 164 are the primary regulatory framework.

Note: Specific annual breach counts and records-exposed figures from source material were not independently

verified in this session. Retrieve current figures directly from HHS OCR breach portal (https://ocrportal.hhs.gov),

HIPAA Journal (https://www.hipaajournal.com/healthcare-data-breach-statistics/), and peer-reviewed sources

before citing in reports. The PMC/NIH source (https://pmc.ncbi.nlm.nih.gov/articles/PMC7349636/) provides the
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highest-tier analytical context.

Action Checklist

1. Step 1, Inventory business associate relationships: Pull your current BAA inventory and confirm each

third-party vendor with PHI access has a valid, executed agreement and has completed a recent security

assessment. Third-party compromise is a leading breach vector per OCR trend data.

2. Step 2, Validate ransomware detection coverage: Confirm EDR and SIEM rules cover T1486 (data

encryption for impact) and T1078 (valid account abuse). Review alert fidelity on off-hours authentication

and mass file modification events in systems that store or process PHI.

3. Step 3, Audit external-facing application exposure: Enumerate all public-facing systems with access to

PHI (EHR portals, patient scheduling, billing platforms). Verify patch currency and confirm WAF or

equivalent controls are in place, addressing T1190.

4. Step 4, Test exfiltration detection: Confirm network monitoring covers anomalous outbound data

transfers on standard protocols (HTTP/S, DNS) per T1071 and T1048. Verify DLP controls are scoped to

PHI data classifications.

5. Step 5, Review and update HIPAA breach response plan: Confirm the incident response playbook

includes OCR 60-day breach notification timelines (45 CFR § 164.408), designated breach coordinator

assignments, and a pre-drafted media statement template. Conduct a tabletop exercise against a

ransomware-plus-exfiltration scenario.

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to external IR firm and legal counsel immediately if any breach is confirmed or
suspected in the healthcare environment; if ransomware is detected actively encrypting PHI
systems, invoke IR playbook and notify HHS OCR within 24 hours per 45 CFR § 164.408.

Recovery Notes Post-containment, prioritize: (1) restore PHI systems from clean backups verified unaffected
by malware; (2) reset all credentials with access to PHI systems and confirm MFA is enabled;
(3) complete forensic analysis and preserve all evidence for OCR reporting and potential law
enforcement referral; (4) conduct final OCR breach notification with number of affected
individuals and mitigating factors (encryption, access controls) to reduce reportable breach
scope. Engage business associates to confirm they are not also compromised.
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Forensic Artifacts Windows Security Event Logs: ID 4688 (process creation), ID 4663 (file accessed), ID 4720
(user created), ID 4722 (user enabled), ID 1102 (audit log cleared) | Windows Registry:
HKLM\Software\Microsoft\Windows\CurrentVersion\Run,
HKLM\System\CurrentControlSet\Services (for persistence and EDR evasion) |
/var/log/auth.log and /var/log/audit/audit.log (Linux authentication, privilege escalation, file
access) | DNS query logs and proxy access logs (outbound C2 beacons, data exfiltration to
attacker-controlled domains) | File system artifacts: Windows $MFT (Master File Table),
$USNJournal (file modification timeline), shadow copies (Volume Shadow Copies); Linux
inode change times and extended attributes (getfattr, stat output) showing file
creation/modification during incident window | Memory dumps and live-system artifacts:
Windows pagefile.sys, hiberfil.sys, Process Monitor (procmon.exe) output, USBSTOR registry
hive showing external drive connections; Linux /proc/net/netstat and active network
connections (ss -tupan, netstat -pane) | Ransomware binary analysis artifacts: executable
hash (MD5, SHA-1, SHA-256), compile timestamp, import tables, embedded strings (ransom
note template, C2 domain), file icon metadata

Per-Action IR Details

Step 1 — Inventory business associate relationships: Pull your current BAA inventory and confirm each

third-party vendor with PHI access has a valid, executed agreement and has completed a recent security

assessment. Third-party compromise is a leading breach vector per OCR trend data.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (organizing incident response capability)

Controls: NIST 800-53 SA-9 (external information system services), NIST 800-53 PS-7 (third-party personnel

security), CIS 6.6 (third-party risk management)

Compensating: Maintain a manually curated spreadsheet (BAA_Inventory.xlsx) with columns: vendor name, PHI data

scope, BAA execution date, last assessment date, contact phone/email. Quarterly review: query vendor contacts

directly via email for current attestation letters; cross-reference against active service accounts in your directory

(Get-ADUser -Filter 'Enabled -eq $true' -Properties lastLogonDate for Windows, ldapsearch for Linux/LDAP

environments).

Evidence: Capture all executed BAAs as PDF scans (with signature pages) before step execution. Export active

vendor service accounts and their last logon timestamps: 'Get-ADUser -Filter "ServicePrincipalName -like *"

-Properties lastLogonDate | Export-Csv vendors_lastlogon.csv'. Preserve vendor assessment reports (PDF, dated

within 12 months). Screenshot current BAA inventory system (if digital) showing retention dates.

Step 2 — Validate ransomware detection coverage: Confirm EDR and SIEM rules cover T1486 (data encryption

for impact) and T1078 (valid account abuse). Review alert fidelity on off-hours authentication and mass file

modification events in systems that store or process PHI.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.3.1 (detection and analysis capability maturity)

Controls: NIST 800-53 SI-4 (information system monitoring), NIST 800-53 AU-12 (audit generation), CIS 8.2 (collect

audit logs), CIS 8.8 (collect detailed audit logs)

Compensating: Without EDR: enable Windows Audit Policy (auditpol /set /subcategory:'File Share' /success:enable

/failure:enable) and monitor Security Event Log (ID 4663: file accessed; ID 4688: process creation) for rapid file

modifications in PHI directories using Wevtutil queries (e.g., 'wevtutil qe Security /q:*[System[(EventID=4663)]] /f:text

/rd:true | findstring C:\PHI' for off-hours). For off-hours login detection on Linux: parse /var/log/auth.log with grep

'sshd.*Accepted' and cross-reference against authorized work hours using awk. Without SIEM: configure local log

aggregation via Windows Event Forwarding (WEF) to a central log collector, or use rsyslog on Linux with remote syslog

forwarding.
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Evidence: Export current SIEM/EDR detection rules in their native format (Splunk SPL queries, Sentinel KQL, etc.)

and save with timestamps. For Windows: create baseline of normal file access patterns in PHI directories using

'Get-Item C:\PHI -Recurse | Get-Acl > baseline_acls.txt' and document normal business hours. Capture 30 days of

Security Event Logs before step (wevtutil epl Security Security_30days.evtx) as control baseline. Document current

alerting thresholds (e.g., alert if 50+ files encrypted in 5 minutes) in a 'Detection_Rule_Baseline.txt' file.

Step 3 — Audit external-facing application exposure: Enumerate all public-facing systems with access to PHI

(EHR portals, patient scheduling, billing platforms). Verify patch currency and confirm WAF or equivalent

controls are in place, addressing T1190.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.2 (incident handling infrastructure)

Controls: NIST 800-53 SI-2 (flaw remediation), NIST 800-53 SC-7 (boundary protection), NIST 800-53 SI-10

(information system monitoring: network accessibility), CIS 7.2 (patch operating systems), CIS 7.3 (patch third-party

applications)

Compensating: Without vulnerability scanning tools: use Shodan (shodan.io) to identify your external IP ranges and

enumerate listening services; cross-reference with nmap scans from outside your network ('nmap -sV -p

443,8080,8443 ' from a safe external VPN). For patch verification on Linux: 'apt list --upgradable | grep -i patch' or 'yum

check-update'. For Windows: use 'Get-HotFix | Sort-Object -Property InstalledOn -Descending | Select-Object -First 10'

to confirm recent patching. Maintain a spreadsheet mapping each public-facing app to its last patch date and any

known CVEs (cross-reference with NVD.nist.gov or CISA KEV catalog).

Evidence: Document baseline network topology: export firewall rules ('netsh advfirewall firewall show rule name=all'

on Windows) and DNS records (dig @ns.yourdomain.com; nslookup yourdomain.com). Screenshot CVSS/CVE

tracking tools (if used) showing current vulnerability status. Capture WAF ruleset exports (ModSecurity, AWS WAF

rules, etc.) with timestamps. Create a 'Public_Apps_Baseline.txt' listing each external app, IP, port, patch date, and last

security assessment date—save before step.

Step 4 — Test exfiltration detection: Confirm network monitoring covers anomalous outbound data transfers

on standard protocols (HTTP/S, DNS) per T1071 and T1048. Verify DLP controls are scoped to PHI data

classifications.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.3.1 (detection capability) and §3.1 (post-incident activities: lessons learned)

Controls: NIST 800-53 SI-4 (information system monitoring: content inspection), NIST 800-53 DLP implementation

(from AC-2, SC-7), CIS 8.7 (collect detailed audit logs from DNS queries)

Compensating: Without DLP appliance: implement host-based monitoring using Zeek (formerly Bro) on a network

TAP or SPAN port to log DNS queries and TLS metadata (certificate details, SNI) to identify exfiltration-like patterns

(e.g., DNS queries to newly registered domains with no legitimate business purpose). For Windows: enable Sysmon

Event ID 3 (network connections) and filter for outbound HTTPS/DNS: 'Get-WinEvent -FilterHashtable

@{LogName='Application'; ID=3} | Where-Object {$_.Message -match 'DestinationPort.*(443|53)'} | Export-Csv

suspicious_conns.csv'. Use passive DNS intelligence (e.g., VirusTotal, PassiveDNS.mnemonic.no) to check outbound

domains against known malicious IP ranges. DLP scope check: audit email gateway rules (Microsoft Exchange

Transport Rules, Proofpoint, etc.) to confirm they scan for PHI patterns (SSN, MRN, patient names) in attachments and

message bodies.

Evidence: Export DLP policy definitions and screenshot current keyword/regex patterns used to detect PHI (before

step). Capture 30 days of network DNS logs ('Get-DnsClientCache | Export-Csv dns_baseline.csv' or tcpdump 'udp

port 53' -w dns.pcap). For HTTPS/TLS: export Zeek logs or proxy logs showing destination IPs, domain names, and

certificate thumbprints. Document baseline: list all known-good external domains your PHI systems contact (e.g., cloud

services, payment processors) in 'Whitelisted_Domains.txt'. Preserve firewall/proxy rule exports showing current

outbound access policies.

Step 5 — Review and update HIPAA breach response plan: Confirm the incident response playbook includes

OCR 60-day breach notification timelines (45 CFR § 164.408), designated breach coordinator assignments,
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and a pre-drafted media statement template. Conduct a tabletop exercise against a

ransomware-plus-exfiltration scenario.

NIST Phase: Preparation

Reference: NIST 800-61r3 §1 (incident response program overview and §2 (preparation phase: documented policy

and procedures)

Controls: NIST 800-53 IR-4 (incident handling), NIST 800-53 IR-7 (incident handling assistance and outsourced

services), NIST 800-53 IR-8 (incident response plan), CIS 17.1 (maintain an incident response plan)

Compensating: Maintain a plaintext or Word document Incident_Response_Plan_HIPAA.docx with these sections: (1)

Roles & Contacts: breach coordinator name, phone, email; legal counsel contact; HHS OCR reporting contact

(ocr@hhs.gov, 1-800-537-7697); media contact. (2) Timeline Checklist: Day 0 actions (isolate systems, preserve

evidence), Day 1–2 (notify HHS OCR if ≥500 residents), Days 3–60 (notify affected individuals via mail + email). (3)

Media Statement Template: 'On [date], we identified a security incident affecting [X] individuals. We have engaged

[forensic firm] and notified HHS OCR per 45 CFR § 164.408. Affected individuals will receive notification by [date]. We

are implementing [compensating control] to prevent recurrence.' (4) Tabletop Script: assume ransomware deployed

2024-01-15 04:00 UTC, exfiltration detected 2024-01-15 14:30 UTC (10.5 hours post-deployment). Participants: CISO,

IR lead, legal, marketing, hospital COO. Measure: time to first OCR notification, accuracy of breach scope estimation.

Evidence: Photograph or scan the current signed-off Incident Response Plan (if paper) showing approval dates and

signatures. Export digital IR plan with version history and last-modified timestamp. Preserve tabletop exercise notes:

record participant decisions, timeline estimates, and any gaps identified in real time (photographs of whiteboard notes,

or scanned hand-written notes with dates). Create a 'HIPAA_Breach_Contacts.txt' file with full names, titles, phone

numbers (cell and office), email addresses for all roles above—store in encrypted, access-controlled location and

document that encryption method (e.g., BitLocker, FileVault). Document current breach notification service contract (if

outsourced) with effective dates and notification SLA.

Detection Guidance

No discrete IOCs are associated with this trend item. Detection focus should target behavioral patterns

consistent with the dominant attack classes in OCR-reported breaches. Key signals: (1) Authentication

anomalies, valid account logins outside normal hours or from unexpected geolocations on systems storing PHI

(T1078); correlate against HR offboarding records for former employees and vendor access logs. (2) Mass file

modification or encryption events, sudden high-volume write or rename operations on file shares or EHR

storage paths, particularly with extensions associated with ransomware families (T1486); SIEM rule should alert

on file modification rate thresholds per host per minute. (3) Anomalous outbound transfer volume, sustained

high-byte-count sessions to external IPs on ports 80, 443, or 53 from hosts with PHI access (T1048, T1071);

baseline normal egress per host class and alert on deviation. (4) Phishing delivery indicators, email gateway

logs for attachments with macro-enabled Office formats or password-protected archives delivered to clinical staff

(T1566); correlate with endpoint process spawn chains from Office applications. (5) Supply chain access, review

VPN and remote access logs for business associate accounts accessing PHI systems outside contracted

service windows (T1195, T1078). Log sources: EDR telemetry, Windows Security Event Log (Event IDs 4624,

4625, 4663, 4688), network flow data, email gateway, and EHR access audit logs. HIPAA requires covered

entities to maintain access audit logs under 45 CFR § 164.312(b); confirm log retention meets your HIPAA risk

analysis commitments.

Framework Mappings

MITRE-ATTACK



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-DBR-2026-0053
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-03-29 18:35 UTC Page 6SCC-DBR-2026-0053

• T1190 — Exploit Public-Facing Application

• T1566 — Phishing

• T1195 — Supply Chain Compromise

• T1486 — Data Encrypted for Impact

• T1071 — Application Layer Protocol

• T1048 — Exfiltration Over Alternative Protocol

• T1078 — Valid Accounts

NIST-800-53R5

• CA-8 — Penetration Testing

• RA-5 — Vulnerability Monitoring and Scanning

• SC-7 — Boundary Protection

• SI-2 — Flaw Remediation

• SI-7 — Software, Firmware, and Information Integrity

• AT-2 — Literacy Training and Awareness

• CA-7 — Continuous Monitoring

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• SI-8 — Spam Protection

• SA-9 — External System Services

• SR-2 — Supply Chain Risk Management Plan

• SR-3 — Supply Chain Controls and Processes

• CP-9 — System Backup

• CP-10 — System Recovery and Reconstitution

• AC-2 — Account Management

• AC-6 — Least Privilege

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• AC-3 — Access Enforcement

• SC-28 — Protection of Information at Rest

• IR-4 — Incident Handling

OWASP-TOP10-2021

• A01:2021 — Broken Access Control

CIS-V8

• 6.1

• 6.2

• 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

• 15.1 — Establish and Maintain an Inventory of Service Providers
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SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

• CC7.4 — Responds to identified security incidents

• CC9.2 — Manages risks associated with vendors and business partners

HIPAA-SECURITY

• 164.312(a)(1) — Access Control

• 164.308(a)(7)(ii)(A) — Data Backup Plan

• 164.308(a)(6)(ii) — Response and Reporting

NIST-CSF-2

• RS.MI-01 — Incidents are contained

• RS.CO-03 — Recovery activities and progress communicated

• GV.SC-01 — Cybersecurity supply chain risk management program

ISO-27001-2022

• A.5.29 — Information security during disruption

• A.5.34 — Privacy and protection of personal information

• A.5.21 — Managing information security in the ICT supply chain

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1190 Exploit Public-Facing Application Initial-Access

T1566 Phishing Initial-Access

T1195 Supply Chain Compromise Initial-Access

T1486 Data Encrypted for Impact Impact

T1071 Application Layer Protocol Command-And-Control

T1048 Exfiltration Over Alternative Protocol Exfiltration

T1078 Valid Accounts Defense-Evasion

Sources

Source URL Tier

https://www.hipaajournal.com/healthcare-data-breach-statistics/ T3
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Source URL Tier

Healthcare Data Breach
Statistics: 2025
Roundup - Cobalt

https://www.cobalt.io/blog/healthcare-data-breach-statistics T3

Healthcare Data
Breaches: Insights and
Implications - PMC - NIH

https://pmc.ncbi.nlm.nih.gov/articles/PMC7349636/ T1

Healthcare data
breaches U.S. 2025 -
Statista

https://www.statista.com/statistics/1274594/us-healthcare-data-brea... T3

Healthcare Data Breach
Statistics (Updated
2025)

https://www.healthcarecompliancepros.com/the-latest-healthcare-data... T3
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