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Panera Bread Data Breach Triggers Multiple
Class-Action Lawsuits
DATA BREACH | HIGH

SCC Item ID SCC-DBR-2026-0048

Type Data Breach

Severity HIGH

Affected Products Panera Bread customer data (PII); estimated 5.1 million customers affected based on
third-party reporting, confidence: medium

Published 2026-02-21

Executive Summary

Panera Bread suffered a data breach exposing customer PII, with third-party reporting suggesting

approximately 5.1 million customers affected, that figure is unverified and does not originate from an

official Panera disclosure. Multiple class-action lawsuits are active as of early 2026, alleging inadequate

data protection controls and insufficient incident response. The primary business risk is regulatory and

legal exposure: organizations in the food service and loyalty program space should treat this as a signal to

audit third-party data handling, PII retention practices, and breach notification procedures.

Technical Analysis

No CVE is associated with this incident. The attack vector, initial access method, and full scope of compromised

data fields have not been confirmed in publicly available authoritative sources. Mapped weaknesses and

techniques suggest two plausible access patterns: CWE-359 (exposure of private personal information)

indicates PII was accessible beyond its intended boundary; MITRE ATT&CK T1530 (Data from Cloud Storage)

and T1078 (Valid Accounts) are inferred from the CWE-to-technique mapping and contextual risk profile, not

confirmed by Panera or law enforcement disclosures. No patch, CVE CVSS score, or vendor advisory is

available. Litigation is the primary ongoing action, not a technical remediation track. Source quality for this item

is moderate (score: 0.64); all sourcing is T3 (trade press, class-action aggregators). No authoritative Panera

disclosure has been identified.

Action Checklist

1. Step 1, Immediate: If your organization shares data with Panera Bread or operates similar loyalty/PII

programs, identify what customer data fields are collected, stored, and retained, focus on fields matching
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typical breach exposure: name, email, phone, address, loyalty account identifiers.

2. Step 2, Detection: Review access logs for cloud storage buckets or databases containing customer PII

for anomalous read activity, bulk export events, or access from unexpected principals or IPs, align queries

to T1530 (cloud storage access) and T1078 (valid account misuse) patterns in your SIEM.

3. Step 3, Assessment: Audit IAM policies and service account permissions on any cloud-hosted PII

stores; verify that no storage buckets or databases are publicly accessible or permissioned beyond least

privilege; cross-reference CIS Benchmark controls for cloud storage (CIS v8 Control 3.3, 3.6).

4. Step 4, Communication: If your organization operates a loyalty or customer data program, brief legal

counsel and privacy officers on this incident and the litigation it has triggered; confirm your breach

notification SLAs are documented and tested against your applicable state privacy laws (CCPA, state

biometric statutes) and any relevant sector frameworks.

5. Step 5, Long-term: Review and update your PII data retention policy, enforce minimum retention aligned

with NIST SP 800-53 SI-12 (information management and retention) and ensure customer data is purged

on defined schedules; conduct a tabletop exercise simulating a credential-based cloud data exfiltration

scenario against your current detection and response playbooks.

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to external IR firm or law counsel immediately if: (1) your organization's cloud
storage audit reveals public-accessible buckets containing PII, (2) detection queries in Step 2
surface unexplained bulk exports or access by unknown service accounts, or (3) your breach
notification SLA is not documented or conflicts with applicable regulations.

Recovery Notes Post-containment: (1) rotate all service account keys and API credentials with access to PII
stores, update application secrets management immediately, and re-run detection queries to
confirm no residual access. (2) Enforce data retention policies via TTL/lifecycle rules and
validate deletion logs confirm PII purge on schedule. (3) Schedule breach response tabletop
exercise quarterly for the next 12 months to operationalize playbook gaps identified in Step 5.

Forensic Artifacts CloudTrail/Activity Log/Cloud Audit Log exports (90-day retention minimum): lookup
GetObject, PutObject, ListBucket, CreateUser, AttachUserPolicy events | Database
transaction logs and slow query logs: query timestamps, user/service account identity, record
counts read/exported | Cloud storage bucket versioning and access logs: ACL change history,
public-access toggles, cross-account access grants | IAM audit trails: service account key
creation/rotation/deletion, policy attachment/detachment, role assumption logs | Application
firewall/proxy logs: outbound connections to cloud storage endpoints, data volume, source
process/user, destination IP

Per-Action IR Details

Step 1 — Immediate: If your organization shares data with Panera Bread or operates similar loyalty/PII

programs, identify what customer data fields are collected, stored, and retained — focus on fields matching

typical breach exposure: name, email, phone, address, loyalty account identifiers.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (preparation phase: asset inventory and data classification)

Controls: NIST 800-53 CM-8 (information system component inventory), NIST 800-53 SC-28 (protection of

information at rest), CIS v8 Control 2.1 (asset inventory and management)
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Compensating: Create a spreadsheet audit: query your database schema using native client tools (e.g., psql

INFORMATION_SCHEMA for PostgreSQL, sp_columns for SQL Server, SELECT column_name FROM

information_schema.columns for MySQL) to enumerate all PII fields. Export results to a tagged CSV with data

classification (public/internal/confidential) and retention rules. No CMDB required.

Evidence: Capture database schema documentation, data dictionary, and retention policy documents before any

remediation. Export current IAM role/permission assignments (e.g., aws iam list-attached-user-policies, gcloud projects

get-iam-policy) to establish baseline. Preserve application configuration files containing data flow mappings.

Step 2 — Detection: Review access logs for cloud storage buckets or databases containing customer PII for

anomalous read activity, bulk export events, or access from unexpected principals or IPs — align queries to

T1530 (cloud storage access) and T1078 (valid account misuse) patterns in your SIEM.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.4 (analysis phase: log review and anomaly detection)

Controls: NIST 800-53 AU-12 (audit generation), NIST 800-53 SI-4 (information system monitoring), CIS v8 Control

8.7 (log alert generation and response), MITRE ATT&CK T1530, T1078

Compensating: Parse cloud provider audit logs directly using CLI: AWS CloudTrail (aws cloudtrail lookup-events

--lookup-attributes AttributeKey=ResourceName --max-items 1000), Azure Activity Log (az monitor activity-log list), or

GCP Cloud Audit Logs (gcloud logging read). Use grep/awk to flag GetObject/ListBucket calls with ListSize >1000,

calls from IPs outside corporate ranges, or calls by service accounts not in your whitelist. Export to CSV and manually

correlate against user access request logs.

Evidence: Preserve unmodified CloudTrail/Activity Log/Audit Log exports (90 days minimum) in write-once storage

before analysis. Capture firewall/proxy logs showing outbound traffic from application servers to storage endpoints

(destination IP, port, byte count, time). Document all service account key rotation dates and last-access timestamps

from IAM audit trails.

Step 3 — Assessment: Audit IAM policies and service account permissions on any cloud-hosted PII stores;

verify that no storage buckets or databases are publicly accessible or permissioned beyond least privilege;

cross-reference CIS Benchmark controls for cloud storage (CIS v8 Control 3.3, 3.6).

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.2 (preparation phase: security tools and resources)

Controls: NIST 800-53 AC-2 (account management), NIST 800-53 AC-3 (access enforcement), CIS v8 Control 3.3

(address authorized access), CIS v8 Control 3.6 (appropriate access to cloud resources)

Compensating: Use native cloud CLI to audit bucket/database policies without third-party scanners: AWS (aws s3api

get-bucket-policy, aws s3api get-bucket-acl for each bucket), Azure (az storage account show --query

networkRuleSet), GCP (gsutil iam ch for each bucket). Export policies to JSON; manually grep for Principal: "*", Effect:

Allow, or Action: "*" entries. Cross-reference IAM role assignments (aws iam list-entities-for-policy) against

documented least-privilege requirements. Document any violations in a remediation ticket with evidence screenshots.

Evidence: Capture current IAM policy JSON/YAML files for all storage and database resources. Export service

account key inventory with creation/rotation dates. Take screenshots of bucket/database public-access settings and

ACLs. Preserve any previous permission change audit logs (CloudTrail or equivalent) for the past 12 months to detect

permission drift.

Step 4 — Communication: If your organization operates a loyalty or customer data program, brief legal

counsel and privacy officers on this litigation pattern; confirm your breach notification SLAs are documented

and tested against your applicable state privacy laws (CCPA, state biometric statutes) and any relevant sector

frameworks.

NIST Phase: Preparation

Reference: NIST 800-61r3 §1.2 (roles and responsibilities) and §3.4 (post-incident activities: communication)

Controls: NIST 800-53 IR-1 (incident response policy), NIST 800-53 IR-4 (incident response procedures), CIS v8

Control 19.7 (incident response communication)
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Compensating: Document your organization's breach notification SLA in a shared compliance tracking spreadsheet

(no SOAR required). Map your response timelines to each applicable regulation: CCPA (72-hour notice to California

AG if >500 residents affected), HIPAA (60 days if healthcare-linked), state breach notification laws (review National

Conference of State Legislatures database). Create a one-page incident response communication checklist with legal

counsel contact info, notification template recipients (regulators, affected users, media), and approval authorities. Test

via tabletop: simulate notification sequence and time response to identify bottlenecks.

Evidence: Preserve current breach notification SLA documentation, regulatory requirements matrix, and

communication template approval records. Capture email thread between IR team and legal counsel documenting

agreed notification timelines. Archive Panera litigation status updates (news articles, court filings links) as regulatory

landscape evidence for post-incident review.

Step 5 — Long-term: Review and update your PII data retention policy — enforce minimum retention aligned

with NIST SP 800-53 SI-12 (information management and retention) and ensure customer data is purged on

defined schedules; conduct a tabletop exercise simulating a credential-based cloud data exfiltration scenario

against your current detection and response playbooks.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §3.4.1 (lessons learned) and NIST 800-53 SI-12 (information management and retention)

Controls: NIST 800-53 SI-12 (information management and retention), NIST 800-53 IR-3 (incident response testing),

CIS v8 Control 13.3 (data retention and deletion)

Compensating: Implement retention using database TTL (time-to-live) features where available: PostgreSQL

partitioning + cron job (SELECT count(*) FROM customer_pii WHERE created_date < NOW() - INTERVAL '180 days';

DELETE...), MongoDB expireAfterSeconds index, or cloud-native lifecycle policies (AWS S3 Lifecycle, Azure Blob

Management Policy, GCP Object Lifecycle). Document retention rationale per business need (loyalty reconciliation: 90

days, regulatory archival: 7 years) in a data governance wiki. Run tabletop: simulate stolen API key exfiltrating 10k

records; walk through detection query (Step 2), containment (revoke key, kill sessions), and notification (Step 4) with IR

team to identify gaps.

Evidence: Document current data retention policy and justification for each data type. Capture baseline test results

from tabletop exercise (detection latency, time-to-containment, communication delays). Archive cleaned-up PII deletion

logs (audit entries showing record deletion timestamps and approver) to demonstrate retention enforcement. Preserve

lessons-learned meeting notes identifying detection/response gaps.

Detection Guidance

No confirmed IOCs have been publicly disclosed for this incident. Detection guidance is based on technique

mapping (T1530, T1078) and should be treated as precautionary, not incident-specific. In your SIEM or cloud

security tooling, query for: (1) Bulk or high-volume read operations against cloud object storage (S3, Azure Blob,

GCS) containing PII, flag events exceeding baseline read volume thresholds per principal per hour; (2)

Authentication events using service accounts or shared credentials accessing PII datastores outside normal

business hours or from anomalous source IPs; (3) New or modified IAM policies granting ListBucket, GetObject,

or equivalent read permissions to identities not previously authorized; (4) Data exfiltration volume anomalies,

egress spikes from storage services to external IPs not in your approved egress list. If your organization uses a

CASB, enable DLP policies for bulk PII movement. No specific hash, domain, or IP IOC is available for this

incident.

Framework Mappings

MITRE-ATTACK
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• T1530 — Data from Cloud Storage

• T1078 — Valid Accounts

NIST-800-53R5

• AC-2 — Account Management

• AC-6 — Least Privilege

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

HIPAA-SECURITY

• 164.308(a)(6)(ii) — Response and Reporting

SOC2-TSC

• CC7.4 — Responds to identified security incidents

ISO-27001-2022

• A.5.34 — Privacy and protection of personal information

• A.5.23 — Information security for use of cloud services

NIST-CSF-2

• RS.CO-03 — Recovery activities and progress communicated

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1530 Data from Cloud Storage Collection

T1078 Valid Accounts Defense-Evasion

Sources

Source URL Tier

https://restaurantbusinessonline.com/technology/panera-faces-multip... T3

Panera Bread hit with
two class action
lawsuits over data
breach

https://topclassactions.com/lawsuit-settlements/lawsuit-news/panera... T3

5.1 Million Panera Bread
Customers Exposed in
New Data Breach

https://classactionu.org/our-news/panera-bread-data-breach/ T3
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Source URL Tier

Breaking News: Panera
Bread is facing multiple
class ... - Instagram

https://www.instagram.com/p/DVb3swNEzST/ T3

Panera, Krispy Kreme
contend with security
breach lawsuits

https://www.nrn.com/restaurant-technology/panera-krispy-kreme-conte... T3
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