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I Executive Summary

Starbucks disclosed a data breach affecting 889 employees, with compromised records likely containing
personally identifiable information such as names, contact details, and employment data. The attack vector
and responsible party have not been publicly attributed as of available reporting. Business risk centers on
employee privacy exposure, potential regulatory notification obligations under applicable state and federal
law, and reputational impact if affected individuals are not promptly notified.

I Technical Analysis

This is a data breach incident, not a software vulnerability disclosure. No CVE, CWE, or CVSS score has been
assigned. The specific attack vector, initial access method, and responsible threat actor have not been
confirmed in public reporting as of the available sources (Security Affairs, BleepingComputer, SecurityWeek).
Compromised data is described as employee records; the exact data fields exposed have not been publicly
confirmed. No patch or technical remediation action has been issued because no specific software vulnerability
has been identified as the root cause. Incident classification: data breach, employee PII, unattributed. MITRE
ATT&CK techniqgue mapping cannot be performed without confirmed attack vector data. Root cause,
responsible party, and full data scope remain unconfirmed pending Starbucks' ongoing disclosure.

I Action Checklist

1. Step 1, Immediate: If your organization uses third-party HR, payroll, or workforce management
platforms shared with or similar to those used by Starbucks, verify those platforms have not been similarly
compromised.

2. Step 2, Detection: Review access logs for HR systems, employee databases, and identity management
platforms for anomalous data exports, bulk record access, or unauthorized API calls in the relevant
timeframe.

Generated by TJS Security Command Center | 2026-03-29 18:43 UTC SCC-DBR-2026-0020 Page 1



SECURITY COMMAND CENTER
Tech Jacks Solutions TLP:CLEAR

3. Step 3, Assessment: Inventory what employee PII your organization stores, where it resides, who has
access, and whether any third-party vendors hold copies, identify exposure surface now, before an
incident occurs.

4. Step 4, Communication: If your organization is a Starbucks vendor, partner, or shares employee data
pipelines with Starbucks, notify your privacy and legal teams to assess potential downstream exposure
and regulatory natification obligations.

5. Step 5, Long-term: Review data minimization practices for employee records; confirm that access to HR
data is role-restricted, logged, and auditable; validate that employee PII retention policies align with
applicable regulations (e.g., state breach notification laws, GDPR if applicable).

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to external IR/forensics firm immediately if your organization has confirmed
data-sharing pipelines with Starbucks, holds Starbucks employee data, or if any internal HR
system audit logs show suspicious bulk exports or after-hours access during the likely breach
window (escalate within 24 hours of detection).

Recovery Notes Post-containment recovery requires three parallel workstreams: (1) regulatory notification and
timeline compliance (contact state attorneys general and affected employees per applicable
breach notification laws; GDPR Atrticle 33 notification to supervisory authority within 72 hours
if applicable), (2) victim support (coordinate with Legal/HR to offer credit monitoring or identity
theft protection to affected employees if Starbucks data included yours), (3) preventive
security hardening (implement role-based access controls, enforce MFA on HR system admin
accounts, enable continuous access reviews via entittement management tools or manual
quarterly certification). Recovery is complete when all affected parties are notified, preventive
controls are live, and a post-incident review (NIST 800-61r3 §3.4 'Lessons Learned') is
documented.

Forensic Artifacts HR system access logs (database audit trail, export in CSV format with timestamp, user ID,
action, affected record count) | Identity management system logs (Active Directory event logs
Event ID 4624, 4688, 4720 for account creation/modification; LDAP server logs for
bind/search/modify operations) | Application authentication logs (Okta/Azure AD sign-in logs,
MFA challenge logs, API authentication token generation logs for service accounts) | File-level
access logs (if HR data stored in shared folders: Windows SMB audit logs [Event ID 5145],
NFS/CIFS server logs showing file opens/reads/downloads) | Database transaction logs (SQL
Server transaction log or PostgreSQL WAL showing SELECT, EXPORT, UNLOAD queries
against employee tables; capture with timestamps and connected user)

Per-Action IR Details

Step 1, Immediate: If your organization uses third-party HR, payroll, or workforce management platforms
shared with or similar to those used by Starbucks, verify those platforms have not been similarly
compromised.

NIST Phase: Preparation
Reference: NIST 800-61r3 §2.1 (Preparation phase: tools, processes, and communication)

Controls: NIST 800-53 SA-3 (System Development Life Cycle), NIST 800-53 SA-9 (External Information System
Services), CIS 6.4 (Third-party software supply chain security)
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Compensating: Contact your HR/payroll platform vendor directly and request confirmation of their breach status via
documented communication (email/ticket). Cross-reference vendor name against CISA Alerts and SecurityFocus
breach database. Maintain a spreadsheet inventory of all third-party platforms with access to employee data and their
last verified security assessment date.

Evidence: Before contacting vendors: capture current HR/payroll platform login credentials storage location (password
manager, SSO configuration), document all user accounts with access (via platform admin console or IAM export),
photograph or screenshot vendor contract terms covering data handling and breach notification timelines.

Step 2, Detection: Review access logs for HR systems, employee databases, and identity management
platforms for anomalous data exports, bulk record access, or unauthorized API calls in the relevant
timeframe.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.4 (Detection analysis: log review and anomaly detection)

Controls: NIST 800-53 AU-2 (Audit and Accountability: events to audit), NIST 800-53 AC-2 (Access Control: account
management and logging), CIS 8.2 (Log all access to systems containing sensitive data)

Compensating: Export HR system access logs (if available via admin console) to CSV and manually grep for patterns:
(1) data export actions (keywords: 'export’, ‘'download’, 'batch’, 'report’), (2) bulk queries (WHERE clauses returning
>100 rows), (3) after-hours access (timestamp outside 06:00-20:00 business hours), (4) service account activity (filter
by service account names). Use grep, awk, or Excel filtering. Cross-reference user IDs against current employee roster
to identify terminated/inactive accounts still active.

Evidence: Before running queries: preserve original HR system access logs in read-only format (copy to external drive
or archival storage). Capture the timeframe of the Starbucks breach (typically disclosed date minus 30-90 days for
undetected dwell). Document all HR system database connection strings, API endpoints, and authentication
mechanisms in use. Screenshot current HR system user role matrix and API key assignments from IAM configuration.

Step 3, Assessment: Inventory what employee PIl your organization stores, where it resides, who has access,
and whether any third-party vendors hold copies, identify exposure surface now, before an incident occurs.

NIST Phase: Preparation

Reference: NIST 800-61r3 8§2.1 (Preparation: asset inventory) and 8§3.1 (Detection: baseline deviation)

Controls: NIST 800-53 CM-8 (Configuration Management: information system component inventory), NIST 800-53
IA-4 (Identification and Authentication: identifier management), CIS 1.1 (Inventory of authorized and unauthorized
devices), CIS 13.1 (Data protection: classify and inventory sensitive data)

Compensating: Create a manual data inventory spreadsheet: for each HR system (HRIS, payroll, benefits platform,
identity directory), document (1) system name and owner, (2) PII fields stored (SSN, DOB, address, phone, emalil,
salary, tax ID), (3) data storage location (database server IP, file path), (4) backup location, (5) access control list by
role, (6) vendor/SaaS provider name if applicable, (7) data retention period. Conduct interviews with HR, Finance, IT
Ops, and Benefits teams to identify shadow systems or spreadsheets holding employee data. Use data lineage
diagrams (ASCII or draw.io) to show data flows between systems.

Evidence: Preserve baseline configurations before inventory: take screenshots of all HRIS/payroll platform admin
consoles showing user role assignments and field permissions. Export IAM access control lists (Active Directory group
memberships, LDAP entries, or SaaS platform roles) to CSV. Document all scheduled data syncs or ETL jobs that
touch employee PII (check cron logs, task scheduler, ETL tool configurations). Capture employee count and top-level
PII categories in writing (attestation by HR Director).

Step 4, Communication: If your organization is a Starbucks vendor, partner, or shares employee data
pipelines with Starbucks, notify your privacy and legal teams to assess potential downstream exposure and
regulatory notification obligations.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (Preparation: roles and responsibilities) and §3.4 (Containment: communication plan)
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Controls: NIST 800-53 IR-1 (Incident Response policy), NIST 800-53 IR-2 (Incident Response training and testing),
CIS 19.1 (Establish incident response processes)

Compensating: Create a written notification checklist: identify all points of contact (Legal, Privacy Officer, Data
Protection Officer, Compliance) and escalation chain. Document the notification trigger: does your organization hold
Starbucks employee data, or does Starbucks hold your employee data, or both? Draft a brief incident summary (2-3
sentences: 'Starbucks disclosed breach of 889 employee records; assess if we share data pipelines; timeline unknown;
notify Legal/Privacy for regulatory obligations assessment’). Send notification via encrypted email with read receipt.
Maintain a signed record of notification date and recipient acknowledgment.

Evidence: Before notifying: inventory any Starbucks employment relationships or data-sharing agreements in your
contracts repository. Search email for 'Starbucks' and 'employee data' to identify any prior data exchanges. Document
your organization's applicable regulatory obligations (state breach notification laws where employees reside, GDPR
Article 33—-34 if EU employees, HIPAA/PCI if healthcare/payment data also at risk). Screenshot your incident response
plan cover page and authorized signatories.

Step 5, Long-term: Review data minimization practices for employee records; confirm that access to HR data
is role-restricted, logged, and auditable; validate that employee PII retention policies align with applicable
regulations (e.g., state breach notification laws, GDPR if applicable).

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.4 (Containment and recovery: long-term improvements) and NIST 800-53r5 Chapter 3
(Technical safeguards for data protection)

Controls: NIST 800-53 SC-28 (Protection of Information at Rest), NIST 800-53 AC-6 (Least Privilege), NIST 800-53
AC-7 (Unsuccessful Login Attempts), CIS 3.3 (Limit administrative privileges to dedicated admin accounts), CIS 13.2
(Encrypt data in transit and at rest)

Compensating: Perform a role-based access review: for each job function (HR Generalist, Payroll Processor, Finance
Manager, IT Admin), document what PlI fields they actually need to access for their role. Implement compensating
controls: (1) role-based view masks in HR system (show only fields required per role, e.g., HR Generalist sees
name/contact, not SSN/salary), (2) access logging via native HR system audit trail or database audit triggers (enable
guery logging if available), (3) quarterly access recertification by manager sign-off, (4) retention schedule (delete
employee records 3 years post-termination unless legally required longer), (5) Pll minimization: remove SSN from
routine reporting, use employee ID instead. Document all in a Data Handling SOP.

Evidence: Capture baseline state before changes: export current access control list and data minimization settings
from HR system admin console. Screenshot current retention policies from HR platform or document retention policy.
Request audit log capability assessment from HR platform vendor (what can be logged, what is the retention period,
can logs be exported). Document current encryption status for HR data at rest (database encryption, disk encryption,
SaasS provider encryption) and in transit (TLS version, VPN usage for connections).

I Detection Guidance

No I0Cs have been publicly released in connection with this breach. Detection guidance is limited to general HR
data exposure monitoring. Review SIEM logs for bulk exports from HR or identity platforms (unusually high row
counts in queries, large file downloads from HR portals). Check for access to employee record tables or APIs
outside of normal business hours or by accounts not typically associated with HR functions. Monitor for new
service account creation or privilege escalation in systems holding employee PII. If your organization uses the
same HR or workforce management vendors as large food service or retail chains, flag those vendor access
logs for review. No specific log queries, hashes, IPs, or domains have been confirmed as indicators of
compromise in public reporting.

I Framework Mappings
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ISO-27001-2022

e A.8.8 — Management of technical vulnerabilities

¢ A.5.34 — Privacy and protection of personal information
HIPAA-SECURITY

e 164.308(a)(6)(ii) — Response and Reporting
SOC2-TSC

¢ CC7.4 — Responds to identified security incidents
NIST-CSF-2

¢ RS.CO-03 — Recovery activities and progress communicated
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks

Solutions is not liable for any damages resulting from the use of this information.
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