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Intuitive Surgical Discloses Phishing-Linked
Internal IT Breach
I

SCC Item ID SCC-DBR-2026-0015

Type Data Breach

Severity MEDIUM

Affected Products Intuitive Surgical internal IT business applications (specific systems not publicly disclosed)
Published 11 hours ago

I Executive Summary

Intuitive Surgica disclosed in March 2026 that an unauthorized third party accessed certain internal 1T
business applications following a phishing incident. The scope of data accessed, duration of access, and
specific systems involved have not been publicly detailed; no impact to da Vinci surgical systems or
patient safety has been reported. Business risk centers on potential exposure of corporate data, regul atory
notification obligations, and reputational impact given the company's prominence in medical robotics.

I Technical Analysis

Initial access vector: phishing (T1566 - Phishing), leading to valid account compromise (T1078 - Valid Accounts)
and subsequent access to cloud or internal data stores (T1530 - Data from Cloud Storage). No CVE is
associated with this incident; the breach exploited human and process controls rather than a software
vulnerability. Relevant weakness: CWE-1021 (Improper Restriction of Rendered Ul Layers and Frames) is listed
in source data, though the primary weakness pattern aligns more closely with credential theft via social
engineering. (CWE-1021 appears to be a source-reporting artifact rather than a genuine technical weakness
mapping for this incident.) Affected systems are described only as 'certain internal IT business applications'; no
EHR, surgical system, or OT environment impact has been confirmed in available sources. No patch is
applicable; remediation is procedural and identity-focused. Source quality score is 0.4, reflecting T3-tier
coverage only; technical details remain limited pending further disclosure.

I Action Checklist

1. Step 1 (Immediate): Audit phishing simulation and email filtering effectiveness; confirm DMARC, DKIM,
and SPF are enforced on all outbound and inbound mail domains.
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2. Step 2 (Detection): Review authentication logs for anomalous account activity, off-hours logins,
impossible travel, or first-time access to sensitive applications, over the past 90 days.

3. Step 3 (Assessment): Inventory cloud-hosted and internal business applications with access to sensitive
corporate, employee, or operational data; confirm MFA enforcement on all accounts with access to those
systems.

4. Step 4 (Communication): If your organization shares data with Intuitive Surgical (vendor, partner, or
supply chain relationship), assess whether that data may be within the scope of accessed applications and
notify relevant internal stakeholders.

5. Step 5 (Long-term): Review phishing-resistant MFA adoption (FIDO2/hardware keys) for privileged and
high-value accounts; update incident response playbooks to include third-party breach triage procedures
for vendor relationships.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate immediately to CISO/Chief Legal if your organization shares any data with Intuitive
Surgical, or if any anomalous authentication activity from Step 2 suggests lateral movement to
sensitive applications; engage external IR firm if forensic log retention is <90 days, attribution
is required, or regulatory notification timelines are active.

Recovery Notes Post-containment, prioritize: (1) rotate credentials for all accounts that touched flagged
sensitive applications (force password reset + MFA re-enrollment); (2) conduct vendor data
exposure assessment and execute notification workflow per Step 4; (3) schedule
lessons-learned meeting within 2 weeks to update IR playbooks and MFA deployment
schedule. Confirm email filtering rules catch similar phishing campaigns going forward (test
with phishing simulation 30 days post-incident).

Forensic Artifacts Windows Event Log: Event ID 4624 (successful logon), 4625 (failed logon), 4688 (process
creation with command-line args) | Linux authentication logs: /var/log/auth.log,
Ivar/log/secure, /var/log/audit/audit.log (auditd) | Application access logs: vendor-specific
authentication/session logs (Salesforce LoginHistory, Workday audit logs, Azure AD sign-in
logs, AWS CloudTrail) | Email gateway logs: phishing simulation campaign results, message
filtering verdicts, header metadata (SPF/DKIM/DMARC pass/fail) | Network logs: VPN/proxy
access logs with source IP, geolocation, timestamp; DNS query logs showing domain
resolution patterns; firewall logs for sensitive application access

Per-Action IR Details

Step 1 (Immediate): Audit phishing simulation and email filtering effectiveness; confirm DMARC, DKIM, and
SPF are enforced on all outbound and inbound mail domains.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (Preparation phase: tools, processes, and readiness)

Controls: NIST 800-53 SI-4 (Information System Monitoring), NIST 800-53 SC-7 (Boundary Protection), CIS 6.1
(Email and Web Browser Protections)

Compensating: Without enterprise email gateway: use command-line tools (dig, nslookup, mxtoolbox CLI) to validate
SPF/DKIM/DMARC records on all mail-sending domains. Script via bash loop: “for domain in $(cat domains.txt); do dig
$domain TXT +short | grep -E 'v=spfl|v=DKIM|v=DMARC'; done". Cross-reference against published DNS records
monthly. For phishing simulation, use free tools like Gophish or social-engineer.org's toolkit to run internal campaigns
quarterly; track click/open rates in spreadsheet.
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Evidence: Before making DNS changes: capture baseline SPF/DKIM/DMARC policy records (nslookup output,
screenshots of DNS console). Log all email gateway rule modifications with timestamps. Preserve email headers from
phishing simulation tests (full MIME headers, not just subject/sender). Capture email filtering logs (accepted/rejected
counts by reason) from past 90 days if available.

Step 2 (Detection): Review authentication logs for anomalous account activity, off-hours logins, impossible
travel, or first-time access to sensitive applications, over the past 90 days.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 (Detection and Analysis phase: identifying and investigating suspicious activity)
Controls: NIST 800-53 AU-2 (Audit Events), NIST 800-53 AU-12 (Audit Generation), NIST 800-53 SI-4 (Information
System Monitoring), CIS 8.2 (User Account Management)

Compensating: Without SIEM: export authentication logs from each system (Active Directory, application access logs,
VPN logs, SSH logs) into timestamped CSV files. Use grep + awk to identify off-hours logins: “awk -F', '$2 > 180000 ||
$2 off_hours.csv’ (adjust time fields per your log format). For impossible travel detection: manually cross-reference
user login locations/IPs across logs; flag if same user appears in geographically distant locations within impossible
timeframe (< 1 hour travel time). Use free GeolP tools (MaxMind GeolLite2, ip2location) offline databases to map IPs to
locations. First-time access: compare application access logs from past 90 days against baseline 90-180 days prior;
flag new user-application pairs.

Evidence: Export complete authentication logs (Windows Event ID 4624, 4625, 4688; Linux /var/log/auth.log,
Ivar/log/secure; application access logs) for 90-day window before executing analysis. Capture user IP addresses,
timestamps, application names, success/failure codes. Preserve VPN and proxy logs showing source IP and
geolocation metadata. Export baseline user account access matrix (who should have access to which systems) from
Active Directory or IAM system. Screenshot any anomalies before deletion/remediation.

Step 3 (Assessment): Inventory cloud-hosted and internal business applications with access to sensitive
corporate, employee, or operational data; confirm MFA enforcement on all accounts with access to those
systems.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (Preparation: tools and capabilities inventory); NIST 800-53 IA-2 (Authentication)
Controls: NIST 800-53 IA-2 (Authentication), NIST 800-53 1A-4 (Identifier Management), NIST 800-53 AC-2 (Account
Management), CIS 5.4 (MFA Implementation)

Compensating: Without privileged access management (PAM) tools: create authoritative spreadsheet via manual
discovery. Query Active Directory: "Get-ADUser -Filter * -Properties memberOf | Select Name, memberOf >
ad_groups.csv'. Export cloud application rosters from each system (Salesforce user list, Workday org chart, Azure AD
user export, AWS |IAM users). For each application, document: app name, data classification
(public/internal/confidential/restricted), user count, MFA requirement (yes/no/partial), and implementation method
(TOTP, SMS, hardware key). Mark gaps where MFA is not enforced. Use this as your baseline for Step 5 remediation.
Evidence: Snapshot current user access matrix before any MFA deployments. Export AD group memberships, cloud
application user rosters with timestamps. Capture MFA configuration screenshots from each platform (Okta, Entra ID,
Duo console) showing enforcement policies. Document baseline privileged account list (domain admins, application
admins, cloud service admins) with justification. Preserve as reference for post-incident access review.

Step 4 (Communication): If your organization shares data with Intuitive Surgical (vendor, partner, or supply
chain relationship), assess whether that data may be within the scope of accessed applications and notify
relevant internal stakeholders.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.4.3 (Communication and coordination with external parties); NIST 800-53 IR-4 (Incident
Handling)

Controls: NIST 800-53 IR-4 (Incident Handling), NIST 800-53 CP-2 (Contingency Planning), CIS 6.4 (Third-party Risk
Management)
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Compensating: Without formal third-party risk management platform: search your file repositories (shared drives,
cloud storage, email archives) for 'Intuitive Surgical' or vendor-related keywords to locate data flows and contracts.
Cross-reference against data classification inventory (Step 3). Document: what data types were shared, through which
applications, for how long, and with which accounts. Create incident notification template with data owner, date shared,
risk level. Notify via secure channel (not email; use encrypted message, phone, or secure portal). Document
notification timestamps and recipient acknowledgments in spreadsheet. Escalate any confirmed data sharing to
legal/compliance for breach notification assessment.

Evidence: Collect all contracts, data sharing agreements, and SOWs with Intuitive Surgical. Export file access logs
(OneDrive, SharePoint, Google Drive) for 90+ days showing Intuitive Surgical-related data access. Capture emalil
headers/metadata for exchanges containing Intuitive Surgical data. Document data classification labels on affected
files. Preserve communication trail (notification emails, acknowledgments) for audit compliance.

Step 5 (Long-term): Review phishing-resistant MFA adoption (FIDO2/hardware keys) for privileged and
high-value accounts; update incident response playbooks to include third-party breach triage procedures for
vendor relationships.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §3.4 (Post-Incident Activities: lessons learned); NIST 800-53 IA-2(1) (FIDO authentication)
and IA-2(3) (Physical authentication devices)

Controls: NIST 800-53 IA-2 (Authentication — phishing-resistant methods), NIST 800-53 IR-4(1) (Incident Handling
coordination and integration), CIS 5.4 (MFA / Phishing-Resistant Authentication), CIS 6.4 (Third-party Risk
Management)

Compensating: Without centralized identity governance: implement FIDO2 via Windows Hello for Business (Windows
10+) for domain-joined workstations at no cost (native OS capability). For non-Windows systems and remote access,
source low-cost hardware keys (Yubico YubiKey 5 series, ~$50-80 per key; Titan Security Keys). Tier adoption: phase
1 (C-suite, IR team, sysadmins, security staff), phase 2 (financial/legal/HR staff with sensitive data access), phase 3
(remaining privileged accounts). For IR playbooks: create vendor breach triage checklist template with sections for
data inventory, notification timeline, regulatory requirements, and evidence capture. Add new playbook entry:
'Third-Party Breach Triage' (2 pages max). Include decision tree: Does our org share data? - If yes, check
classification — If sensitive, escalate to legal + notify affected data owners within 2 hours.

Evidence: Document current privileged account roster and MFA enforcement status (baseline from Step 3). Preserve
baseline authentication logs before FIDO2 deployment for comparison post-implementation. Create IRplaybook
version control (date, author, review sign-off). Capture screenshots of MFA implementation (enroliment flows, admin
console policies). Document phishing simulation results before and after FIDO2 rollout to measure security posture
improvement. Maintain change log for all playbook updates.

I Detection Guidance

No IOCs have been publicly released by Intuitive Surgical or any source as of the configuration date. Detection
guidance is therefore behavioral and environmental rather than indicator-based. For internal teams: query
identity provider logs (Azure AD, Okta, or equivalent) for login events using T1078 patterns, new device
fingerprints, atypical geolocations, or credential use outside normal hours. For cloud storage (T1530): review
access logs on SharePoint, Google Workspace, or S3-equivalent platforms for bulk download events or access
from unfamiliar service principals. For phishing (T1566): search email gateway logs for recent
credential-harvesting campaigns targeting Intuitive Surgical domains or medical device sector lures, particularly
March 2026 timeframe. If your organization has a vendor or data-sharing relationship with Intuitive Surgical, flag
any inbound communications requesting credential resets or re-authentication as potential secondary phishing
attempts. No specific log query syntax is provided because affected systems and log sources have not been
disclosed.
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I Framework Mappings

MITRE-ATTACK

e T1078 — Valid Accounts
e T1530 — Data from Cloud Storage
e T1566 — Phishing

NIST-800-53R5

* AC-2 — Account Management

AC-6 — Least Privilege

e |A-2 — Identification and Authentication (Organizational Users)

* |A-5 — Authenticator Management

* AT-2 — Literacy Training and Awareness

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

e SI-3 — Malicious Code Protection

e Sl|-4 — System Monitoring

¢ SI-8 — Spam Protection

¢ SR-2 — Supply Chain Risk Management Plan
CIS-Vv8

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

e 15.1 — Establish and Maintain an Inventory of Service Providers
HIPAA-SECURITY

e 164.308(a)(5)(i) — Security Awareness and Training
ISO-27001-2022

e A.5.34 — Privacy and protection of personal information

e A.5.21 — Managing information security in the ICT supply chain
NIST-CSF-2

¢ GV.SC-01 — Cybersecurity supply chain risk management program
SOC2-TSC

¢ CC9.2 — Manages risks associated with vendors and business partners

e (CC6.3 — Authorizes, modifies, or removes access

I MITRE ATT&CK Mapping

Technique ID Technique Name

T1078 Valid Accounts Defense-Evasion
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Technique ID Techniqgue Name Tactic
T1530 Data from Cloud Storage Collection
T1566 Phishing Initial-Access
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This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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