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Data Exposed, Funds Stolen
|

SCC Item ID SCC-DBR-2026-0013

Type Data Breach

Severity HIGH

Affected Products PayPal, user accounts (scope uncertain; reports range from approximately 100 users to

broader impact; confirmed via breach notification letters as of February 2026)

Published 3 weeks ago

I Executive Summary

PayPal has confirmed a data breach affecting user accounts, with breach notification letters sent to
impacted users as of February 2026. Reports indicate money was stolen from some accounts and
passwords have been reset; confirmed scope ranges from approximately 100 users to potentially broader
impact, with the full scale not yet established. The business risk centers on direct financial loss to account
holders, regulatory notification obligations, and reputational exposure. Organizations with corporate
PayPal accounts or employees using PayPal for business expenses should treat this as an active risk until
scopeis clarified by PayPal.

I Technical Analysis

PayPal has confirmed a breach affecting user accounts with financial data and personal information exposed.
The attack vector and root cause have not been officially confirmed; available indicators point toward
credential-based account takeover consistent with credential stuffing (T1110.004 / CWE-307) or use of valid
compromised credentials (T1078). Associated weaknesses include insufficient brute-force protections
(CWE-307), unverified password change mechanisms (CWE-620), and inadequately protected stored
credentials (CWE-522). Data access aligns with T1530 (data from cloud storage). No CVE has been assigned,
which is consistent with credential-based attack patterns. A prior PayPal credential-stuffing breach
(BleepingComputer, 2022-2023) exposed personal information for approximately six months; it is unclear
whether this February 2026 disclosure is a new incident or a follow-on notification related to that prior event.
Official clarification is pending. CVSS and EPSS scores are not available for this item. Confidence in specific
technical details is LOW pending an official PayPal security advisory or breach natification review. Source
quality score for available reporting is 0.54; all sources are Tier 3. No primary or secondary authoritative source
has been confirmed.
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I Action Checklist

1. Step 1, Immediate: Identify any corporate or employee-linked PayPal accounts within your organization;
mandate immediate password changes and enable multi-factor authentication (MFA) on all affected
accounts regardless of whether a breach notification was received.

2. Step 2, Detection: Review authentication logs and financial transaction records for PayPal-linked
accounts for anomalous login activity, unfamiliar IP geolocations, or unauthorized transactions; flag any
activity since January 2026 for manual review.

3. Step 3, Assessment: Inventory all business-use PayPal accounts, linked payment methods, and stored
financial data; determine whether any corporate funds, vendor payment flows, or employee
reimbursement processes run through affected accounts.

4. Step 4, Communication: Notify relevant stakeholders in finance, procurement, and HR teams with
PayPal exposure of the confirmed breach; instruct employees to review personal PayPal accounts
independently and report suspicious activity; document notification actions for regulatory recordkeeping.

5. Step 5, Long-term: Evaluate whether credential hygiene policies cover third-party financial platforms;
implement or enforce MFA requirements for all payment service accounts; review whether compromised
credential monitoring (e.g., HavelBeenPwned integration or dark web monitoring) covers PayPal account
credentials in your environment.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to executive management and legal/compliance if any corporate funds were stolen, if
ongoing fraudulent transactions are detected post-remediation, or if more than 10 corporate
accounts show unauthorized activity; engage external IR firm if forensic timeline
reconstruction or attribution is required for regulatory reporting.

Recovery Notes After password resets and MFA enablement are confirmed, conduct a 30-day
post-containment audit: re-check PayPal account activity for any new anomalies, verify MFA
enforcement compliance, and confirm no new fraudulent transactions. Update incident closure
checklist to include: all affected accounts remediated and monitored, stakeholder notifications
documented, evidence preserved in long-term storage, and compensating controls (credential
monitoring, policy updates) implemented. Schedule a lessons-learned meeting with Finance,
IT Security, and HR to review the incident timeline, identify root cause (phishing, weak
password reuse, credential stuffing), and validate that remediations address the attack vector.

Forensic Artifacts PayPal Account Activity logs (all logins, IP geolocations, device fingerprints, timestamp)
exported as CSV for Jan 2026—present | PayPal Transaction History (merchant details,
amounts, authorization codes, dispute/chargeback records) for full affected account lifecycle |
Corporate VPN/proxy gateway logs filtered by employee-linked source IPs (2026-01-01
onward) to correlate with PayPal login activity | HR/Finance employee roster with PayPal
account ownership attestation and MFA enablement status (for audit trail) | Email headers and
SMTP logs for breach notification sends (preservation for regulatory recordkeeping and
evidence chain of custody)

Per-Action IR Details
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Step 1, Immediate: Identify any corporate or employee-linked PayPal accounts within your organization;
mandate immediate password changes and enable multi-factor authentication (MFA) on all affected accounts
regardless of whether a breach notification was received.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (Preparation phase: tools and resources)

Controls: NIST 800-53 IA-2 (Authentication), NIST 800-53 IA-5 (Password-based authentication), CIS 6.1 (Establish
and enforce credential policies)

Compensating: Query HR/Finance systems for PayPal account ownership via email domain match or explicit account
registry. Use PayPal's account recovery tool to audit linked email addresses. Generate a CSV roster and distribute to
department heads with a signed attestation form due within 24 hours. For teams without active directory integration,
use a shared spreadsheet with password change verification checkboxes (manager-signed).

Evidence: Capture current PayPal account settings pages (screenshot or exported account summary) showing linked
email, recovery phone, and MFA status BEFORE password reset. Document the timestamp of each account discovery
and password change action in a change log for audit trail. Preserve original breach notification email headers (raw
SMTP data) to establish timeline of organizational awareness.

Step 2, Detection: Review authentication logs and financial transaction records for PayPal-linked accounts for
anomalous login activity, unfamiliar IP geolocations, or unauthorized transactions; flag any activity since
January 2026 for manual review.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 8§3.2.4 (Analysis: log review and timeline construction)

Controls: NIST 800-53 AU-2 (Audit events), NIST 800-53 AU-6 (Audit review, analysis, and reporting), CIS 8.2
(Collect audit logs)

Compensating: Export PayPal Account Activity log from each account (Settings > Account Activity) as CSV.
Cross-reference login IP geolocations using MaxMind GeolP2 free tier or IP2Location. Flag logins outside normal
employee work regions (e.g., logins from APAC while employee is in US). Query corporate VPN/proxy logs to confirm
whether flagged logins routed through company infrastructure. Manually review transaction history for amounts,
merchant names, and timestamps that deviate from known business patterns (vendor payments, employee
reimbursements).

Evidence: Preserve full PayPal Account Activity exports (including IP, timestamp, device type, browser user-agent)
dated 2026-01-01 to present. Capture VPN/proxy gateway logs for same period filtered by employee-linked source IPs.
Export any PayPal dispute or chargeback records. Screenshot PayPal's login device history showing device
fingerprints, browser/OS combinations, and last-seen timestamps. If employee reports fraudulent transaction, export
raw transaction detail (merchant category code, merchant ID, authorization code) for forensic correlation.

Step 3, Assessment: Inventory all business-use PayPal accounts, linked payment methods, and stored
financial data; determine whether any corporate funds, vendor payment flows, or employee reimbursement
processes run through affected accounts.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.1 (Analysis: incident scope and impact determination)

Controls: NIST 800-53 SI-4 (Information system monitoring), NIST 800-53 CA-8 (Penetration testing), CIS 1.1
(Establish and maintain detailed asset inventory)

Compensating: Query finance system (QuickBooks, SAP, Oracle) for all PayPal transaction records and standing
payment authorizations dated back 12 months. Cross-reference PayPal account list against vendor master file and
accounts payable aging report. For employee reimbursement, query expense management system (Expensify,
Concur) for any PayPal-routed expense claims. Interview finance controller and AP manager to identify any off-system
PayPal flows (email-based invoices, informal vendor agreements). Document findings in a single matrix: account
name, business purpose, linked bank account/card, transaction volume (monthly average), and risk classification
(critical/high/medium).
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Evidence: Preserve PayPal business account statement PDFs (12 months). Export linked payment method registry
(bank account tokenization data, card BINs, names on file) from PayPal account settings. Capture accounting system
transaction journals filtered by PayPal payee code (GL account analysis). If employee reimbursement is
PayPal-routed, export full expense audit log showing submitter, approval chain, amount, and linked PayPal transaction
ID. Screenshot PayPal's API integrations page (if any) showing which business systems have PayPal API tokens.

Step 4, Communication: Notify relevant stakeholders in finance, procurement, and HR teams with PayPal
exposure of the confirmed breach; instruct employees to review personal PayPal accounts independently and
report suspicious activity; document notification actions for regulatory recordkeeping.

NIST Phase: Containment
Reference: NIST 800-61r3 §3.3 (Containment strategy and notification)

Controls: NIST 800-53 IR-4 (Incident handling), NIST 800-53 IR-6 (Incident reporting), CIS 2.2 (Ensure proper user
access management)

Compensating: Draft tiered notification using email: (1) Finance/Procurement leads (2026-02-XX, 10 AM): direct
breach summary, internal account inventory results, remediation status, and escalation contact. (2) All employees with
PayPal linkage (same day, 2 PM): breach summary, reset instructions, MFA guidance, and link to PayPal's official
breach notification FAQ. Use templated incident communication to ensure legal/compliance review before send. Log all
recipient addresses, send timestamps, and read/acknowledge receipts (request explicit acknowledgment reply).
Maintain a signed distribution list and encryption/TLS verification for each batch send. Create a ticketed inbox for
employee reports of suspicious activity; track response SLA (2-hour first response, 24-hour investigation completion).

Evidence: Preserve email headers (SMTP envelope, Message-ID, X-Originating-IP) for all breach notifications sent.
Archive notification template (approved version with date/time of legal review sign-off). Document employee
acknowledgments in an auditable log (timestamp, employee ID, read status, reply confirmation). If employees report
suspicious activity, create separate incident records with detailed timeline: date/time reported, description of activity,
employee verification steps, and investigation conclusion. Maintain chain of custody for all reported fraud evidence
(screenshots, transaction dispute forms, chargeback notifications).

Step 5, Long-term: Evaluate whether credential hygiene policies cover third-party financial platforms;
implement or enforce MFA requirements for all payment service accounts; review whether compromised
credential monitoring (e.g., HavelBeenPwned integration or dark web monitoring) covers PayPal account
credentials in your environment.

NIST Phase: Post Incident
Reference: NIST 800-61r3 §3.4.5 (Post-incident activities: lessons learned and policy updates)

Controls: NIST 800-53 IA-2 (Authentication and MFA enforcement), NIST 800-53 IA-5 (Password policies), NIST
800-53 SI-4 (Information system monitoring and compromise detection), CIS 5.2 (Use automated tools to inventory all
hardware and software assets), CIS 6.1 (Establish and enforce credential policies)

Compensating: Audit current password policy documentation to confirm it explicitly covers third-party financial
platforms (SaaS, payment processors, banking portals); if absent, add a line item requiring MFA for all payment-linked
accounts. Implement free tier HavelBeenPwned API integration via PowerShell script (check-pwned-account.psl) to
guery employee email addresses against the HIBP database monthly; flag any PayPal-related breaches for immediate
follow-up. For dark web monitoring without budget, subscribe to CISA's free breach notification alerts and monitor
PayPal's official security advisories via RSS feed (add to Security Operations dashboard). Create a quarterly credential
health audit task: query Active Directory for accounts with no MFA, cross-reference against finance/payment service
access lists, and send remediation notices with 30-day compliance deadline. Document all policy changes,
implementation dates, and audit results in a change control log for compliance records.

Evidence: Preserve baseline credential policy documents (pre-breach version) with effective date and approver
signature. Document policy amendments with NIST 800-53 control mapping (IA-2, 1A-5). Maintain audit logs from
HavelBeenPwned API queries (timestamp, accounts queried, breach results, remediation actions taken). Capture
screenshots of CISA breach notification subscriptions and RSS feed configuration. Archive quarterly credential hygiene
audit reports showing account count, MFA adoption percentage, and remediation SLA compliance. If dark web
monitoring is implemented (e.g., via third-party vendor), preserve contract and service documentation; if not feasible,
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document the decision with risk acceptance signed by CISO.

I Detection Guidance

No confirmed IOCs (IPs, domains, or hashes) have been published for this incident as of the available source
data. Detection should focus on behavioral and account-level indicators. For organizations with corporate
PayPal accounts: (1) Review PayPal account activity logs for logins from unrecognized IP addresses or
geographies inconsistent with normal user patterns. (2) Check for password reset events or MFA changes not
initiated by the account owner. (3) Monitor for unauthorized transactions, particularly small-value test
transactions followed by larger withdrawals, a pattern consistent with account takeover fraud. (4) If your
organization uses SIEM tooling with identity threat detection, query for PayPal-related authentication events
correlated against known compromised credential feeds. (5) Watch for phishing lures using PayPal branding
that may follow the breach announcement; opportunistic phishing campaigns frequently exploit confirmed
breach news cycles. Note: Confidence in specific attack indicators is LOW due to limited authoritative
disclosure. Revisit detection guidance once PayPal publishes an official advisory.

I Indicators of Compromise

Context Confidence

URL NONE CONFI RVED No I0Cs have been published in LOW
available sources for this incident. This
field will be updated when authoritative
disclosure provides confirmed indicators.

I Framework Mappings

MITRE-ATTACK

e T1530 — Data from Cloud Storage
e T1078 — Valid Accounts

e T1110.004 — Credential Stuffing

e T1110 — Brute Force

NIST-800-53R5

e AC-2 — Account Management

e AC-6 — Least Privilege

e |A-2 — Identification and Authentication (Organizational Users)
* |A-5 — Authenticator Management

e AC-7 — Unsuccessful Logon Attempts
OWASP-TOP10-2021

¢ A07:2021 — ldentification and Authentication Failures
e A04:2021 — Insecure Design
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CIS-Vv8

* 6.3
e 52

HIPAA-SECURITY

e 164.308(a)(5)(ii)(D) — Password Management
e 164.312(d) — Person or Entity Authentication
e 164.308(a)(6)(ii) — Response and Reporting

SOC2-TSC

e (CC6.1 — Logical access security software, infrastructure, and architectures

e CC7.4 — Responds to identified security incidents
ISO-27001-2022

¢ A.5.34 — Privacy and protection of personal information
NIST-CSF-2

¢ RS.CO-03 — Recovery activities and progress communicated

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1530 Data from Cloud Storage Collection
T1078 Valid Accounts Defense-Evasion
T1110. 004 Credential Stuffing Credential-Access
T1110 Brute Force Credential-Access
I Sources
Source URL Tier
Forbes https://www.forbes.com/sites/daveywinder/2026/02/22/paypal-confirms... T3
PayPal Data Breach https://nextcentury.net.au/paypal-data-breach-confirmed-users-urged... T3

Confirmed & Users
Urged to Reset
Passwords

PayPal discloses data https://www.bleepingcomputer.com/news/security/paypal-discloses-dat... T3
breach that exposed
user info for 6 months
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Source URL Tier
PayPal Data Breach https://www.linkedin.com/posts/astl_paypal-data-breach-impacts-appr... T3

Affects 100 Users,
Password Resets
Underway

PayPal confirms data https://www.facebook.com/WIONews/posts/paypal-confirms-data-breach-... T3
breach alert; customers
informed after internal

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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