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I Executive Summary

Kettering Health Network suffered a ransomware attack in 2025 that disrupted patient care operations and
exposed protected health information (PHI) for an undisclosed number of patients. As of March 2026,
more than 200 civil lawsuits have been filed against the organization, alleging negligent data protection
practices and HIPAA violations. The litigation exposure represents a significant financial and reputational
risk to the organization, and the incident signals elevated legal liability for healthcare entities that
experience ransomware-driven data theft.

I Technical Analysis

Kettering Health Network was compromised via a ransomware attack in 2025 resulting in data exfiltration and
operational disruption. Specific ransomware variant, initial access vector, affected system versions, and
technical indicators of compromise have not been confirmed in publicly available sources as of this report's
generation date. No CVE applies. Relevant CWEs include CWE-284 (Improper Access Control), CWE-359
(Exposure of Private Personal Information to Unauthorized Actor), and CWE-693 (Protection Mechanism
Failure). MITRE ATT&CK techniques associated with this attack pattern include T1078 (Valid Accounts, likely
initial access or persistence), T1486 (Data Encrypted for Impact, ransomware payload execution), T1041
(Exfiltration Over C2 Channel), and T1657 (Financial Theft, applicable where extortion demands were made).
No ransomware group has been publicly attributed. No CISA KEV entry exists for this event. Patch status is not
applicable in the traditional sense; remediation depends on containment, recovery, and control gap closure.
Technical claims in this item are sourced from T3 outlets (news and trade publications); treat as preliminary
pending primary disclosure or regulatory filing verification.
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I Action Checklist

1. Step 1, Immediate: If your organization operates in healthcare or handles PHI, verify that ransomware
detection controls (EDR, network segmentation, backup integrity checks) are active and current.

2. Step 2, Detection: Review logs for T1078 indicators, anomalous authentication events, off-hours logins,
credential reuse across systems, and lateral movement patterns consistent with valid account abuse.

3. Step 3, Assessment: Audit PHI data access controls against HIPAA Security Rule requirements (45
CFR 8164.312); confirm that access is role-based, logged, and reviewed. Map CWE-284 and CWE-693
gaps in your current control environment.

4. Step 4, Communication: If your organization has had a prior breach or has open incident investigations,
brief legal counsel and compliance officers on the Kettering litigation precedent. News reports indicate
200+ lawsuits post-ransomware, suggesting heightened plaintiff attorney focus on healthcare breach
cases.

5. Step 5, Long-term: Conduct or refresh a ransomware-specific Business Impact Analysis (BIA) and
Incident Response plan exercise. Review cyber liability insurance coverage limits and breach notification
obligations under HIPAA Breach Notification Rule (45 CFR §164.400-414). Evaluate data minimization
and retention policies to reduce PHI exposure surface.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to Board of Directors and external IR/forensics firm immediately if: (1) evidence of
ongoing ransomware activity (shadow copy deletion, network segmentation bypass attempts),
(2) confirmed PHI exfiltration or encryption, (3) prior breaches or open investigations exist, or
(4) cyber liability coverage limits are <$10M and organization has identified potential litigation
exposure.

Recovery Notes Post-containment recovery in healthcare ransomware incidents must prioritize PHI integrity
verification and operational continuity. After eradication, restore critical systems (EMR, PACS,
lab) from verified clean backups isolated from the production network; perform filesystem
integrity checks (hash comparison or vendor-specific validation) before reconnection. Conduct
full access control audit (Step 3) post-recovery to detect any persistence mechanisms or
access rule modifications introduced during the attack. Finally, execute mandatory HIPAA
breach notification workflow: quantify affected PHI records, engage legal counsel and cyber
insurance carrier, and initiate breach notification timeline (individual notification, HHS
notification, media notification if >500 residents) per 45 CFR 8164.400-414 within 60 days of
discovery.
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Forensic Artifacts Windows Security Event Log (Event ID 4624 logon, 4688 process creation, 4720 account
creation, 4722 password change) — captures T1078 valid account abuse and lateral
movement | Windows System Event Log (Event ID 6008, 6009 shutdown, 104 log cleared) —
detects shutdown timing and log tampering attempts | File access audit logs (Windows
Security Event ID 4663, 4656) from PHI repositories (EMR, PACS, file shares) — establishes
data access timeline and identifies exfiltration patterns | DNS query logs (domain controller,
firewall, Zeek logs) — identifies command-and-control or exfiltration infrastructure
communication | Backup metadata and shadow copy inventory (vssadmin list shadows,
backup job logs) — determines backup integrity and ransomware impact scope | Email
gateway logs and mail forwarding rules (Get-InboxRule, mail server audit logs) — detects
credential harvesting or lateral movement via email | VPN and remote access authentication
logs (Cisco AnyConnect, Fortinet, Okta logs) — traces initial access and privileged account
compromise | Active Directory audit logs (NTDS.DIT, directory replication logs) — identifies
privilege escalation and lateral movement across domain | Windows Defender or third-party
EDR telemetry (process execution, file modifications, network connections) — captures
ransomware binary execution and encryption activity

Per-Action IR Details

Step 1, Immediate: If your organization operates in healthcare or handles PHI, verify that ransomware
detection controls (EDR, network segmentation, backup integrity checks) are active and current.

NIST Phase: Preparation
Reference: NIST 800-61r3 §2.1 (Preparation Phase: tools and resources)

Controls: NIST 800-53 SlI-4 (Information System Monitoring), NIST 800-53 SC-7 (Boundary Protection), NIST 800-53
CP-9 (Information System Backup), CIS 6.1 (Establish a Secure Baseline), CIS 11.3 (Address Unauthorized Software)
Compensating: For organizations without enterprise EDR: (1) Deploy Sysmon with osquery or auditbeat to log
process execution, network connections, and file writes to %ProgramFiles% and system directories; (2) Configure
Windows Backup to isolated external NAS with immutable snapshots (Test-ComputerSecureBootUEFI and
Get-WmiObject -Class Win32_LogicalDisk for verification); (3) Use netsh advfirewall to segment clinical networks from
administrative networks at the firewall rule level; (4) Create scheduled Task running “vssadmin list shadows™ hourly to
detect shadow copy deletion attempts (log to SIEM or file share).

Evidence: Before verifying controls, capture: (1) Current EDR agent version and last heartbeat timestamp from each
endpoint; (2) Network segmentation rules via “netsh advfirewall show rule name=all’ and firewall ACL exports; (3)
Backup metadata: "Get-WmiObject -Class Win32_ShadowCopy | Select-Object ID, InstallDate, Volume™ and backup
job logs from System event log (Event ID 6008, 6009); (4) Snapshot of running processes and network listeners via
‘netstat -anob” and “Get-Process | Select-Object Name, Path, Company".

Step 2, Detection: Review logs for T1078 indicators, anomalous authentication events, off-hours logins,
credential reuse across systems, and lateral movement patterns consistent with valid account abuse.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 8§3.2 (Detection and Analysis Phase: log review and timeline construction)

Controls: NIST 800-53 AU-2 (Audit Events), NIST 800-53 AU-12 (Audit Generation), NIST 800-53 SI-4 (Information
System Monitoring), CIS 8.2 (Configure Centralized Log Management), CIS 8.8 (Perform Log Reviews)
Compensating: Without SIEM: (1) Export Windows Security logs (Event ID 4624 for logons, 4688 for process
creation, 4720 for account creation) from domain controller and clinical workstations to CSV using “wevtutil ge Security
/format:csv > logons.csv' for last 30 days; (2) Cross-reference against known business hours (e.g., 06:00-22:00
weekdays) to identify 4624 events outside this window; (3) Parse with awk/PowerShell to find logon events from
service accounts to user workstations (reversals of normal patterns); (4) Audit file access logs from NAS/EMR server
via "Get-Childltem -Path \\server\share -Recurse -Force | Get-Acl” and compare to baseline; (5) Query DNS logs for
resolution patterns to known C2 domains (check /var/log/syslog or netsh trace if available).
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Evidence: Capture BEFORE analysis: (1) Windows Security event log (Event ID 4624, 4625, 4688, 4720, 4722) from
domain controller and all clinical workstations for 30 days prior (use “wevtutil epl Security events.evtx’); (2) DNS query
logs from domain controller and firewall (nslookup history, Zeek DNS log, or firewall DNS proxy logs); (3) File access
logs from PHI repositories (EMR, PACS, file server) with timestamps and user identity; (4) VPN and remote access
authentication logs if applicable (Cisco AnyConnect, Fortinet, etc.); (5) Email gateway logs for external deliveries and
forwarding rule changes (look for mail forwarding via Get-InboxRule).

Step 3, Assessment: Audit PHI data access controls against HIPAA Security Rule requirements (45 CFR
§164.312); confirm that access is role-based, logged, and reviewed. Map CWE-284 and CWE-693 gaps in your

current control environment.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 (Containment Phase: access control verification) and NIST 800-53 AC-2, AC-3
(Account and Access Management)

Controls: NIST 800-53 AC-2 (Account Management), NIST 800-53 AC-3 (Access Enforcement), NIST 800-53 AU-2
(Audit Events) / AU-12 (Audit Generation), NIST 800-53 SC-7 (Boundary Protection), CIS 5.1 (Establish and Maintain a
Data Inventory), CIS 5.2 (Maintain a Data Security Baseline)

Compensating: For healthcare organizations without dedicated PAM or advanced RBAC systems: (1) Export all
Active Directory groups and membership via "Get-ADGroupMember -ldentity "Clinical Staff" -Recursive | Export-Csv
clinical_groups.csv'; map to EMR and file share ACLs manually; (2) Query file server permissions on PHI shares:
“icacls D:\PHI /save acl_report.txt’; document all explicit Allow ACEs (remove Inherited-only grants that lack explicit
business justification); (3) Audit database-level access in EMR system by role: run vendor-provided access report (e.g.,
Epic AUDIT_ACCESS_LOG or Cerner audit trail); (4) Create manual quarterly access review: send ACL lists to
department heads for sign-off (document in Word/spreadsheet); (5) Implement compensating monitoring: log file
access attempts via Windows Auditing on PHI folders (“auditpol /set /subcategory:"File System" /success:enable
/failure:enable’).

Evidence: Capture BEFORE assessment: (1) Complete AD user and group export (csvde -f ad_export.csv); (2) NTFS
ACL snapshot for all PHI storage locations (use icacls with /save flag); (3) EMR/EHR database role definitions and
user-to-role mappings from system administration console; (4) File access audit logs covering 6 months of historical
access (Windows Security Event ID 4663, 4656); (5) Privileged account usage logs (Domain Admin, local
Administrator logons to clinical systems); (6) CWE-284 gap inventory: systems with hardcoded credentials, shared
accounts, or overprivileged roles (interview system owners or review configuration management database).

Step 4, Communication: If your organization has had a prior breach or has open incident investigations, brief
legal counsel and compliance officers on the Kettering litigation precedent. News reports indicate 200+
lawsuits post-ransomware, suggesting heightened plaintiff attorney focus on healthcare breach cases.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §3.4 (Post-Incident Activities: lessons learned, legal notification) and NIST 800-53 IR-6
(Incident Reporting)

Controls: NIST 800-53 IR-6 (Incident Reporting), NIST 800-53 CA-7 (Continuous Monitoring), CIS 19.1 (Establish an
Incident Response Process), HIPAA Breach Notification Rule (45 CFR §164.400-414)

Compensating: For healthcare organizations without in-house legal teams: (1) Establish written Incident
Communication Protocol: define roles (CISO notifies general counsel, general counsel notifies board/insurance within
24 hours), escalation triggers (data exfiltration, >500 records affected, potential HIPAA violation), and documentation
requirements (date, attendees, discussion summary in encrypted memo); (2) Create breach notification checklist with
HIPAA timeline requirements (notify HHS within 60 days, media notification if >500 residents affected, individual
notification without unreasonable delay); (3) Prepare litigation risk memo for board: cite Kettering case (200+ suits,
estimated settlement/judgment exposure) and document your organization's current security posture vs. Kettering
baseline (access controls, backup integrity, ransomware detection); (4) Engage cyber liability insurance carrier early:
review policy coverage limits, notification requirements, and coverage exclusions (many policies exclude unencrypted
PHI).
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Evidence: Capture BEFORE communication: (1) Incident timeline with first detection timestamp, scope of affected
systems, and estimated PHI records at risk; (2) Current access control audit results (from Step 3); (3) Ransomware
detection control status (from Step 1); (4) Prior breach history (if any) and current remediation status; (5) Cyber liability
insurance policy document (coverage limits, exclusions, notification procedures); (6) Copies of relevant HIPAA audit
findings or OIG/CISA advisories related to your organization.

Step 5, Long-term: Conduct or refresh a ransomware-specific Business Impact Analysis (BIA) and Incident
Response plan exercise. Review cyber liability insurance coverage limits and breach notification obligations
under HIPAA Breach Notification Rule (45 CFR 8164.400-414). Evaluate data minimization and retention
policies to reduce PHI exposure surface.

NIST Phase: Post Incident

Reference: NIST 800-61r3 8§2.1 (Preparation: IR plan development and testing) and NIST 800-34r1 (Contingency
Planning Guide: BIA methodology)

Controls: NIST 800-53 CP-2 (Contingency Planning), NIST 800-53 CP-4 (Contingency Plan Testing), NIST 800-53
IR-8 (Incident Response Plan), NIST 800-53 MP-6 (Media Sanitization), CIS 17.1 (Establish a Secure Configuration
Management Process), CIS 19.1 (Establish an Incident Response Process)

Compensating: For resource-constrained healthcare organizations: (1) Conduct tabletop ransomware scenario (2-3
hours) with cross-functional team (IT, clinical ops, legal, compliance): simulate encryption of EMR database, backup
unavailability, and PHI natification requirement; document decision points and communication delays; (2) Create
simplified BIA: for each critical application (EMR, imaging, lab, billing), define Recovery Time Objective (RTO: e.g., 4
hours for EMR) and Recovery Point Objective (RPO: e.g., 1 hour of transaction loss acceptable); document business
impact per hour of downtime (lost revenue, patient safety risk, regulatory penalties); (3) Audit data retention policies:
guery EMR system for records older than legal/clinical retention requirement; work with records management to delete
PHI per HIPAA Minimum Necessary Rule (45 CFR §164.502(b)); (4) Review cyber liability policy annually: confirm
coverage limit = estimated litigation exposure (use Kettering 200+ suits as proxy); verify breach notification costs are
covered; (5) Implement free/low-cost monitoring: schedule quarterly ransomware tabletop (1 hour), annual IR plan
review (4 hours), and semi-annual backup restore test (2-4 hours, depending on system size).

Evidence: Capture BEFORE exercise: (1) Current IR plan document (version date, last review, known gaps); (2)
Backup/recovery metadata: RTO/RPO definitions per system, last successful restore test date, backup integrity
verification logs; (3) Critical system inventory (EMR, PACS, lab, billing, pharmacy with data volumes and user counts);
(4) Current data retention policies and estimated PHI volume at risk (use Step 3 access audit as baseline); (5)
Insurance policy summary (coverage limits, exclusions, naotification timelines); (6) Prior incident reports or near-miss
events (document lessons that should be incorporated into updated IR plan).

I Detection Guidance

Detection guidance below reflects general healthcare ransomware behavioral patterns consistent with reported
Kettering attack characteristics. No Kettering-specific indicators of compromise (IOCs) have been publicly
disclosed. Organizations should combine these patterns with threat intelligence on current healthcare-targeting
ransomware campaigns. For T1078 (Valid Accounts): alert on authentication from unusual geolocations,
impossible travel events, and accounts accessing systems outside their normal baseline. For T1486 (Data
Encrypted for Impact): monitor for high-volume file rename or extension-change events, shadow copy deletion
commands (vssadmin delete shadows), and endpoint process anomalies such as cmd.exe or PowerShell
spawning from unexpected parent processes. For T1041 (Exfiltration Over C2): baseline outbound data volumes
per host and alert on sustained high-volume transfers to unfamiliar external IPs, particularly over ports 443 or 80
with low domain reputation. For T1657 (Financial Extortion context): monitor for ransom note file drops (.txt,
.html) across shared drives. SIEM correlation rule: flag any combination of mass file modification + shadow copy
deletion + new outbound connection within a 60-minute window as a critical-priority alert.
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Indicators of Compromise

Type Value Context Confidence
DOMAI not confirned No IOCs have been publicly disclosed LOW
N for the Kettering Health ransomware

incident as of this report's generation
date. Do not populate IOC feeds with
unverified indicators.

I Framework Mappings

MITRE-ATTACK

e T1078 — Valid Accounts

e T1486 — Data Encrypted for Impact

e T1041 — Exfiltration Over C2 Channel
e T1657 — Financial Theft

NIST-800-53R5

* AC-2 — Account Management

¢ AC-6 — Least Privilege

¢ |A-2 — Identification and Authentication (Organizational Users)
¢ |A-5 — Authenticator Management

¢ CP-9 — System Backup

¢ CP-10 — System Recovery and Reconstitution

e CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

e Sl|-4 — System Monitoring

* AC-3 — Access Enforcement

* |R-4 — Incident Handling
OWASP-TOP10-2021

* AO01:2021 — Broken Access Control
CIS-v8

e 6.1
e 6.2

SOC2-TSC

e CC6.1 — The entity implements logical access security software, infrastructure, and architectures over
protected information assets

e CC7.4 — Responds to identified security incidents

HIPAA-SECURITY
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e 164.312(a)(1) — Access Control
e 164.308(a)(7)(ii)(A) — Data Backup Plan
e 164.308(a)(6)(ii) — Response and Reporting

NIST-CSF-2

¢ RS.MI-01 — Incidents are contained

¢ RS.CO-03 — Recovery activities and progress communicated
1ISO-27001-2022

¢ A.5.29 — Information security during disruption
¢ A.5.34 — Privacy and protection of personal information

¢ A.5.23 — Information security for use of cloud services

I MITRE ATT&CK Mapping

Technique ID Technique Name Tactic
T1078 Valid Accounts Defense-Evasion
T1486 Data Encrypted for Impact Impact
T1041 Exfiltration Over C2 Channel Exfiltration
T1657 Financial Theft Impact
I Sources
Source URL Tier
Hipaajournal https://www.hipaajournal.com/kettering-health-ransomware-attack/ T3
Kettering Health faces https://www.daytondailynews.com/local/kettering-health-faces-hundre... T3

hundreds of lawsuits
stemming from 2025 ...

44 Lawsuits Now Filed https://yourlegalhelp.com/2026/03/05/44-lawsuits-now-filed-against-... T3
Against Kettering Health

Over 2025 ...

More than 200 lawsuits https://www.whio.com/news/local/more-than-200-lawsuits-filed-agains... T3

filed against Kettering
Health Network ...

Kettering Health sees 44 https://www.bizjournals.com/dayton/news/2026/03/04/kettering-health... T3
lawsuits over

cybersecurity attack

and outage
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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