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Hanover County Public Schools Possible Data
Breach Disrupts Internet and Systems
|

SCC Item ID SCC-DBR-2026-0006

Type Data Breach

Severity HIGH

Affected Products Hanover County Public Schools (HCPS), network infrastructure, internet-connected systems;

specific platforms or software not publicly identified as of 2026-03-04

Published 18 hours ago

I Executive Summary

On March 12, 2026, Hanover County Public Schools (Virginia) reported a possible data incident that
disrupted internet access and connected systems across the district. The full scope of affected data and
systems has not been confirmed; no threat actor or attack vector has been publicly identified. Until the
investigation concludes, the district faces operational disruption, potential exposure of student and staff
data, and regulatory notification obligations under Virginia and federal education privacy law.

I Technical Analysis

No CVE, CWE, CVSS score, or MITRE ATT&CK technique has been publicly attributed to this incident as of
2026-03-04. Reported indicators include district-wide internet outage and disruption to connected systems,
consistent with ransomware deployment, unauthorized network intrusion, or a destructive malware event, but no
technical root cause has been confirmed. Specific affected platforms, software versions, or infrastructure
components have not been publicly disclosed. HCPS confirmed engagement of external cybersecurity
professionals for investigation and mitigation. Source quality is limited to local news coverage and an official
HCPS technology update page; no technical advisories from CISA, MS-ISAC, or HCPS have been published at
this time. All attack vector assessments are speculative pending official disclosure.

I Action Checklist

1. Step 1, Situational awareness: Monitor the HCPS official technology update page (hcps.us) and CISA
advisories for confirmed technical indicators, affected systems, or threat actor attribution before taking
environment-specific action.
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2. Step 2, Peer sector review: If your organization serves K-12 or public sector environments,
cross-reference MS-ISAC and CISA K-12 Cybersecurity Center for any correlated campaign activity
targeting education sector networks in March 2026.

3. Step 3, Internal inventory: Audit internet-facing systems, shared service providers, and any platforms
used across your organization that overlap with common K-12 infrastructure (SIS, LMS, identity providers,
network management tools).

4. Step 4, Stakeholder notification readiness: Confirm your incident response plan includes escalation
paths for potential student or staff PIl exposure; review FERPA and applicable state breach notification
timelines in case a similar incident affects your environment.

5. Step 5, Long-term control review: Evaluate network segmentation, offline backup integrity, and endpoint
detection coverage, particularly for education or public sector environments where IT resources are
constrained and segmentation is often incomplete.

I IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to external IR firm or state law enforcement immediately if: (1) you discover any

indicators of compromise matching CISA/HCPS advisories in your network, (2) you confirm
PII exposure in your environment, or (3) your organization lacks an incident response plan or
forensic capability and an incident occurs.

Recovery Notes Post-containment recovery for education environments requires phased system bring-up: (1)

restore critical systems (SIS, email, authentication) from verified-clean offline backups,
prioritizing student records access; (2) re-baseline all systems against CIS K-12 benchmarks
and patch to current versions before reconnecting to production network; (3) conduct a
lessons-learned review with IT staff, administrators, and legal counsel within 30 days to
update incident response procedures, segmentation design, and backup strategy. For FERPA
compliance, document all recovery actions with timestamps.

Forensic Artifacts Windows Event Log Security (Event ID 4688 process creation, 4624 logons, 4720 account

creation) and System logs for service/driver installation | Firewall logs and IDS/IPS alerts
(Suricata EVE.json or Zeek conn.log if available) showing inbound connections to
compromised systems | Web server access logs (IIS, Apache, nginx) for internet-facing
SIS/LMS portals, filtered for unusual HTTP methods (POST, PUT, DELETE) or paths |
Network traffic captures (pcap) from DMZ and internal segments during the suspected breach
window, analyzed for suspicious protocols or C2 beacons | Student Information System (SIS)
and Learning Management System (LMS) audit logs showing unauthorized data exports, user
account modifications, or admin role escalations

Per-Action IR Details

Step 1, Situational awareness: Monitor the HCPS official technology update page (hcps.us) and CISA
advisories for confirmed technical indicators, affected systems, or threat actor attribution before taking
environment-specific action.

NIST Phase: Preparation
Reference: NIST 800-61r3 §2.1 (preparation phase — threat intelligence integration)

Controls: NIST 800-53 SI-4 (Information System Monitoring), NIST 800-53 SI-5 (Security Alerts, Advisories, and
Directives), CIS 4.1 (Establish and Maintain a Secure Configuration Management Process)
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Compensating: Subscribe to CISA alerts via RSS feed (https://www.cisa.gov/feeds/cisa-alerts-advisories-rss-feed)
and MS-ISAC (https://www.cisecurity.org/ms-isac). Set up a shared inbox rule to forward all K-12 sector advisories to
incident response team. Document the date/time of each advisory checked and store in a shared wiki or spreadsheet
to track information evolution.

Evidence: Before monitoring external sources, document your baseline: capture current network inventory (asset list
with IP/hostname), current patch levels for all internet-facing systems, and current firewall/IDS rule sets as baseline for
later comparison against disclosed indicators. Save screenshots of HCPS official statements and CISA advisories with
timestamps for chain of custody.

Step 2, Peer sector review: If your organization serves K-12 or public sector environments, cross-reference
MS-ISAC and CISA K-12 Cybersecurity Center for any correlated campaign activity targeting education sector
networks in March 2026.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.3.1 (tools and resources for threat intelligence)

Controls: NIST 800-53 SI-5 (Security Alerts, Advisories, and Directives), NIST 800-53 IR-4(8) (Predictive Cyber
Analytics), CIS 4.11 (Implement and Manage Host-Based Intrusion Detection Software)

Compensating: Access MS-ISAC portal (https://www.cisecurity.org/ms-isac) using your organization's account; query
threat intelligence database for 'education’ and '‘March 2026' with date filters. Cross-reference CISA K-12 Center
(https://k12.cisa.gov/) for alerts and case studies. If you lack portal access, contact your state ISAC representative or
request a summary briefing. Document all reviewed sources and negative findings.

Evidence: Before reviewing external threat intelligence, capture and preserve: your organization's current network
diagram, list of all SIS/LMS/identity provider platforms in use (with versions), and a baseline of current
inbound/outbound network traffic flows (via Zeek, Suricata, or firewall NetFlow logs). This allows you to compare
disclosed indicators against your actual environment.

Step 3, Internal inventory: Audit internet-facing systems, shared service providers, and any platforms used
across your organization that overlap with common K-12 infrastructure (SIS, LMS, identity providers, network
management tools).

NIST Phase: Preparation

Reference: NIST 800-61r3 8§2.1 (preparation — tools and resources) and NIST 800-53 CM-2 (Baseline Configuration)
Controls: NIST 800-53 CM-2 (Baseline Configuration), NIST 800-53 CA-7 (Continuous Monitoring), CIS 1.1 (Establish
and Maintain Detailed Enterprise Asset Inventory)

Compensating: Use free tools: Shodan (shodan.io — search your public IP range), Censys (censys.io), and nmap
(command: "nmap -sV -p 1-65535 ") to identify exposed services. Create a spreadsheet with columns: System Name |
IP | Port | Service | Owner | Last Patched | Criticality. For SIS/LMS systems, query your vendor list and cross-check
against CISA K-12 advisory CVE lists. Store inventory in shared, version-controlled document (e.g., shared drive with
change history enabled).

Evidence: Before running scans, take a network baseline: capture ARP table (‘arp -a* on Windows, “arp -n" on Linux),
current netstat output ("netstat -ano | findstr LISTENING™ on Windows, “ss -tulpn™ on Linux), running process list (Task
Manager export or “ps aux” on Linux), and all active user sessions. These allow you to distinguish your intentional
inventory scan from actual attacker reconnaissance.

Step 4, Stakeholder notification readiness: Confirm your incident response plan includes escalation paths for
potential student or staff PIl exposure; review FERPA and applicable state breach notification timelines in
case a similar incident affects your environment.

NIST Phase: Preparation
Reference: NIST 800-61r3 8§2.1 (preparation — policies and procedures) and 8§3.4.1 (post-incident activities and
notification)

Controls: NIST 800-53 IR-1 (Incident Response Policy and Procedures), NIST 800-53 IR-4(1) (Incident Handling
Implementation), CIS 17.1 (Establish and Maintain an Incident Response Process)
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Compensating: Document your notification plan in a shared, accessible location (not just email): (1) Create a contact
tree with superintendent, legal counsel, school board members, and public information officer with phone/email. (2)
Research Virginia state breach notification law (Virginia Code § 18.2-186.6) and FERPA timelines (34 CFR 99.3) —
create a one-page summary with key deadlines (e.g., notify parents within 30 days of discovery). (3) Draft a notification
template email for staff and students before an incident occurs. (4) Identify which data sources contain PII (student
database, email, SIS, LMS) and tag them in your asset inventory.

Evidence: Before a breach occurs, preserve: the current version of your incident response plan (with date/sign-off),
your contact tree (with timestamps of last verification), a data classification map showing which systems/databases
contain PIl, and a baseline backup of your student/staff directory (to later verify against exposed data). Document that
these preparatory steps were taken and when.

Step 5, Long-term control review: Evaluate network segmentation, offline backup integrity, and endpoint
detection coverage, particularly for education or public sector environments where IT resources are
constrained and segmentation is often incomplete.

NIST Phase: Preparation
Reference: NIST 800-61r3 §2.1 (preparation) and NIST 800-53 SC-7 (Boundary Protection)

Controls: NIST 800-53 SC-7 (Boundary Protection), NIST 800-53 CP-4 (Contingency Plan Testing), NIST 800-53
SI-12 (Information Handling and Retention), CIS 3.1 (Establish and Maintain a Data Recovery Elements for Restoration
Purposes)

Compensating: For resource-constrained teams: (1) Network segmentation — use VLAN tagging on existing switches
(no new hardware) to isolate student data systems from teacher/admin systems; document in a network diagram. (2)
Offline backups — implement a weekly full backup of SIS/LMS to external USB drive or NAS stored off-network (test
restore once monthly by restoring to isolated VM). (3) Endpoint detection — deploy free/open-source tools: Wazuh
agent (free, open-source SIEM) on critical servers, Osquery on workstations, and enable Windows Event Log
forwarding to a central server. Document the deployment and retention policy (minimum 90 days for K-12
environments per CIS benchmarks).

Evidence: Before implementing controls, establish a baseline: map your current network topology (document which
systems are segmented and which are not), verify the integrity of your current backup strategy (test a restore from your
last backup and document success/failure), and capture a baseline of endpoint logs on 3-5 critical systems (Windows
Event ID 4688 for process creation, Sysmon logs on Windows, /var/log/audit/audit.log on Linux). Use these baselines
to measure control effectiveness post-implementation.

I Detection Guidance

No confirmed IOCs, malware signatures, or specific attack patterns have been publicly released for this incident.
Detection actions should focus on behavioral indicators consistent with the reported disruption: sudden loss of
internet connectivity across multiple network segments, mass authentication failures or account lockouts in
Active Directory or SSO platforms, ransomware precursor behaviors (lateral movement, credential harvesting,
large-scale file enumeration), unexpected outbound connections to uncommon external IPs or domains, and
endpoint or EDR alerts for tools commonly used in intrusion campaigns (e.g., Cobalt Strike, Mimikatz, remote
access utilities). If your organization operates in the K-12 or Virginia public sector space, increase log retention
and alert sensitivity on perimeter and identity systems until the HCPS investigation concludes and technical
details are released. Reference MS-ISAC and CISA K-12 Cybersecurity Center for sector-specific threat
advisories.

I Framework Mappings

NIST-CSF-2

Generated by TJS Security Command Center | 2026-03-29 18:43 UTC SCC-DBR-2026-0006 Page 4



SECURITY COMMAND CENTER

Tech Jacks Solutions

¢ RS.MI-01 — Incidents are contained

* RS.CO-03 — Recovery activities and progress communicated
NIST-800-53R5

e CP-9 — System Backup
* |IR-4 — Incident Handling

HIPAA-SECURITY

e 164.308(a)(7)(ii))(A) — Data Backup Plan
e 164.308(a)(6)(ii) — Response and Reporting

1ISO-27001-2022

¢ A.5.29 — Information security during disruption

¢ A.5.34 — Privacy and protection of personal information
SOC2-TSC

e CC7.4 — Responds to identified security incidents

¢ (CC6.3 — Authorizes, modifies, or removes access
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DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks

Solutions is not liable for any damages resulting from the use of this information.
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