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Lloyds Banking Group Data Exposure:
Customers Served Strangers’ Transaction Data
via Banking Apps
DATA BREACH | HIGH | CVSS 7.5

SCC Item ID SCC-DBR-2026-0002

Type Data Breach

Severity HIGH

CVSS Base Score 7.5

Affected Products Lloyds Bank, Halifax, Bank of Scotland — mobile and online banking applications (2025
incident; specific app versions not publicly disclosed)

Published 5 hours ago

Executive Summary

A technical failure in Lloyds Banking Group's mobile and online banking applications exposed customers

of Lloyds Bank, Halifax, and Bank of Scotland to other customers' transaction data, constituting a

cross-account data leakage event. The incident affected confidentiality of personal financial data across

three major UK retail banking brands and was resolved after several hours. Business risk includes

regulatory exposure under UK GDPR and FCA rules, customer trust erosion, and potential enforcement

action if notification obligations were not met.

Technical Analysis

The incident is classified as a cross-account data leakage condition in which authenticated users were served

account and transaction data belonging to other customers. No external threat actor has been attributed; this

appears to be an internally-originated technical failure rather than an intrusion. The root cause has not been

publicly confirmed. Mapped weaknesses: CWE-200 (Exposure of Sensitive Information to an Unauthorized

Actor), CWE-284 (Improper Access Control), CWE-923 (Improper Restriction of Communication Channel to

Intended Endpoints). MITRE ATT&CK technique T1530 (Data from Cloud Storage) is a partial fit, reflecting

unauthorized access to data in a managed cloud or application layer. No CVE has been assigned. Specific

affected application versions have not been disclosed. CVSS base score estimated at 7.5 (High) based on

confidentiality impact to financial PII with no integrity or availability vector. No patch has been issued publicly;

the bank reported resolution after several hours of disruption. Source confidence: incident occurrence is high

(corroborated by Computing, Fintech Futures, The Telegraph); technical root cause is low (not publicly

confirmed).
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Action Checklist

1. Step 1, Immediate (if you operate financial or multi-tenant applications): Review session isolation and

data-routing logic for any recent deployments or configuration changes that could produce cross-account

data surfacing.

2. Step 2, Detection: Query application logs for anomalous account data access patterns, specifically,

authenticated sessions that returned records belonging to a different account ID than the session owner.

3. Step 3, Assessment: Audit your access control implementation against CWE-284 and CWE-200

baselines; verify that account-scoped data queries enforce ownership checks at the data layer, not only at

the presentation layer.

4. Step 4, Communication: If a similar condition is identified in your environment, activate breach

notification procedures under applicable regulation (UK GDPR Article 33/34, FCA SYSC obligations, or

equivalent jurisdiction); document scope and timeline.

5. Step 5, Long-term: Review multi-tenant data isolation architecture; implement automated testing for

cross-account data leakage in CI/CD pipelines; add session-to-account binding validation as a standing

regression test.

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria If log analysis confirms cross-account data access affecting >100 customers or >48 hours
exposure duration, immediately escalate to executive leadership, legal counsel, and your data
protection officer; initiate regulator notification procedures under UK GDPR Article 33 (ICO)
and FCA SYSC 14.1.4R within 72 hours of discovery.

Recovery Notes After containment (deployment rollback or config fix): (1) Verify fix by re-running Step 2
detection queries — confirm no new anomalous session-to-account mismatches in
post-remediation logs. (2) Notify affected customers in writing (UK GDPR Article 34) with
remediation details and steps they can take (monitor accounts, request transaction history).
(3) Conduct post-incident review with technical and business teams to institutionalize
cross-account testing and establish metrics for session isolation validation in future releases.

Forensic Artifacts Application access logs (account_id, session_id, timestamp, data_returned) covering 48
hours before/after incident discovery | Git commit history and deployment logs from 14 days
before incident to isolate code/configuration changes | Database query logs (slow_query.log,
pg_log) showing which account-scoped queries returned cross-account records |
Authentication and session management logs (/var/log/auth.log, Windows Event Log 4624,
4625 for session creation/termination correlation) | Application exception/error logs showing
any data access failures, fallback behavior, or unusual error patterns during incident window

Per-Action IR Details

Step 1, Immediate (if you operate financial or multi-tenant applications): Review session isolation and

data-routing logic for any recent deployments or configuration changes that could produce cross-account

data surfacing.

NIST Phase: Preparation
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Reference: NIST 800-61r3 §2.1 (preparation phase: preventive measures and tools)

Controls: NIST 800-53 AC-3 (Access Enforcement), NIST 800-53 SC-7 (Boundary Protection), CIS Controls v8 6.1

(Establish Data Security Processes and Procedures)

Compensating: Without change management tooling: (1) Export application configuration from version control (git log

--oneline --all -- config/) to identify deployment timestamps in last 7 days. (2) Cross-reference with application restart

logs (systemctl status app-name, journalctl -u app-name --since '7 days ago'). (3) Manual code review: grep -r

'account_id\|session\|user_context' src/ to locate data-routing decision points; verify each query includes WHERE

account_id = session.account_id. (4) Use free static analysis (e.g., Semgrep with rule sets for data-leakage patterns) to

scan last two commits.

Evidence: Capture BEFORE code review or rollback: (1) Git commit history with diffs (git log -p --since='14 days ago' >

git_history.txt). (2) Application configuration snapshots from all environments (prod, staging, dev) with timestamps (tar

czf config_snapshot_$(date +%s).tar.gz /etc/app-config/). (3) Deployment logs from CI/CD pipeline showing what

changed and when (e.g., Jenkins build logs, GitLab CI traces). (4) Application startup logs showing which configuration

was loaded (journalctl -u app-name -n 500 > app_startup.log). (5) System calls related to configuration file reads during

deployment window (auditctl -w /etc/app-config/ -p wa -k app_config_change; ausearch -k app_config_change).

Step 2, Detection: Query application logs for anomalous account data access patterns, specifically,

authenticated sessions that returned records belonging to a different account ID than the session owner.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.2 (analysis: identifying and understanding incident indicators)

Controls: NIST 800-53 AU-6 (Audit Review, Analysis, and Reporting), NIST 800-53 SI-4 (Information System

Monitoring), CIS Controls v8 8.2 (Collect Audit Logs)

Compensating: Without SIEM: (1) Export application logs covering the incident window (typically 24–48 hours

before/after discovery) as raw text or CSV: grep -E 'account_id|session_id|user_id' /var/log/app/*.log | awk -F'|' '{print

$1, $3, $5}' > session_account_pairs.csv. (2) Use SQLite or PostgreSQL (free) to load logs into a searchable

database: sqlite3 incident.db 'CREATE TABLE logs(timestamp, session_id, account_id, data_returned);' then import

CSV. (3) Query for mismatches: SELECT timestamp, session_id, account_id FROM logs WHERE account_id !=

session_account_map.expected_account GROUP BY session_id HAVING COUNT(*) > 1. (4) Manual log review: sort

logs by session_id, scan for same session returning different account_ids (awk '{print $2, $3}'

session_account_pairs.csv | sort | uniq -d). (5) Correlate timestamps with Step 1 deployment window to establish

causation.

Evidence: Capture BEFORE querying: (1) Full application access logs (typically /var/log/app/access.log or

application_access.log) covering 48 hours before incident discovery to 24 hours after containment. (2) Authentication

logs showing session creation (typically /var/log/auth.log or /var/log/secure on Linux; Windows Event Log 4624). (3)

Application error/exception logs (application_errors.log or system.err) showing any data access failures or fallback

behavior. (4) Database query logs if available (slow_query.log for MySQL, pg_log for PostgreSQL) to identify which

account-scoped queries returned cross-account data. (5) Memory dump or heap snapshot at time of incident if

application still running (jmap -dump:file=heap.bin $(pgrep -f app-name) for Java; gdb attach + gcore for C/C++). (6)

Network traffic capture (tcpdump -i any -w incident_window.pcap 'tcp port 443 or tcp port 8080') to inspect API

response payloads for cross-account data.

Step 3, Assessment: Audit your access control implementation against CWE-284 and CWE-200 baselines;

verify that account-scoped data queries enforce ownership checks at the data layer, not only at the

presentation layer.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.3 (determining scope and impact of incident)

Controls: NIST 800-53 AC-2 (Account Management), NIST 800-53 AC-4 (Information Flow Enforcement), CIS

Controls v8 6.2 (Implement the Principle of Least Privilege)

Compensating: Without source code scanning tools: (1) Manual code audit: identify all data retrieval functions (grep -r

'SELECT\|find\|query\|get' src/ | grep -v test | grep -v comment > data_access_points.txt). (2) For each function, verify

the query includes a WHERE clause binding to session.account_id or authenticated_user.id at the database layer (not
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just filtering in application code). (3) Test isolation: write unit tests that attempt cross-account access with valid

credentials; confirm all fail (e.g., test_cannot_read_other_account_balance(),

test_session_account_mismatch_denied()). (4) Database-level validation: add CHECK constraints or triggers that

enforce account_id ownership (ALTER TABLE transactions ADD CONSTRAINT chk_owner CHECK (account_id =

CURRENT_USER_ACCOUNT)). (5) Review database role permissions: verify application database user only has

SELECT on views that scope results to the authenticated account, not raw tables (GRANT SELECT ON

account_123_transactions_view TO app_user). (6) CWE-284 check: search code for hardcoded admin/debug bypass

paths (grep -r 'admin\|bypass\|debug.*account' src/). (7) CWE-200 check: verify sensitive data fields (balance,

transaction details, SSN) are not logged to user-visible error messages (grep -E 'balance|ssn|card'

src/exception_handling.py | grep print/log).

Evidence: Capture BEFORE remediation: (1) Source code snapshot at current version (git archive --format=tar.gz

HEAD > codebase_snapshot_$(date +%s).tar.gz). (2) Database schema and access control rules (mysqldump

--no-data > schema.sql && mysql -e 'SHOW GRANTS;' > database_roles.sql). (3) Application configuration showing

data access patterns (grep -r 'query\|filter\|scope' config/ > data_access_config.txt). (4) Unit and integration test results

(pytest -v > test_results.txt 2>&1). (5) Code review comments or security assessment reports from the last 12 months if

available.

Step 4, Communication: If a similar condition is identified in your environment, activate breach notification

procedures under applicable regulation (UK GDPR Article 33/34, FCA SYSC obligations, or equivalent

jurisdiction); document scope and timeline.

NIST Phase: Containment

Reference: NIST 800-61r3 §3.3 (containment, eradication, and recovery phases)

Controls: NIST 800-53 IR-1 (Incident Response Policy and Procedures), NIST 800-53 IR-4 (Incident Handling), CIS

Controls v8 17.1 (Designate Personnel to Fulfill Cybersecurity Roles)

Compensating: Without incident management platform: (1) Create a breach notification checklist document

(notification_checklist.md) listing: date/time of discovery, data types affected (transaction details, account balances,

customer names), number of customers impacted, systems involved, preliminary root cause, containment status. (2)

Establish a communication log (breach_communication_log.csv) with columns: timestamp, recipient (regulator,

customer, legal, PR), method (email, phone, formal letter), message summary, acknowledgment status. (3) For UK

GDPR Article 33: draft a formal notification to ICO (Information Commissioner's Office) within 72 hours of discovery,

including incident type (cross-account data exposure), date range affected, estimated customer count, and mitigation

steps. Use template from ICO website. (4) For FCA SYSC 3.1R: prepare breach notification to FCA as Significant

Incident (SYSC 14.1.4R) if >100 customers affected or >£1M estimated impact. (5) Customer notification: generate

letter template stating: what data was exposed, who was affected, what the bank did to stop it, what customers should

do. (6) Document timeline: create incident_timeline.txt with format: YYYY-MM-DD HH:MM:SS | Action | Owner | Status.

(7) Preserve all communications as evidence (tar -czf breach_notifications_$(date +%s).tar.gz customer_letters/

regulator_notices/ internal_comms/).

Evidence: Capture BEFORE notification (these become regulatory evidence): (1) Forensic analysis from Steps 1–3

(git history, logs, code audit results). (2) Customer/account dataset showing which accounts were exposed to

cross-account data (e.g., customer_exposure.csv: customer_id, date_exposed, data_type,

duration_exposed_minutes). (3) Root cause analysis document with timeline and technical detail. (4) All system

change logs, deployment records, and configuration snapshots from 14 days before incident. (5) Incident discovery

documentation: screenshots, emails, or support tickets showing how the condition was first detected. (6) Containment

actions taken and timeline (service restart, config rollback, account suspension, etc.). (7) Impact assessment:

confirmed list of affected customers, data categories, and regulatory jurisdiction for each.

Step 5, Long-term: Review multi-tenant data isolation architecture; implement automated testing for

cross-account data leakage in CI/CD pipelines; add session-to-account binding validation as a standing

regression test.

NIST Phase: Recovery

Reference: NIST 800-61r3 §3.4 (post-incident activities and lessons learned)
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Controls: NIST 800-53 SI-2 (Flaw Remediation), NIST 800-53 CA-2 (Security Assessments), CIS Controls v8 2.3

(Address Unauthorized Software)

Compensating: Without enterprise testing platform: (1) Implement contract/property-based tests: use Hypothesis

(Python) or QuickCheck (Haskell) to auto-generate cross-account access attempts with valid credentials; confirm all

fail. (2) Add OWASP ZAP (free, open-source) to CI/CD pipeline: configure to scan authentication and authorization

flows; flag any responses containing data outside the authenticated user's scope. (3) Create regression test suite: (a)

test_session_isolation.py: for each endpoint, create two users, authenticate as user A, attempt to access user B's data,

confirm 403/404 response. (b) test_multi_tenant_query_boundaries.py: verify all database queries include account_id

filter. (c) test_session_account_consistency.py: confirm session.account_id matches user.account_id throughout

request lifecycle. (4) Manual architecture review: document data isolation model (row-level security, separate

databases, separate schemas per tenant); verify isolation enforced at lowest layer. (5) Free monitoring: add application

logs to query for anomalous patterns (e.g., 'SELECT account_id FROM logs WHERE session_account_id !=

account_id | wc -l' > anomaly_report.txt; alert if count > 0). (6) Lessons learned: schedule post-incident review (NIST

800-61r3 §3.4.1) with development, ops, and security; document what failed and controls to prevent recurrence.

Evidence: Capture for post-incident review: (1) Incident timeline and root cause analysis (incident_report.pdf). (2) All

forensic artifacts from Steps 1–4. (3) Code changes made to remediate (git log --oneline --all -- remediation/ >

remediation_commits.txt; git show > remediation_diff.patch). (4) Test results before and after remediation

(test_results_before.txt, test_results_after.txt). (5) Security assessment or third-party code review findings if available.

(6) Post-incident review meeting notes and action items (lessons_learned.md).

Detection Guidance

No IOCs are available for this incident; it was an internal technical failure with no external threat actor. Detection

focus should be on your own environment. Look for: (1) application logs where a session token or authenticated

user ID is associated with account data records belonging to a different customer ID; (2) API responses that

return account arrays or transaction lists containing mismatched customer identifiers; (3) elevated error rates in

account data retrieval services following deployments or infrastructure changes, which can precede or

accompany data routing failures. For banking or fintech platforms, consider implementing runtime assertions

that compare the authenticated principal's account scope against every data record returned before it reaches

the client. SIEM rule concept: alert on any log entry where [authenticated_user_id] !=

[returned_account_owner_id] in account data API responses.

Framework Mappings

MITRE-ATTACK

• T1530 — Data from Cloud Storage

HIPAA-SECURITY

• 164.308(a)(6)(ii) — Response and Reporting

NIST-CSF-2

• RS.CO-03 — Recovery activities and progress communicated

MITRE ATT&CK Mapping
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Technique ID Technique Name Tactic

T1530 Data from Cloud Storage Collection

Sources

Source URL Tier

Telegraph https://www.telegraph.co.uk/money/banking/current-accounts/lloyds-h... T3

Lloyds bank accounts
targeted in huge
cybercrime attack

https://www.theguardian.com/business/2017/jan/23/lloyds-bank-accoun... T2

Lloyds cyber-attack
details emerge - BBC
News

https://www.bbc.com/news/business-38715909 T2

Lloyds and Halifax
resolve banking glitch
after hours of disruption

https://www.computing.co.uk/news/2025/security/lloyds-and-halifax-r... T3

Lloyds, Halifax and
Bank of Scotland
customers hit by
system outage

https://www.fintechfutures.com/bankingtech/lloyds-halifax-and-bank-... T3
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