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Citrix NetScaler Critical Vulnerability Enables
Unauthenticated Remote Information Disclosure

CVE VULNERABILITY | CRITICAL | CVSS 9.1

SCC Item ID SCC-CVE-2026-0023

Type CVE Vulnerability

Severity CRITICAL

CVSS Base Score 9.1

Affected Products Citrix NetScaler (specific versions not confirmed from available data, see Citrix Security

Bulletin CTX696300)
Published 2026-03-24

Discovery Source Serper

I Executive Summary

Citrix has disclosed a critical vulnerability in NetScaler products (CVSS 9.1) that allows unauthenticated
remote attackers to extract sensitive information from internet-facing appliances without any credentials.
Organizations running NetScaler ADC or Gateway as perimeter infrastructure face direct exposure risk; a
second vulnerability in the same advisory compounds the attack surface. Citrix has issued an urgent patch
advisory (CTX696300) and immediate remediation is required to prevent credential or configuration data
exposure.

I Technical Analysis

The vulnerability is classified under CWE-200 (Exposure of Sensitive Information to an Unauthorized Actor) and
maps to MITRE ATT&CK T1190 (Exploit Public-Facing Application) and T1552 (Unsecured Credentials). CVSS
base score is 9.1, indicating a network-exploitable, low-complexity attack requiring no authentication and no
user interaction. The flaw enables unauthenticated remote information disclosure from the NetScaler appliance,
which may include session tokens, credentials, or configuration data depending on appliance role and
configuration. CVE identifiers and precise affected version ranges have not been confirmed from available
source data; authoritative version scope must be retrieved directly from Citrix Security Bulletin CTX696300
(support.citrix.com) and the NVD. A second vulnerability is disclosed in the same advisory; review CTX696300
for full details on both. No CISA KEV listing confirmed at time of publication; no EPSS score available. Source
quality score is 0.64; treat CVE-specific details as provisional until verified against CTX696300 and NVD. Note:
This item is provisional pending confirmation of CVE ID(s) and affected version ranges from authoritative
sources.
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I Action Checklist

1. Step 1, Immediate: Retrieve Citrix Security Bulletin CTX696300 directly from support.citrix.com, identify
the exact affected versions for both disclosed vulnerabilities, and apply available patches to all NetScaler
ADC and Gateway appliances without delay. If CVE ID(s) are not yet published by Citrix, use bulletin
CTX696300 as authoritative source until NVD is updated.

2. Step 2, Immediate: Identify all internet-facing NetScaler deployments in your environment and treat
them as potentially compromised until patched; consider placing them behind additional access controls or
temporarily restricting management interface exposure.

3. Step 3, Detection: Review NetScaler access logs for anomalous unauthenticated requests, unexpected
HTTP responses returning configuration or credential data, or unusual GET/POST patterns targeting
management or VPN endpoints; establish a log baseline from before the disclosure date.

4. Step 4, Assessment: Inventory all NetScaler instances (ADC, Gateway, SVM) by version and exposure
profile; cross-reference against the affected version list in CTX696300; document patch status and
residual risk for each instance.

5. Step 5, Communication: Notify CISO, infrastructure leads, and relevant application owners of the
exposure window; escalate to incident response if anomalous activity is detected in logs; report patch
completion status against an agreed SLA.

6. Step 6, Long-term: Review NetScaler management interface exposure policies; enforce network
segmentation to limit management plane access; subscribe to Citrix security bulletin RSS or email alerts to
reduce future response lag.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to incident response and external DFIR firm if log analysis in Step 3 reveals any
unauthenticated requests from external IPs returning configuration data, any POST requests
targeting credentials endpoints, or if patch deployment cannot be completed within 24 hours
on all internet-facing instances.

Recovery Notes After patching is complete and log analysis shows no evidence of successful exploitation,
validate remediation by re-running penetration tests against the vulnerability conditions (with
Citrix approval). Conduct a post-incident review to document response times, communication
effectiveness, and log analysis findings. Update your vulnerability management SLA to reflect
a 24-48 hour response window for CRITICAL Citrix vulnerabilities going forward.

Forensic Artifacts NetScaler /var/log/ns.log and /var/netscaler/ns.log (all access, authentication, and system
events) | NetScaler audit logs via 'show audit log' command (administrative actions,
configuration changes) | Perimeter firewall deny logs and packet captures targeting NetScaler
management ports (443, 8443) from external sources | DNS query logs showing external
resolution attempts to NetScaler FQDNs | System configuration backups from ‘export ns
config' for each appliance (establishes pre-compromise baseline)

Per-Action IR Details
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Step 1 — Immediate: Retrieve Citrix Security Bulletin CTX696300 directly from support.citrix.com, identify the
exact affected versions for both disclosed vulnerabilities, and apply available patches to all NetScaler ADC
and Gateway appliances without delay.

NIST Phase: Preparation
Reference: NIST 800-61r3 8§2.1 (Preparation phase: tools, processes, and readiness)

Controls: NIST 800-53 SI-2 (Flaw Remediation), NIST 800-53 SI-4 (Information System Monitoring), CIS 3.12
(Address Unauthorized Software)

Compensating: If Citrix support access is unavailable, retrieve CTX696300 from Citrix Security Advisories RSS feed
(citrix.com/security) or the National Vulnerability Database (NVD) CVE entry. Cross-reference affected versions
against current inventory via SSH CLI: 'show version' and 'show ns ns' commands. Document version matrix in a
spreadsheet; validate patch binaries against Citrix-published SHA-256 checksums before deployment.

Evidence: Capture pre-patch state: (1) NetScaler system configuration backup via '‘export ns config' for each
appliance; (2) current running version output from 'show version' and 'show ns ns'; (3) management interface access
logs from /var/log/ns.log and /var/netscaler/ns.log covering the 48 hours prior to patch discovery. These baseline
artifacts establish the pre-compromise configuration state.

Step 2 — Immediate: Identify all internet-facing NetScaler deployments in your environment and treat them as
potentially compromised until patched; consider placing them behind additional access controls or
temporarily restricting management interface exposure.

NIST Phase: Containment
Reference: NIST 800-61r3 §3.2.2 (Containment: short-term and long-term strategies)

Controls: NIST 800-53 AC-3 (Access Enforcement), NIST 800-53 AC-4 (Information Flow Enforcement), CIS 6.1
(Establish Network Segmentation), CIS 5.1 (Establish Access Control Lists)

Compensating: Without enterprise CMDB tools, query DNS for NetScaler FQDNSs (nslookup, dig), cross-reference
against firewall rule exports (from palo alto, checkpoint, or cisco configs via 'show access-list' equivalents). Use
traceroute and nmap from jump hosts to confirm internet reachability. Document public-facing IPs in a spreadsheet.
Implement temporary block rules at perimeter firewall: deny all inbound to NetScaler management ports (443, 8443)
except from internal admin VLANS; log denied traffic to capture attack attempts.

Evidence: Capture (1) network packet captures from perimeter TAP or SPAN session targeting NetScaler IPs for
24-48 hours pre-containment (use tcpdump: ‘tcpdump -i ethO host -w capture.pcap’); (2) firewall deny-log output for any
blocked attempts post-restriction; (3) DNS query logs showing resolution history of NetScaler hostnames. These
establish the exposure window and capture any in-flight attack traffic.

Step 3 — Detection: Review NetScaler access logs for anomalous unauthenticated requests, unexpected
HTTP responses returning configuration or credential data, or unusual GET/POST patterns targeting
management or VPN endpoints; establish alog baseline from before the disclosure date.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.1 (Detection and Analysis: analysis and documentation)

Controls: NIST 800-53 SI-4 (Information System Monitoring), NIST 800-53 AU-6 (Audit Review, Analysis, and
Reporting), CIS 8.2 (Collect Audit Logs)

Compensating: Without SIEM, extract logs manually: SSH to each NetScaler and pull /var/log/ns.log and
/var/netscaler/ns.log; copy via SCP. Parse with grep and awk for patterns: 'grep -E "(401|403|500|config|credential)"
ns.log | grep -v ' to isolate external unauthenticated requests. Search for exploitation indicators: requests to
/apilvl/config, /api/v2/*, or management endpoints (/admin/, /vpn/) from IPs without prior authentication. Use curl or
wget to correlate request timing against public disclosure date. Document all suspicious requests in a CSV with
timestamp, source IP, method, URI, and response code.

Evidence: Capture (1) full NetScaler access logs (/var/log/ns.log, /var/netscaler/ns.log, syslog exports if configured)
from 48 hours before CVE disclosure through present; (2) HTTP request/response pairs for any unauthenticated
access attempts (use tcpdump with -A flag to see payloads); (3) NetScaler audit logs via 'show audit log' command; (4)
any external-facing application logs that interface with NetScaler to cross-reference timing of exploitation attempts.
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Step 4 — Assessment: Inventory all NetScaler instances (ADC, Gateway, SVM) by version and exposure
profile; cross-reference against the affected version list in CTX696300; document patch status and residual
risk for each instance.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 8§2.1 (Preparation: tools and checklists); 83.2.1 (Analysis and prioritization)

Controls: NIST 800-53 CM-2 (Baseline Configuration), NIST 800-53 RA-3 (Risk Assessment), CIS 1.1 (Inventory and
Control of Enterprise Assets)

Compensating: Query each NetScaler via SSH: 'show version full' and 'show license' to extract model, OS version,
and patch level. Create a spreadsheet matrix: columns for [Hostname | IP | Product Type (ADC/Gateway/SVM) | Build
Version | Affected? (Y/N) | Internet-Facing? (Y/N) | Patch Applied? (Y/N) | Date Patched]. Validate against CTX696300
version matrix. For appliances without direct access, query SNMP sysDescr (if enabled): 'snmpget -v2c -c public
1.3.6.1.2.1.1.1.0". Cross-reference against asset management exports (ServiceNow, Atlassian, or CSV exports from
network discovery tools).

Evidence: Capture (1) pre-assessment system inventory report (output of 'show ns hardware', 'show license' for each
appliance); (2) version baseline snapshot for comparison post-patch; (3) configuration backup of each appliance before
any patch deployment (via 'export ns config'); (4) access control lists and firewall rules associated with each NetScaler
to document exposure profile.

Step 5 — Communication: Notify CISO, infrastructure leads, and relevant application owners of the exposure
window; escalate to incident response if anomalous activity is detected in logs; report patch completion
status against an agreed SLA.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.3 (Mitigation strategies) and 83.4 (Post-Incident Activities); NIST 800-53 IR-4 (Incident
Handling)

Controls: NIST 800-53 IR-1 (Incident Response Policy), NIST 800-53 IR-2 (Incident Response Training), NIST 800-53
SA-12 (Supply Chain Protection)

Compensating: Create a simple incident notification template: subject = 'CRITICAL: Citrix NetScaler CVE [date] —
Exposure Assessment’; body includes [affected appliances, exposure window, patch SLA, contact escalation path].
Distribute via email to pre-defined stakeholder list (CISO, ops lead, security lead, app owners). Document all
communication timestamps and recipient acknowledgments in a log file. If anomalous activity is detected in Step 3,
send follow-up with severity upgrade and request incident response activation per your IR plan.

Evidence: Capture (1) dated communication records (email thread, Slack/Teams channel exports, or incident ticketing
system entries) showing notification timing, acknowledgment, and patch progress; (2) SLA agreement documentation
and agreed timeline; (3) post-patch validation confirmation from each infrastructure owner. These artifacts demonstrate
communication chain and accountability for remediation.

Step 6 — Long-term: Review NetScaler management interface exposure policies; enforce network
segmentation to limit management plane access; subscribe to Citrix security bulletin RSS or email alerts to
reduce future response lag.

NIST Phase: Recovery

Reference: NIST 800-61r3 8§3.3 (Recovery) and §3.4 (Post-Incident Activities); NIST 800-53 SI-12 (Information
Handling and Retention)

Controls: NIST 800-53 AC-3 (Access Enforcement), NIST 800-53 IA-4 (Identifier Management), NIST 800-53 SI-12
(Information Handling and Retention), CIS 6.1 (Network Segmentation), CIS 13.1 (Threat Intelligence Program)
Compensating: Implement firewall rules at your perimeter: deny management port inbound (443, 8443) from internet;
allow only from jump host or admin VLAN. Document in firewall change log. Subscribe to Citrix security RSS
(feeds.citrix.com/security/) and set up email forwarding via IFTTT or custom script checking URL daily. Create a cron
job on a central log server to curl the RSS feed and email on new entries. Add Citrix security updates to your patch
management process with a 48-72 hour review SLA for CRITICAL ratings. Review and enforce NetScaler admin
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account lockdown: disable default accounts, enforce MFA if supported, and rotate credentials quarterly.

Evidence: Capture (1) firewall rule baseline before and after segmentation policy implementation (export from firewall
config); (2) subscription confirmation records (RSS feed subscriptions, email alert sign-ups); (3) updated access control
policy documentation; (4) post-recovery validation: connectivity tests from authorized admin VLANs confirming
management access still functions, and network tests confirming internet-facing appliances cannot be accessed via
management ports from external IPs.

I Detection Guidance

No confirmed IOCs are available for this vulnerability at time of publication. Detection should focus on
behavioral and log-based indicators. On NetScaler appliances, review /var/nslog/ns.log and /var/log/httperror.log
for unauthenticated requests returning HTTP 200 responses from paths that should require authentication,
particularly against management interfaces (/nitro/v1/, lvpn/, /citrix/). Look for repeated requests from single
source IPs with no session establishment, or responses with unexpectedly large payloads from unauthenticated
sessions. If NetScaler logs are forwarded to a SIEM, query for HTTP 200 responses where authentication
headers or session cookies are absent on protected endpoints. Additionally, audit recent access to any
credentials, certificates, or configuration objects stored on the appliance, as CWE-200 disclosure may expose
these. No CISA KEV listing or active exploitation confirmation is available from current sources; monitor CISA
KEV (cisa.gov/known-exploited-vulnerabilities-catalog) and NVD for updates.

I Framework Mappings

MITRE-ATTACK

e T1190 — Exploit Public-Facing Application

e T1552 — Unsecured Credentials
NIST-800-53R5

* CA-8 — Penetration Testing

* RA-5 — Vulnerability Monitoring and Scanning

e SC-7 — Boundary Protection

e SI-2 — Flaw Remediation

e SI-7 — Software, Firmware, and Information Integrity

e AC-3 — Access Enforcement

e SC-28 — Protection of Information at Rest
OWASP-TOP10-2021

e A01:2021 — Broken Access Control
HIPAA-SECURITY

e 164.312(a)(1) — Access Control

CIS-v8

e 7.3 — Perform Automated Operating System Patch Management

e 7.4 — Perform Automated Application Patch Management
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1ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities

MITRE ATT&CK Mapping

Technique ID Techniqgue Name Tactic

T1190 Exploit Public-Facing Application Initial-Access

T1552 Unsecured Credentials Credential-Access
Sources

Source URL Tier

https://www.infosecurity-magazine.com/news/citrix-patch-netscaler/ T3

Citrix Urges Patching https://thehackernews.com/2026/03/citrix-urges-patching-critical.html T3

Critical NetScaler Flaw

Allowing ...

Security Bulletin - https://support.citrix.com/support-home/kbsearch/article?articleNum... T3

CITRIX | Support

Citrix has issued urgent https://www.instagram.com/p/DWRer7tIF14/ T3

security patches for two
vulnerabilities in ...

Citrix Urges Patching https://www.reddit.com/r/SecOpsDaily/comments/1s2702ul/citrix_urges_... T3
Critical NetScaler Flaw
Allowing ... - Reddit

DISCLAIMER

This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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