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CVE-2026-20643: Apple WebKit Same-Origin
Policy Bypass Vulnerability
CVE VULNERABILITY | HIGH | CVSS 8.3

SCC Item ID SCC-CVE-2026-0018

Type CVE Vulnerability

CVE ID CVE-2026-20643

Severity HIGH

CVSS Base Score 8.3

EPSS Score 0.0003 (8th percentile)

Affected Products Apple WebKit browser engine; affects Safari and all iOS/iPadOS browsers (which are
required to use WebKit); specific OS/version ranges not confirmed from available sources,
see Apple Security Advisories for full product matrix

Published 2026-03-19

Executive Summary

Apple has patched CVE-2026-20643, a high-severity flaw (CVSS 8.3) in the WebKit browser engine that

allows malicious web content to bypass the same-origin policy, a core browser control that keeps data

from separate sites isolated. Every iOS and iPadOS browser, along with Safari across Apple platforms,

relies on WebKit, meaning the exposure is broad across Apple device fleets. No confirmed active

exploitation has been reported at this time, but the vulnerability class enables credential theft, session

hijacking, and sensitive data exfiltration, making patch deployment a priority for organizations with

significant Apple device usage.

Technical Analysis

CVE-2026-20643 is a same-origin policy bypass (CWE-346: Origin Validation Error) in Apple's WebKit browser

engine. CVSS base score is 8.3; EPSS score is 0.00029 (7.9th percentile), indicating low current exploitation

probability in the wild. The vulnerability is not listed on CISA's Known Exploited Vulnerabilities catalog as of the

configuration date. Affected surface: Safari on macOS, and all browsers on iOS/iPadOS (Apple requires WebKit

for all third-party iOS/iPadOS browsers, not just Safari). Specific affected OS and version ranges have not been

confirmed from available sources, consult the Apple Security Advisory at

https://support.apple.com/en-us/100100 for the authoritative product matrix. Relevant MITRE ATT&CK

techniques: T1185 (Browser Session Hijacking) and T1189 (Drive-by Compromise). Apple delivered this fix via a
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new 'Background Security Improvements' channel, its first use of that update mechanism, which is designed to

push security-only patches to WebKit separately from full OS updates. Technical root cause details and

proof-of-concept exploitation conditions have not been confirmed from available sources. Note: CVSS vendor

score is listed as 0.0, suggesting Apple has not published a vendor CVSS score; the 8.3 base score should be

treated as third-party assessed. Sources for this item are Tier 3 (industry press) plus NVD and Apple advisory at

Tier 1; verify remediation decisions against the Apple Security Advisory directly.

Action Checklist

1. Step 1, Patch: Apply Apple's security update containing the CVE-2026-20643 fix across all managed

iOS, iPadOS, and macOS devices. Confirm whether the 'Background Security Improvements' delivery

applies automatically in your MDM environment or requires manual deployment. Verify affected version

ranges against https://support.apple.com/en-us/100100 before closing the remediation ticket.

2. Step 2, Inventory: Enumerate all managed Apple devices (iPhones, iPads, Macs) and identify those

running versions not yet patched. Pay particular attention to iOS/iPadOS devices, every browser on those

platforms uses WebKit, not just Safari.

3. Step 3, Detection: Review proxy and DNS logs for unusual cross-origin data requests or anomalous

JavaScript behavior originating from user browsing sessions. Look for signs consistent with T1185

(unexpected session token reuse across domains) or T1189 (drive-by download patterns from unfamiliar

origins). See detection_guidance for specifics.

4. Step 4, Communication: Notify IT operations and endpoint management teams of the patching

requirement and the new 'Background Security Improvements' delivery channel, which may require MDM

policy review to ensure it is not blocked. Brief leadership on business risk if patch deployment will extend

beyond 72 hours.

5. Step 5, Policy review: Assess whether your MDM policy is configured to allow Apple's Background

Security Improvements updates to deploy automatically. If not, evaluate enabling that channel for

WebKit-class security fixes. Document the decision either way as part of your vulnerability management

program.

IR / Forensic Enrichment

Triage Priority URGENT

Escalation Criteria Escalate to management and consider external IR engagement if: (1) patch deployment
extends beyond 72 hours for >50% of managed devices, (2) forensic analysis reveals active
cross-origin data exfiltration in logs, (3) credentials or session tokens appear to have been
stolen across domains, or (4) any evidence of this vulnerability being exploited in your
environment surfaces during detection analysis.

Recovery Notes Post-containment: verify patch deployment completion across all asset classes and confirm
no unpatched devices remain in inventory. Conduct a post-patching forensic review of
proxy/DNS logs for the week preceding patch deployment to confirm no exploitation occurred.
If exfiltration is suspected, initiate credential reset for affected users and conduct web
application session invalidation. Document all findings and timeline in an incident report;
update your vulnerability management SLAs if patching timelines slipped.
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Forensic Artifacts Apple MDM server logs and enrollment records (device enrollment timestamps, OS versions,
last check-in) | Proxy and DNS query logs (source IP, destination domain, HTTP headers,
timestamps — minimum 14 days lookback) | Safari browsing history and cache
(/var/root/Library/Safari/ on macOS, iTunes backups for iOS) | System update and patch
deployment logs (macOS /var/log/install.log, MDM deployment status records) | Network
DHCP and device IP assignment logs (to correlate user devices with network traffic)

Per-Action IR Details

Step 1 — Patch: Apply Apple's security update containing the CVE-2026-20643 fix across all managed iOS,

iPadOS, and macOS devices. Confirm whether the 'Background Security Improvements' delivery applies

automatically in your MDM environment or requires manual deployment. Verify affected version ranges

against https://support.apple.com/en-us/100100 before closing the remediation ticket.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (preparation phase includes vulnerability management and patch deployment

processes)

Controls: NIST SI-2 (Flaw Remediation), NIST SI-12 (Information System Monitoring), CIS 7.4 (Maintain and Enforce

Standard Security Configurations)

Compensating: For unmanaged or MDM-lite environments: export device inventory from Apple Business Manager or

manual device lists (serials, iOS/macOS versions); cross-reference against Apple Security Advisories manually; deploy

patches via Apple Remote Desktop for macOS (command: 'sudo softwareupdate -i -a') or direct user notification for

iOS with step-by-step patching instructions and patch compliance tracking via monthly MDM compliance reports.

Evidence: Capture pre-patch device inventory with OS versions (mdmctl export or Apple Configurator 2 device list),

MDM policy configurations (export from MDM console), and system update logs before initiating deployment:

/var/log/install.log (macOS), MDM deployment status records, and mobile device management enrollment records for

audit trail.

Step 2 — Inventory: Enumerate all managed Apple devices (iPhones, iPads, Macs) and identify those running

versions not yet patched. Pay particular attention to iOS/iPadOS devices — every browser on those platforms

uses WebKit, not just Safari.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (asset inventory and baseline configuration management)

Controls: NIST CM-2 (Baseline Configuration), NIST CM-8 (Information System Component Inventory), CIS 1.1

(Inventory and Control of Enterprise Assets)

Compensating: Use Apple Configurator 2 (free) to enumerate connected devices locally, or deploy a simple MDM

query script via Apple Remote Desktop. For iOS/iPadOS without MDM: request users manually report device type and

OS version via survey or IT ticketing system; correlate with device purchase records and network DHCP lease logs

(.local domain reservations). Create a spreadsheet with columns: Device Type, Serial, Current OS Version, Patched

(Y/N), Last Patched Date.

Evidence: Export or screenshot MDM device inventory reports before and after enumeration showing OS versions,

enrollment status, and last check-in timestamps. Preserve network logs from MDM server showing device enrollment

dates and OS version queries. Document any devices discovered out-of-band of official inventory.

Step 3 — Detection: Review proxy and DNS logs for unusual cross-origin data requests or anomalous

JavaScript behavior originating from user browsing sessions. Look for signs consistent with T1185

(unexpected session token reuse across domains) or T1189 (drive-by download patterns from unfamiliar

origins). See detection_guidance for specifics.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2 (detection and analysis) and §3.2.4 (logs and monitoring)
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Controls: NIST SI-4 (Information System Monitoring), NIST SI-4(1) (System-Generated Alerts), CIS 8.5 (Configure

Logging to Detect Information Exfiltration)

Compensating: Without enterprise proxy/SIEM: export DNS query logs from macOS (log show --predicate 'process ==

"mDNSResponder"' --level debug) and iOS device logs via Xcode Console (Devices > Device Logs). Query web server

access logs for same-origin policy violations using grep patterns: grep -i 'x-requested-with\|origin:' access.log | grep -v

matching-domain. Set up manual log rotation and review on Friday afternoons. Use Wireshark on macOS to capture

and filter HTTP requests by User-Agent and Referer header anomalies (tcp.port == 80 or tcp.port == 443). Track

suspicious domains in a manual allowlist/blocklist spreadsheet.

Evidence: Preserve proxy/DNS query logs (minimum 7-14 days lookback) with timestamps, source IP, destination

domain, query type, and response code. Capture full HTTP headers (User-Agent, Referer, Origin, Set-Cookie) for any

cross-origin requests. Export Safari browsing history and cache from target user devices (/var/root/Library/Safari/ for

macOS, iTunes backup for iOS). Document any unfamiliar domains or shortened URLs encountered. Preserve DNS

resolver logs and DHCP lease assignments to correlate user IPs with device identities.

Step 4 — Communication: Notify IT operations and endpoint management teams of the patching requirement

and the new 'Background Security Improvements' delivery channel, which may require MDM policy review to

ensure it is not blocked. Brief leadership on business risk if patch deployment will extend beyond 72 hours.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (preparation includes incident communication procedures)

Controls: NIST CP-2 (Contingency Plan), NIST IR-2 (Incident Response Training), CIS 3.3 (Address Unauthorized

Software)

Compensating: Draft a one-page patching advisory for distribution via email, Slack, or team management platform;

include: vulnerability summary, affected products, patch availability, business risk of non-compliance, and mandatory

patching deadline. Prepare a risk statement for leadership: 'Unpatched devices remain vulnerable to browser-based

data exfiltration for X days; estimated exposure: Y users, Z devices.' Document communication timestamps and

recipient acknowledgment in an incident log. If no formal IR team exists, escalate to IT director and business continuity

lead.

Evidence: Preserve copies of all internal communications (emails, messages, advisories) with distribution lists and

timestamps. Document leadership acknowledgment and any approved exceptions to the patching timeline. Maintain

records of team responses and patch deployment status updates for post-incident review.

Step 5 — Policy review: Assess whether your MDM policy is configured to allow Apple's Background Security

Improvements updates to deploy automatically. If not, evaluate enabling that channel for WebKit-class

security fixes. Document the decision either way as part of your vulnerability management program.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (preparation and preventive measures) and NIST 800-53r5 SI-2(c) (automatic security

patches)

Controls: NIST SI-2 (Flaw Remediation), NIST CM-3 (Configuration Change Control), CIS 2.6 (Establish and Maintain

Secure Configuration for Network Infrastructure)

Compensating: Manual policy review: export MDM profile XML or policy configuration from your MDM solution; search

for 'SecurityPatchesRequired', 'AutomaticUpdates', and 'AppleSoftwareUpdates' keys. If absent, document current

policy in a spreadsheet with columns: Policy Name, Browser-Related, Patch Automation Enabled (Y/N), Last Reviewed

Date. Schedule quarterly policy reviews on a fixed calendar date. For organizations without MDM: create a formal

patch approval workflow document stating who approves patches, by when, and how patches are tracked. Use a

shared Google Sheets or Notion table to log patch decisions.

Evidence: Export MDM policy configuration files before and after any policy changes (with timestamps and change

author). Preserve approval records (email, ticket, or policy document signatures) for any policy changes made as a

result of this vulnerability. Document the rationale for enabling or disabling Background Security Improvements. Include

quarterly policy review sign-offs in vulnerability management audit trail.
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Detection Guidance

No confirmed IOCs or active exploitation indicators are available for CVE-2026-20643 at this time. Detection

should focus on behavioral signals consistent with same-origin policy abuse and the associated ATT&CK

techniques. Proxy and web gateway logs: look for JavaScript-initiated requests where the Origin or Referer

header crosses domain boundaries unexpectedly, especially toward authentication endpoints, session

management APIs, or internal resources. SIEM query direction, filter HTTP requests where Origin header

domain does not match Host header domain and response code is 200; flag sessions where auth tokens appear

in cross-origin responses. Endpoint detection: on managed macOS devices, alert on Safari or WebKit-based

processes making network calls to domains outside the user's active browsing session scope. For T1185

(Browser Session Hijacking): watch for session cookie reuse from unexpected source IPs or user agents within

short time windows. For T1189 (Drive-by Compromise): monitor for WebKit process spawning child processes

or writing files following browsing activity to unfamiliar domains. Patch verification: query your MDM or endpoint

management platform to confirm WebKit version strings reflect the patched build; unpatched devices should be

flagged as high-priority remediation targets. Human verification against Apple's advisory

(https://support.apple.com/en-us/100100) is recommended before tuning detection rules, as technical

exploitation details have not been confirmed from available sources.

Framework Mappings

MITRE-ATTACK

• T1185 — Browser Session Hijacking

• T1189 — Drive-by Compromise

CIS-V8

• 6.3 — Require MFA for Externally-Exposed Applications

• 7.3 — Perform Automated Operating System Patch Management

• 7.4 — Perform Automated Application Patch Management

HIPAA-SECURITY

• 164.312(d) — Person or Entity Authentication

• 164.308(a)(6)(ii) — Response and Reporting

SOC2-TSC

• CC6.1 — Logical access security software, infrastructure, and architectures

• CC7.4 — Responds to identified security incidents

NIST-800-53R5

• SI-2 — Flaw Remediation

• IR-5 — Incident Monitoring

ISO-27001-2022

• A.8.8 — Management of technical vulnerabilities

• A.5.34 — Privacy and protection of personal information
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NIST-CSF-2

• DE.AE-08 — Incidents are declared when adverse events meet the defined incident criteria

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1185 Browser Session Hijacking Collection

T1189 Drive-by Compromise Initial-Access

Sources

Source URL Tier

https://thecyberexpress.com/webkit-vulnerability-fixed-in-apple-upd... T3

Apple Fixes WebKit
Vulnerability Enabling
Same-Origin Policy ...

https://thehackernews.com/2026/03/apple-fixes-webkit-vulnerability.... T3

Apple pushes first
Background Security
Improvements update to
fix ...

https://www.bleepingcomputer.com/news/security/apple-pushes-first-b... T3

Apple rolls out
'Background Security
Improvements' for
WebKit ...

https://www.scworld.com/news/apple-rolls-out-background-security-im... T3

Apple Debuts
Background Security
Improvements With
Fresh ...

https://www.securityweek.com/apple-debuts-background-security-impro... T3

NVD https://nvd.nist.gov/vuln/detail/CVE-2026-20643 T1

Apple Security Advisory https://support.apple.com/en-us/100100 T1
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