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Copyright Lure Phishing Campaign Delivers
Infostealer Malware Across Healthcare,
Government, and Education Sectors

| | CVSS 7.5
SCC Item ID SCC-CAM-2026-0087
Type Threat Campaign
Severity HIGH
CVSS Base Score 7.5
Affected Products Organizations in healthcare, government, hospitality, and education sectors across multiple

countries; specific products or versions not specified in available data
Published 2026-03-23

Discovery Source Rss

I Executive Summary

A phishing campaign is actively targeting healthcare, government, hospitality, and education organizations
across multiple countries, using fabricated copyright infringement notices to trick employees into
downloading infostealer malware. If successful, the malware harvests credentials, browser session data,
and stored passwords, creating direct exposure to account takeover, data breach, and regulatory liability.
This is a socia engineering attack with no technical patch; awareness and email controls are primary
defensive layers.

I Technical Analysis

This campaign uses social engineering lures (CWE-693: Protection Mechanism Failure; CWE-1021: Improper
Restriction of Rendered Ul Layers) rather than a disclosed CVE. Threat actors deliver phishing emails (T1566,
T1566.001, T1566.002) impersonating copyright enforcement notices. Targets are directed to download a file or
follow a link purportedly containing infringement evidence. Upon execution by the user (T1204, T1204.002),
infostealer malware deploys using obfuscation techniques (T1027) to evade email gateways and endpoint
defenses. The payload targets browser-stored credentials (T1555.003, T1555), performs keylogging (T1056,
T1056.001), and may harvest session cookies (T1539) to enable session hijacking without requiring plaintext
passwords. The campaign uses masquerading techniques (T1036) to increase lure credibility. Specific
infostealer family, C2 infrastructure, and full IOC set had not been publicly disclosed in available reporting as of
analysis time. Attribution remains unknown. Primary source: Dark Reading (https://www.darkreading.com/cyber
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attacks-data-breaches/attackers-hide-infostealer-copyright-infringement-notices), T3, human verification
recommended before acting on specific details.

I Action Checklist

1. Step 1, Immediate: Issue an internal advisory to all staff in healthcare, government, hospitality, and
education business units warning of copyright-lure phishing emails; include a sample lure description and
clear reporting instructions.

2. Step 2, Detection: Search email gateway and SIEM logs for inbound messages containing terms such
as 'copyright infringement’, 'DMCA notice', 'copyright violation', or 'legal action required’ paired with
attachments or external links delivered in the past 30 days.

3. Step 3, Detection: Query endpoint detection logs for unusual process execution chains originating from
user download directories or browser temp folders, and for credential store access events (e.g., access to
browser credential databases or Windows Credential Manager) following email client activity.

4. Step 4, Assessment: Identify any users who opened attachments or clicked links from emails matching
the lure pattern; treat those endpoints as potentially compromised and initiate containment and credential
rotation for affected accounts.

5. Step 5, Communication: Notify IT leadership and legal/compliance teams of confirmed or suspected
compromise; if credential theft is confirmed, assess notification obligations under applicable regulatory
frameworks (HIPAA, FERPA, state breach laws as applicable to affected sectors).

6. Step 6, Long-term: Review and harden email security controls, enforce attachment sandboxing, enable
link rewriting with detonation, and strengthen DMARC/DKIM/SPF policies; update phishing awareness
training to include social engineering lures that exploit legal or compliance fear.

I IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Escalate to external IR firm immediately if credential theft is confirmed (malware execution
detected on >5 endpoints or credential database access logged), or if breach notification
obligation is triggered under HIPAA/FERPA/state breach law affecting >500 individuals.

Recovery Notes After containment: (1) Force password reset for all affected users and revoke all active
browser sessions. (2) Scan all affected endpoints with malware signatures for known
infostealer families (Vidar, Raccoon, Redline, AZORult — consult MITRE ATT&CK for current
10Cs). (3) Monitor affected user accounts for 30 days for anomalous login activity (impossible
travel, off-hours access, unauthorized forwarding rules). (4) Document lessons learned and
update incident response playbook with copyright-lure detection indicators for faster triage in
future campaigns.
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Forensic Artifacts Windows Event Log 4688 (Process Creation) — detects infostealer execution chains from
Downloads/Temp folders | Windows Event Log 4692 (DPAPI Key Read) — detects browser
credential database access attempts | Email gateway logs (header + metadata) — source,
recipient, subject, attachment filename, delivery timestamp | Browser download history
(History, History.db, Downloads.sqlite) — establishes timeline of attachment/link interaction |
Windows Registry: HKLM\Software\Microsoft\Windows\CurrentVersion\Run and
HKCU\Software\Microsoft\Windows\CurrentVersion\Run — detects persistence mechanisms
left by infostealer

Per-Action IR Details

Step 1 — Immediate: Issue an internal advisory to all staff in healthcare, government, hospitality, and
education business units warning of copyright-lure phishing emails; include a sample lure description and
clear reporting instructions.

NIST Phase: Preparation
Reference: NIST 800-61r3 §2.1 (organization preparation)

Controls: NIST 800-53 AT-2 (Security Awareness and Training), NIST 800-53 AT-1 (Security Awareness and Training
Policy), CIS 6.3 (Awareness and training programs)

Compensating: Draft advisory in plain language (avoid jargon) with a one-paragraph phishing indicator summary and
a single email address or Slack channel for reporting. Distribute via all-staff email, team chat, and internal portal.
Include a screenshot of the lure if available; do not attach suspicious files. Use a simple 1-2 page PDF accessible to
non-technical staff.

Evidence: Before distribution: capture the timestamp, distribution list, advisory version number, and any sample
indicators included. After distribution: log delivery confirmations and track report submissions by user email and
timestamp to establish a baseline of who engaged with the threat.

Step 2 — Detection: Search email gateway and SIEM logs for inbound messages containing terms such as
‘copyright infringement’, 'DMCA notice', 'copyright violation', or 'legal action required' paired with
attachments or external links delivered in the past 30 days.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 §3.2.1 (detection and analysis)

Controls: NIST 800-53 SlI-4 (Information System Monitoring), NIST 800-53 CA-7 (Continuous Monitoring), CIS 8.8
(Detect and quarantine suspicious email)

Compensating: Query email gateway logs (or exported mail server logs) for Subject or Body fields matching regex:
(copyright| DMCA|infringement]|legal action).* AND (attachment OR http|https). If no SIEM: export email gateway logs to
CsV, filter in Excel/LibreOffice for keyword pairs, then manually cross-check attachment names and sender domains.
Export results with full message headers, sender, recipient, timestamp, and attachment names.

Evidence: Before querying: snapshot the current email gateway logging configuration and retention policy. Capture the
exact search query parameters and date range. Export all matching email headers (not full bodies, for privacy)
including: From, To, Subject, Date, X-Originating-IP, message-id, and attachment filename/hash. Preserve the export
timestamp and query execution time to establish chain of custody.

Step 3 — Detection: Query endpoint detection logs for unusual process execution chains originating from
user download directories or browser temp folders, and for credential store access events (e.g., access to
browser credential databases or Windows Credential Manager) following email client activity.

NIST Phase: Detection Analysis
Reference: NIST 800-61r3 8§3.2.2 (analysis and characterization)

Controls: NIST 800-53 AU-12 (Audit generation), NIST 800-53 SI-4 (Information System Monitoring), CIS 8.1
(Implement logging for inbound and outbound traffic)
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Compensating: On Windows: query Event Viewer for Event ID 4688 (process creation) with Parentimage matching
"*Qutlook* or *Chrome*' OR "*Firefox* and CommandLine containing 'Downloads' or 'AppData\Local\Temp'. For
credential access, search for DPAPI key reads (Event ID 4692) or dpapi.dll/wincred.dll DLL loads within 2 minutes of
email client activity. On Linux/macOS: grep auth.log or syslog for commands like “Ipass’, “curl ~/.config/*password*", or
“cat ~/.ssh/** following Thunderbird/Mail client spawning. Export process logs with full command line, parent process,
timestamp, and user SID.

Evidence: Before querying: capture baseline process execution patterns for 7 days prior (establish normal download
activity frequency). Document which email clients are in use. Export raw Event Viewer logs or syslog entries showing
the full execution chain, including parent process ID, command line arguments, and absolute timestamps. Preserve the
endpoint's system time synchronization status and the query tool's version.

Step 4 — Assessment: Identify any users who opened attachments or clicked links from emails matching the
lure pattern; treat those endpoints as potentially compromised and initiate containment and credential
rotation for affected accounts.

NIST Phase: Containment
Reference: NIST 800-61r3 §3.3 (containment, eradication, and recovery)

Controls: NIST 800-53 AC-2 (Account Management), NIST 800-53 IA-4 (Identifier Management), CIS 5.2 (Use
multi-factor authentication for all administrative access)

Compensating: Cross-reference Step 2 email results with Step 3 endpoint logs by recipient email address and
timestamp (within 60 minutes of email delivery). Manually review browser download history on affected endpoints
(check %USERPROFILE%\Downloads on Windows or ~/Downloads on macOS/Linux). For credential rotation without
automated tools: (1) force password reset via directory service with temporary 12-character passwords; (2) revoke all
active browser sessions in each user's account settings (Gmail, Office 365, etc.); (3) check for forwarding rules in
Outlook (Settings > Forwarding). Export affected user list with email, endpoint name, attachment/link status, and
credential rotation timestamp.

Evidence: Capture browser download history files (History, History.db, or session files) BEFORE triggering password
resets. Export email gateway logs showing the exact recipient email and subject line for each matched message. On
affected endpoints, preserve Event ID 4624 (successful logon) logs from 24 hours before and after the lure delivery to
establish access patterns. Document the timestamp of credential reset completion.

Step 5 — Communication: Notify IT leadership and legal/compliance teams of confirmed or suspected
compromise; if credential theft is confirmed, assess notification obligations under applicable regulatory
frameworks (HIPAA, FERPA, state breach laws as applicable to affected sectors).

NIST Phase: Post Incident

Reference: NIST 800-61r3 §3.4 (post-incident activities)

Controls: NIST 800-53 IR-4 (Incident Handling), NIST 800-53 IR-6 (Incident Reporting), CIS 6.2 (Report suspected
security incident)

Compensating: Prepare a one-page incident summary with: (1) number of users affected, (2) email addresses and
endpoint hostnames, (3) timeline of detection, (4) whether attachments were executed or links clicked (high vs. low
confidence), (5) whether credential theft is confirmed (found malware, credential access logs) or suspected
(attachment opened but no malware found). Route to: CISO/IT Director, Legal, Compliance Officer, and Privacy
Officer. Do not include passwords, PII, or full email bodies. Reference HIPAA Breach Notification Rule (45 CFR
164.400-414), FERPA breach procedures (20 USC 1232g), and applicable state breach notification laws (check
resident state(s) of affected users). Legal/Compliance should determine notification threshold and timeline within 24
hours.

Evidence: Preserve the incident summary, detection timestamps, affected user list, and decision log from Step 4.
Document which regulatory frameworks apply based on affected sector (healthcare = HIPAA; education = FERPA,
government = FISMA and state law; hospitality = state breach law). Capture the date and time of each notification (IT
leadership, Legal, Compliance) for incident timeline.
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Step 6 — Long-term: Review and harden email security controls — enforce attachment sandboxing, enable
link rewriting with detonation, and strengthen DMARC/DKIM/SPF policies; update phishing awareness
training to include social engineering lures that exploit legal or compliance fear.

NIST Phase: Post Incident
Reference: NIST 800-61r3 §3.4.3 (lessons learned) and NIST 800-53 SlI-4 (Information System Monitoring)

Controls: NIST 800-53 CA-2 (Security Assessments), NIST 800-53 SI-4 (Information System Monitoring), CIS 2.1
(Ensure DNS is not open resolvers), CIS 4.4 (Deploy and maintain intrusion detection and/or intrusion prevention
systems)

Compensating: (1) Sandboxing: Enable attachment quarantine in email gateway (most gateways support this
natively) with a rule: .exe, .dll, .scr, .zip, .rar, and Microsoft Office files from external senders detonated in isolated VM
before delivery; require user approval for release. (2) Link rewriting: Enable URL rewriting in email gateway (rewrites
http/https links to gateway scanner endpoints) so each click triggers real-time detonation. (3) DMARC/DKIM/SPF:
Publish DMARC record with p=quarantine (or p=reject if mature), DKIM signing on all outbound mail, and SPF record
limiting authorized senders to your mail server IPs only. (4) Phishing training: Deploy yearly awareness campaign with
a module on "legal/compliance scare tactics" including this threat; include a simulated phishing test with a similar lure
and measure click/report rates. Use free or low-cost platforms (e.g., NIST Cybersecurity Framework awareness
materials or KnowBe4 open-source templates).

Evidence: Before hardening: baseline email gateway logs showing current attachment and link handling (document
what is currently blocked vs. allowed). Document current DMARC/DKIM/SPF record configuration. After hardening:
capture the new gateway policy rules, publish date of DMARC/DKIM/SPF records (check DNS propagation). Log the
date of phishing awareness training deployment and simulated phishing campaign metrics (click rate, report rate,
training completion rate) for comparison to post-incident baseline.

I Detection Guidance

Email gateway: Search for inbound messages with subject lines or body text referencing copyright, DMCA,
infringement, or legal notice combined with external URLs or compressed attachments (.zip, .rar, .7z). Flag
messages where the sender domain does not match a known copyright enforcement body. SIEM/EDR: Look for
process creation events where parent process is an email client (Outlook.exe, Thunderbird.exe) or browser
spawning script interpreters (wscript.exe, mshta.exe, powershell.exe, cmd.exe) or installers. Monitor for access
to browser credential stores: '%AppData%)\Local\Google\Chrome\User Data\Default\Login Data’, equivalent
paths for Edge and Firefox, and Windows Credential Manager API calls (CredReadW, CredEnumerateW).
Behavioral indicators: Infostealer activity often produces high-volume outbound DNS queries or HTTPS POST
requests to low-reputation or newly registered domains shortly after execution. Monitor for base64-encoded
command-line arguments and in-memory execution patterns (T1027). Session cookie theft may appear as
impossible travel or concurrent session anomalies in identity provider logs. Note: Specific file hashes, C2 IPs,
and domains were not publicly disclosed in available reporting. I0C list will require update when vendor or ISAC
reporting releases full indicators. Organizations without dedicated SIEM or EDR should focus on email gateway
keyword searches and staff awareness; contact your IT vendor or regional ISAC for assistance with advanced
detection setup. Validate any detections against your SIEM baseline before escalating.

I Indicators of Compromise
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Type Value
NOTE No confirmed |1 OCs publicly
di scl osed

Context

Specific file hashes, C2 domains, and IP
indicators had not been released in
available reporting as of analysis time.
Monitor threat intelligence feeds and
sector-specific ISACs (H-ISAC,
MS-ISAC) for updates. Do not treat this
absence as absence of threat.

Confidence

LOW

TLP:CLEAR

I Framework Mappings

MITRE-ATTACK
e T1566 — Phishing
e T1056.001 — Keylogging
e T1036 — Masquerading
e T1204.002 — Malicious File

e T1566.001 — Spearphishing Attachment

e T1027 — Obfuscated Files or Information

e T1056 — Input Capture

e T1204 — User Execution

e T1566.002 — Spearphishing Link

e T1539 — Steal Web Session Cookie

e T1555.003 — Credentials from Web Browsers

e T1555 — Credentials from Password Stores

NIST-800-53R5

e AT-2 — Literacy Training and Awareness

* CA-7 — Continuous Monitoring

e SC-7 — Boundary Protection

* SI-3 — Malicious Code Protection
e Sl|-4 — System Monitoring

¢ SI-8 — Spam Protection

1ISO-27001-2022

¢ A.8.8 — Management of technical vulnerabilities

¢ A.5.34 — Privacy and protection of personal information

CIS-Vv8

e 14.2 — Train Workforce Members to Recognize Social Engineering Attacks

HIPAA-SECURITY

e 164.308(a)(5)(i) — Security Awareness and Training
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I MITRE ATT&CK Mapping
Technique ID Technique Name Tactic
T1566 Phishing Initial-Access
T1056. 001 Keylogging Collection
T1036 Masquerading Defense-Evasion
T1204. 002 Malicious File Execution
T1566. 001 Spearphishing Attachment Initial-Access
T1027 Obfuscated Files or Information Defense-Evasion
T1056 Input Capture Collection
T1204 User Execution Execution
T1566. 002 Spearphishing Link Initial-Access
T1539 Steal Web Session Cookie Credential-Access
T1555. 003 Credentials from Web Browsers Credential-Access
T1555 Credentials from Password Stores Credential-Access
I Sources
Source URL Tier
Security News https://www.darkreading.com/cyberattacks-data-breaches/attackers-hi... T3
In the context of a CVE, https://security.stackexchange.com/questions/82997/in-the-context-o... T3
what does "unspecified
vectors" mean?
What Is a Security https://www.picussecurity.com/resource/glossary/what-is-a-security-... T3
Vulnerability and How It
Works
Exploitable vs. https://www.ox.security/blog/exploitable-vs-not-exploitable-can-you... T3
Not-Exploitable: How to
Tell the Difference for
Your ...
Vulnerability details - https://docs.gitlab.com/user/application_security/vulnerabilities/ T3
GitLab Docs
DISCLAIMER
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This intelligence report is produced by Tech Jacks Solutions Security Command Center (SCC) for informational purposes only. It does not constitute
professional security advice, legal counsel, or an incident response engagement. The information herein is derived from publicly available sources and
Al-assisted analysis; while every effort is made to ensure accuracy, Tech Jacks Solutions makes no warranties regarding completeness or timeliness.
Organizations should conduct their own validation and consult qualified security professionals before taking action based on this report. Tech Jacks
Solutions is not liable for any damages resulting from the use of this information.
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