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DPRK IT Worker Scheme Goes AI-Augmented:
OFAC Sanctions Six, Enterprises Face Scaled
Insider Threat
THREAT CAMPAIGN | HIGH | CVSS 7.5

SCC Item ID SCC-CAM-2026-0060

Type Threat Campaign

Severity HIGH

CVSS Base Score 7.5

Affected Products Enterprise hiring pipelines (cross-sector), remote work platforms, identity verification systems,
corporate IT environments (Salesforce cited as example victim environment)

Published 2026-03-21

Executive Summary

OFAC sanctioned six individuals and two entities tied to a North Korean state-directed scheme that places

fraudulent IT workers inside Western enterprises to generate revenue for DPRK weapons programs. The

operation has materially scaled: actors now use AI-generated personas, deepfake identity documents, and

jailbroken LLMs to bypass pre-hire screening and accelerate post-placement tradecraft. Any enterprise that

hired remote IT contractors in the past 24 months faces significant exposure; the risk is active insider

access, not a future hiring problem.

Technical Analysis

The DPRK IT worker scheme combines social engineering, identity fraud, and post-access exploitation (tracked

as Lazarus Group nexus, medium confidence). AI augmentation is now confirmed: Faceswap-class tools

manipulate identity documents and video interviews; agentic AI platforms generate fraudulent company

websites and employment histories; jailbroken LLMs accelerate malware development. Once placed, actors

pursue privileged access escalation (T1134), credential harvesting (T1552, T1078), data exfiltration via cloud

services (T1567), persistence through account creation (T1136) and infrastructure setup (T1583, T1583.001),

and revenue generation for weapons programs (T1657). Obfuscation routes traffic through anonymizing proxies

(T1090, T1090.003). Salesforce environments are cited as a confirmed victim context. Relevant CWEs:

CWE-287 (authentication failures enabling fraudulent placement), CWE-200 (unauthorized information exposure

post-access), CWE-693 (protection mechanism bypass via AI-assisted document fraud). No CVE applies; this is

a human-operated insider threat, not a software vulnerability. Detection must focus on behavioral indicators and

access control monitoring; no software patch addresses insider placement fraud. OFAC enforcement action
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SB0416 provides high-confidence attribution.

Action Checklist

1. Step 1, Immediate: Cross-reference your active remote contractor and vendor roster against OFAC

SDN list additions from the latest OFAC sanctions action; flag any matches for legal and HR escalation

before next business day.

2. Step 2, Detection: Audit privileged account activity for remote contractors hired in the past 24 months,

focus on anomalous after-hours access, bulk data access or exfiltration to cloud storage (OneDrive,

Google Drive, Dropbox), new account creation events, and VPN or proxy exit node usage inconsistent with

stated work location.

3. Step 3, Assessment: Inventory all remote IT roles filled through third-party staffing, freelance platforms,

or referral-only pipelines; flag roles with privileged access (admin, developer, data access) for

re-verification; document any contractors who used virtual presence tools, camera-off policies, or resisted

live video verification.

4. Step 4, Screening Controls: Update hiring workflows to require live, unscripted video interviews with

identity document verification conducted against the live face; implement liveness detection in identity

proofing; require in-person or notarized identity verification for roles with privileged access.

5. Step 5, Long-Term: Build a post-hire behavioral detection program; insider threat monitoring for

contractors is not optional at this threat level. Update IR playbooks to include 'fraudulent employee' as an

incident classification. Brief legal and compliance on OFAC sanctions exposure for organizations that

knowingly or unknowingly retained sanctioned individuals. Map detection gaps to MITRE ATT&CK

techniques T1585, T1036, T1134, T1567, and T1090.003.

IR / Forensic Enrichment

Triage Priority IMMEDIATE

Escalation Criteria Step 1 SDN match or Step 2 exfiltration evidence must be escalated to Legal, OFAC
compliance, and CISO within 2 hours — non-compliance creates direct regulatory exposure
and potential criminal liability.

Recovery Notes Post-containment: (1) Preserve forensic evidence (device imaging, logs, communication
records) for legal hold per NIST 800-61r3 §4.1. (2) Coordinate with Legal on OFAC disclosure
obligations if sanctions violation is confirmed. (3) Conduct threat hunt across all systems
touched by affected contractor to identify lateral movement, persistence, or data exfiltration.
(4) Implement compensating controls (Step 4) immediately for remaining contractor
population. (5) Schedule lessons-learned session within 10 days to map gaps to MITRE
ATT&CK and update IR playbooks.
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Forensic Artifacts Windows Event Logs (4624, 4625, 4688, 4720, 4722, 4674) for all contractor accounts — past
90 days | VPN concentrator logs with source IPs, timestamps, and exit node GeoIP data |
Firewall/proxy logs showing cloud storage access (OneDrive, Dropbox, Google Drive) with
volume and timing metrics | Office 365 unified audit logs (Search-UnifiedAuditLog) for file
uploads, email forwarding, and mailbox access | Active Directory user and group membership
exports with join/modification timestamps | Contractor device forensic image: MFT, USN
journal, prefetch files, NTFS alternate data streams, browser history and cache, PowerShell
command history | Identity verification documents and notarized affidavits with timestamps |
Recorded onboarding video calls and identity verification footage with annotations | HR
system contractor records: hire dates, staffing sources, background check reports, screening
exceptions | Email/Teams/Slack communication threads with contractors during onboarding
and post-hire

Per-Action IR Details

Step 1 — Immediate: Cross-reference your active remote contractor and vendor roster against OFAC SDN list

additions from the March 2026 action; flag any matches for legal and HR escalation before next business day.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (organize and staff the incident response team)

Controls: NIST 800-53 AC-2 (Account Management), NIST 800-53 PS-3 (Personnel Screening), CIS 5.4 (Account

Management)

Compensating: Download current OFAC SDN list from treasury.gov/ofac/downloads. Use grep or Excel VLOOKUP to

cross-reference contractor names, email domains, and phone numbers against the list. Export HR system contractor

roster (or manually compile from email distribution lists, contractor agreements, or payroll records). Flag any partial

name matches for manual review — DPRK actors use aliases and transliteration variants.

Evidence: Capture contractor roster with hire dates, role classifications, access levels, and hiring source before SDN

matching. Preserve HR system audit logs showing contractor onboarding workflows, identity verification documents

(screenshots if available), and any flagged screening exceptions. Document any contractors hired outside standard

vetting pipelines.

Step 2 — Detection: Audit privileged account activity for remote contractors hired in the past 24 months —

focus on anomalous after-hours access, bulk data access or exfiltration to cloud storage (OneDrive, Google

Drive, Dropbox), new account creation events, and VPN or proxy exit node usage inconsistent with stated

work location.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §3.2.1 (analysis — understanding the attack)

Controls: NIST 800-53 AU-12 (Audit Generation), NIST 800-53 AC-6 (Least Privilege), NIST 800-53 SI-4 (Information

System Monitoring), CIS 8.1 (Audit Logging), CIS 8.5 (Detect Unauthorized Access)

Compensating: Without SIEM: export Windows Event Log 4688 (Process Creation), 4720 (Account Created), 4722

(Account Enabled), and 4624 (Logon) for contractors via PowerShell: Get-WinEvent -LogName Security -FilterXPath

'*[System[EventID=4688]]' -MaxEvents 10000 | Export-Csv events.csv. Cross-reference VPN logs (exported from VPN

concentrator UI or syslog archives) with GeoIP databases (free: MaxMind GeoLite2) to flag exit nodes inconsistent with

contractor's stated location. Monitor cloud storage uploads via web proxy logs or firewall logs (search for OneDrive,

Dropbox, Google Drive domains) — correlate timing to after-hours (outside contractor's claimed timezone by 6+ hours).

Evidence: Preserve all Windows Event Logs (4624, 4625, 4688, 4720, 4722, 4674) for contractor accounts for the

past 90 days before running queries. Capture VPN concentrator logs with timestamp, user, source IP, and destination.

Export firewall/proxy logs showing cloud storage uploads with source IP, timestamp, and volume. Preserve account

creation timestamps and creator identity. Do not modify logs during analysis.

Step 3 — Assessment: Inventory all remote IT roles filled through third-party staffing, freelance platforms, or

referral-only pipelines; flag roles with privileged access (admin, developer, data access) for re-verification;
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document any contractors who used virtual presence tools, camera-off policies, or resisted live video

verification.

NIST Phase: Detection Analysis

Reference: NIST 800-61r3 §2.3.1 (incident handling activities — preparation activities — tools and resources)

Controls: NIST 800-53 PS-3 (Personnel Screening), NIST 800-53 PS-7 (Third-Party Personnel Security), NIST 800-53

AC-2 (Account Management), CIS 5.1 (Inventory and Control of Enterprise Software), CIS 5.4 (Account Management)

Compensating: Manually inventory remote IT contractors from: (1) Active Directory group membership ('Remote-IT',

'Contractors', 'Vendors' groups); (2) VPN access logs (unique user principals); (3) contractor agreements and

onboarding files in HR shared drive; (4) email distribution lists and Slack/Teams workspaces. For each contractor,

document: hire date, staffing source (vendor name, freelance platform, referral), roles assigned, access level

(admin/user/developer), privileged group memberships, and onboarding verification method. For re-verification,

cross-reference hiring notes against Step 1 SDN list. Document any contractors who: (a) used VPN without live video

verification, (b) had camera disabled during onboarding, (c) used AI-generated profile photos (reverse image search

via Google Images or TinEye), (d) requested camera-off policies post-hire.

Evidence: Before assessment, preserve: Active Directory user and group membership exports (Get-ADUser -Filter * |

Export-Csv ad_users.csv); VPN access logs for past 24 months; contractor agreements and background check

reports; email/Teams/Slack onboarding communication threads; any recorded onboarding calls or identity verification

calls (if archived). Preserve HR system screenshots showing screening flags or exceptions. Document any contractors

flagged by background screening vendor but hired anyway.

Step 4 — Screening Controls: Update hiring workflows to require live, unscripted video interviews with

identity document verification conducted against the live face; implement liveness detection in identity

proofing; require in-person or notarized identity verification for roles with privileged access.

NIST Phase: Preparation

Reference: NIST 800-61r3 §2.1 (organize and staff — preventive measures); NIST 800-53 PS-3 §PS-3(7) (personnel

screening — re-screening)

Controls: NIST 800-53 PS-3 (Personnel Screening), NIST 800-53 IA-4 (Identifier Management), NIST 800-53 AC-2(1)

(Account Management — Privileged Account Management), CIS 5.4 (Account Management)

Compensating: Without enterprise identity verification vendor: (1) Require live, unscripted video interview on

contractor's first day (Google Meet or Teams recording enabled). Interviewer must ask open-ended questions

unrelated to job role to detect script reading. (2) Have contractor hold and rotate physical ID document on camera —

photograph against their live face. Manually compare document photo to live face for signs of deepfake (eye blinks,

mouth movement, shadow inconsistencies). (3) For privileged roles: require notarized affidavit of identity (contractor

obtains notary seal) or in-person document verification at company office. (4) Use free reverse image search (TinEye,

Google Images) to verify contractor profile photos are not stock photos or AI-generated. (5) Document all verification

steps with timestamps and interviewer signature in hiring record.

Evidence: Preserve hiring workflow evidence before implementing new controls: current onboarding checklist, any

identity verification documents obtained to date, recorded call timestamps (if available), and any exceptions or

shortcuts taken in current process. This baseline establishes non-compliance exposure.

Step 5 — Long-Term: Build a post-hire behavioral detection program — insider threat monitoring for

contractors is not optional at this threat level; update IR playbooks to include 'fraudulent employee' as an

incident classification; brief legal and compliance on OFAC sanctions exposure for organizations that

knowingly or unknowingly retained sanctioned individuals; map detection gaps to MITRE ATT&CK techniques

T1585, T1036, T1134, T1567, and T1090.003.

NIST Phase: Post Incident

Reference: NIST 800-61r3 §4 (post-incident activities — lessons learned); NIST 800-53 IR-7 (Incident Response

Assistance and Support)

Controls: NIST 800-53 IR-4 (Incident Handling), NIST 800-53 SI-4 (Information System Monitoring), NIST 800-53

AC-6(9) (Least Privilege — Auditing Use of Privileged Functions), CIS 6.2 (Activate and Enforce Detailed Logging),
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CIS 13.2 (Perform Periodic External Penetration Testing and Adversarial Simulation)

Compensating: Without enterprise UBA/UEBA: (1) Establish baseline behavioral profiles for contractors: track normal

access hours, typical data volumes, common destinations. Use free tools: Splunk Free Tier or ELK Stack

(Elasticsearch, Logstash, Kibana) to aggregate logs. (2) Alert on deviations: after-hours login 5+ days in a row, file

downloads >500 MB, new privileged group membership, VPN login from new geographic location (GeoIP comparison).

(3) Create playbook: 'Suspected Fraudulent Contractor' — trigger: failed or suspicious re-verification, suspicious

behavioral deviation, or positive SDN match. Actions: (a) isolate account from network, (b) preserve device for imaging,

(c) notify Legal and OFAC compliance, (d) initiate forensic investigation per NIST 800-61r3 §3. (4) Map incident

response workflow to MITRE ATT&CK: T1585 (Social Engineering — identity fabrication), T1036 (Obfuscation —

deepfake docs), T1134 (Access Token Manipulation), T1567 (Exfiltration Over Web Service), T1090.003 (VPN/Proxy

usage).

Evidence: Before implementing: establish baseline logs of all contractor access (90 days minimum) — Windows Event

Logs, VPN logs, cloud access logs, email delivery logs. Document current incident response workflow and gaps.

Preserve any prior incidents involving contractors for correlation analysis. Capture current MITRE ATT&CK detection

gaps from security controls assessment.

Detection Guidance

Focus detection on behavior, not just identity; pre-hire fraud may already be inside your environment. Key

behavioral indicators: (1) Contractor accounts accessing data volumes inconsistent with stated role scope,

especially bulk downloads or sync to personal cloud storage - query DLP and CASB logs for exfiltration events

tagged to contractor identities. (2) Login events from IP ranges associated with anonymizing infrastructure (Tor

exit nodes, residential proxies, datacenter ranges inconsistent with stated geography) - cross-reference

contractor auth logs against known proxy ASNs. (3) Privileged account creation or role escalation requests from

contractor accounts shortly after onboarding (T1134, T1136) - alert on any contractor-initiated privilege changes.

(4) After-hours access patterns inconsistent with stated time zone - baseline expected active hours at

onboarding and alert on sustained deviation. (5) Use of remote desktop relay tools (AnyDesk, RustDesk, or

similar) by contractors as a secondary layer on top of approved remote access - flag dual-hop remote session

patterns. (6) In Salesforce environments specifically: audit API access logs for bulk record exports, unusual

OAuth application authorizations, and new connected app installations by contractor accounts. MITRE

techniques to anchor detection rules: T1078 (valid account abuse), T1567 (exfiltration to cloud), T1090.003

(proxy), T1134 (token/privilege manipulation), T1136 (account creation). No public IOC list (IPs, hashes,

domains) has been released in conjunction with the OFAC action as of the configuration date; monitor Treasury

and CISA for follow-on indicators.

Indicators of Compromise



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-CAM-2026-0060
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-03-29 18:34 UTC Page 6SCC-CAM-2026-0060

Type Value Context Confidence

NOTE No technical IOCs (IPs,

domains, hashes) publicly

released

The March 2026 OFAC action (SB0416)
names individuals and entities but has
not been accompanied by a public
technical IOC release from Treasury,
CISA, or FBI as of 2026-03-04. Monitor
CISA advisories and Treasury SDN
updates for additions. Do not treat
absence of IOCs as absence of threat —
this campaign relies on legitimate
credentials and platforms, which
produce minimal signature-based
indicators.

HIGH

Framework Mappings

MITRE-ATTACK

• T1585.002 — Email Accounts

• T1567 — Exfiltration Over Web Service

• T1588.002 — Tool

• T1027 — Obfuscated Files or Information

• T1036 — Masquerading

• T1591 — Gather Victim Org Information

• T1657 — Financial Theft

• T1134 — Access Token Manipulation

• T1566 — Phishing

• T1078 — Valid Accounts

• T1585 — Establish Accounts

• T1552 — Unsecured Credentials

• T1586 — Compromise Accounts

• T1585.001 — Social Media Accounts

• T1583 — Acquire Infrastructure

• T1090.003 — Multi-hop Proxy

• T1588 — Obtain Capabilities

• T1136 — Create Account

• T1583.001 — Domains

• T1090 — Proxy

NIST-800-53R5

• SI-3 — Malicious Code Protection

• SI-4 — System Monitoring

• AT-2 — Literacy Training and Awareness



SECURITY COMMAND CENTER
Tech Jacks Solutions

SCC-CAM-2026-0060
TLP:CLEAR

Generated by TJS Security Command Center  |  2026-03-29 18:34 UTC Page 7SCC-CAM-2026-0060

• CA-7 — Continuous Monitoring

• SC-7 — Boundary Protection

• SI-8 — Spam Protection

• AC-2 — Account Management

• AC-6 — Least Privilege

• IA-2 — Identification and Authentication (Organizational Users)

• IA-5 — Authenticator Management

• IA-8 — Identification and Authentication (Non-Organizational Users)

• AC-3 — Access Enforcement

• SC-28 — Protection of Information at Rest

OWASP-TOP10-2021

• A07:2021 — Identification and Authentication Failures

• A01:2021 — Broken Access Control

CIS-V8

• 6.3

• 6.4

• 6.5

• 8.2 — Collect Audit Logs

SOC2-TSC

• CC6.1 — The entity implements logical access security software, infrastructure, and architectures over

protected information assets

HIPAA-SECURITY

• 164.312(d) — Person or Entity Authentication

• 164.312(a)(1) — Access Control

NIST-CSF-2

• DE.CM-01 — Networks and network services are monitored

MITRE ATT&CK Mapping

Technique ID Technique Name Tactic

T1585.002 Email Accounts Resource-Development

T1567 Exfiltration Over Web Service Exfiltration

T1588.002 Tool Resource-Development

T1027 Obfuscated Files or Information Defense-Evasion

T1036 Masquerading Defense-Evasion
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Technique ID Technique Name Tactic

T1591 Gather Victim Org Information Reconnaissance

T1657 Financial Theft Impact

T1134 Access Token Manipulation Defense-Evasion

T1566 Phishing Initial-Access

T1078 Valid Accounts Defense-Evasion

T1585 Establish Accounts Resource-Development

T1552 Unsecured Credentials Credential-Access

T1586 Compromise Accounts Resource-Development

T1585.001 Social Media Accounts Resource-Development

T1583 Acquire Infrastructure Resource-Development

T1090.003 Multi-hop Proxy Command-And-Control

T1588 Obtain Capabilities Resource-Development

T1136 Create Account Persistence

T1583.001 Domains Resource-Development

T1090 Proxy Command-And-Control

Sources

Source URL Tier

Security News https://thehackernews.com/2026/03/ofac-sanctions-dprk-it-worker-net... T3

Treasury Sanctions
Facilitators of DPRK IT
Worker Fraud Targeting
...

https://home.treasury.gov/news/press-releases/sb0416 T1

US blacklists 2
companies, 6
individuals over North
Korean IT ...

https://www.nknews.org/?p=968913 T3

OFAC Targets DPRK IT
Workers Using Crypto -
Chainalysis

https://www.chainalysis.com/blog/ofac-targets-north-korean-it-worke... T3
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Source URL Tier

New US sanctions on
North Korean IT worker
scheme issued | brief

https://www.scworld.com/brief/new-us-sanctions-on-north-korean-it-w... T3
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